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Wearable Wireless Sensor Networks  
for Emergency Response in 

Public Safety Networks 

  

Public safety communication networks have evolved over the past decade from land mobile 
systems to broadband and beyond. However, the emphasis remains on infrastructure-based 
communication systems. There is a potential risk that during a disaster, existing infrastructure 
could be completely damaged or oversaturated. In addition, historically very limited attention 
has been given to the health monitoring of the first responders during a rescue mission. To 
bridge this gap, it is envisioned that Wearable Wireless Sensor Networks (W-WSNs) could play 
an important role to enhance existing Public Safety Networks (PSN). In this chapter, we will 
introduce the W-WSN architectural framework based on on-body, body-to-body and off-body 
communication networks which can be considered as an add-on to existing PSN infrastructures. 
Subsequently in the context of PSN, significant details of this new system and associated 
problems and challenges in emerging heterogeneous networks are presented. 

                            
Chapter written by Muhammad Mahtab ALAM, Dhafer BEN ARBIA and Elyes BEN HAMIDA. 
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3.1. Introduction 

Public Safety Networks (PSN) has emerged as a backbone for life safety in 
critical operations such as disasters and emergencies, terrorist attacks and security 
threats. In these events, effective communication is extremely vital between rescue 
and evacuation teams, law enforcement agencies and other related organizations. 
Typically in PSN, a central command center sends critical information to rescuing 
teams (as shown in Figure 3.1), such as fire-fighters, hospitals, ambulances, mobile 
medical treatment units and police vehicles. This information includes electronic 
maps, weather conditions, the nature and characteristics of the disaster, safety areas, 
etc. [YAA 14]. The command center further coordinates and communicates the 
feedback between individual rescuing teams to successfully complete the mission.   

 

Figure 3.1. Intercommunication and organizational  
interaction in public safety networks 

With regards to PSN’s emergency response systems, there is a growing need for 
reliable ubiquitous communication system which should be fast and easy to deploy. 
Often, the existing cellular, wired and wireless networks are completely damaged or 
oversaturated; therefore it is necessary to have an alternate and reliable 
communication system. One of the solutions could be to use Wearable Wireless 
Sensor Networks (W-WSN). Typically, W-WSN is used in health care settings (i.e. 
monitoring of physiological signals) in a hospital environment, ambient intelligence 
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(mobile health and remote monitoring), sports and fitness. Recently, W-WSN has 
also been envisioned for applications such as rescue and emergency management, 
critical operations and worker’s safety and protection [ALA 14]. W-WSNs 
technology will enable humans to respond to unexpected events in a timely and 
efficient manner in order to reduce injuries, deaths or asset and economic losses. 

The W-WSNs architecture is composed of small, low-power, self-adaptive and 
heterogeneous devices which can be stitched inside clothes or attached to the body. 
Typically these devices can act as sensors (to sense, transmit and receive data), 
actuators (to react according to the perceived data) or coordinators (to act as a 
gateway for the external network). The gathered information can be related to the 
field personnel’s health status (e.g. heart pulse rate, stress level, blood pressure, 
etc.), their location and movement inside harsh or damaged environments (e.g. 
absolute and/or relative location, body posture and orientation, etc.), the 
environmental conditions (e.g. heat, toxic gases, lightening, fire, smoke, etc.) and 
the status of their ongoing tasks (e.g. search, recovery, evacuation, assistance, etc.). 
In particular these devices can be equipped with smart cameras to transmit live 
images and videos to the command center.  

In this chapter, we will provide an alternate emergency response system which 
could be considered as an add-on to the existing public safety networks. Generally 
W-WSNs solutions are based on number of different standards such as zigBee (i.e. 
IEEE 802.15.4, IEEE 802.15.4a, IEEE 802.15.4j), Bluetooth (i.e. IEEE 802.15.1) 
and WiFi (i.e. IEEE 802.11). Recently the IEEE 802.15.6 standard [IEE 12] was 
introduced to specifically meet the emerging W-WSNs applications and their 
requirements [ALA 14]. With reference to the design constraints of PSN, such as 
reliability, quality-of-service, data transmission rate, energy efficiency and so on, 
key features of the Physical and Medium Access Control (MAC) layers of the IEEE 
802.15.6 standard are very important to analyze. Therefore, a comparative study of 
the abovementioned standards will be discussed to understand their available 
opportunities and limitations. Moreover, we present W-WSNs based on on-body and 
body-to-body (B2B) communication architectures suited to PSN. The selection of 
appropriate routing strategies is an important building block in the design of W-
WSN in particular to realize effective body-to-body communication. Extensive 
networking perspectives and state-of-the-art is explored. Finally, there are number of 
open challenges including interoperability and coexistence, security and threats, 
heterogeneous and integrated networks for PSN which are addressed. 

3.2. Context and motivation 

Disasters are increasing worldwide, with more devastating effects than ever 
before. The absolute number of disasters around the world has almost doubled since 
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the 1980s [NDM 14]. The growing numbers of disasters and accidents, in terms of 
frequency and intensity, has a significant impact on humans living conditions, asset 
safety, as well as the economy. These disasters might be caused by a combination of 
either natural, man-made or unexpected factors and their negative impact on human 
beings is amplified due to the increased population densities in cities, public areas or 
buildings. For instance, fires are responsible for the largest number of deaths in the 
US in comparison with all other natural disasters combined. Indeed, more than 1 
million fires were reported in the US in 2012 [NFP 12], which caused 2,855 civilian 
deaths, 16,500 civilian injuries and $12.4 billion worth of property damage.  

According to the United Nations Development Program (UNDP) Office for 
Disaster Risk Reduction (UNISDR), during the last decade (between 2000–2012) the 
overall worldwide estimated damages due to various disasters resulted in losses of 
$1.7 trillion, 1.2 million lives and an overall 2.9 million people were affected as shown 
in Figure 3.2 [DS 13]. Earthquakes, storms, floods and drought remain the major 
natural disasters while fire and terrorist attacks are other man-made disasters. The 
pattern is continuing with very recent massive earth quake in Nepal [TEL 15], which is 
one of the regions with fault lines1 and venerable for large scale devastation. 

 

Figure 3.2. The economic and human impact of disasters  
between 2000–2012 (source: UNISDR) 

                            
1 The motions of the planet’s crust usually happens too slowly for us to notice. But sometimes 
the ground seems to jump, setting in motion events that topple buildings; a fault line is a fracture 
along which the crust moves sharply due to the collision of tectonic plates [FAU 16]. 
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The average number of natural disasters in the Middle East and North Africa 
(MENA) has almost tripled over the past 30 years. In the MENA, there are number 
of serious challenges including rapid urbanization, water scarcity and climate change 
[NDM 14]. It is predicted that the MENA region will be second most affected (both 
in terms of economies and human lives) in the world due to climate change. More 
specifically, it is reported in the recent World Bank report [NDM 14], that during the 
last three decades, in addition to US$20 billion, more than 40 million people have 
affected by the disasters in the MENA. In the last five years alone, more than 120 
disasters have caused an average of US$1 billion in damages per year. 

Looking into particular natural disasters, flash flooding is on the rise in the cities 
across the region. The number of people affected or killed has doubled during the 
last 10 years only due to flooding. These increases are largely due to the 
construction of new concrete surfaces that cannot absorb water, inadequate city 
drainage systems and increased settlements in low-lying areas. In 2001, flash floods 
in the Algerian capital resulted in more than 900 casualties; similarly during 2009–
2011 period, the Saudi Arabian city of Jeddah recorded the worst ever floods in the 
past 30 years. Flash floods often follow extensive droughts, such as the devastating 
Djibouti floods in 2004 after a multiyear water stress. This pattern further 
demonstrates the need for comprehensive approaches to urban development and 
water resource management 

In the Gulf region, fire is also one of the major calamities [UAE 15, QSA 13]. 
Recent studies [QSA 13] released in 2013 by the Qatari Statistics Authority (QSA) 
show an increase of 20% of fire accidents in Qatar between 2009 and 2013, mainly 
occurring in places like residential premises (50%), vehicles (20%), shops and 
markets (9%), industrial enterprises and factories (5%), farms and public parks 
(2%). The main causes of these fire accidents were not clear or determined for 
almost 84% of the situations, whereas a electric short circuit was found to be the 
main cause for 11% of these accidents. Government-level efforts and training 
facilities are improving rapidly, for example, the Ras Laffan Emergency and Safety 
College [RLE 15] provides a training facility to various national emergencies and 
disaster management organizations. It works in collaboration with the UK’s Fire 
Service College [FSC 15] which has an international reputation for excellence in 
training emergency response professionals worldwide. Governments across the 
region have seen a progressive increase in demand for comprehensive disaster risk 
management (DRM) services and they are developing DRM-based systems. 

There is no doubt that disasters and accidents can be partly mitigated through 
proper awareness campaigns and strategic programs. However, some unexpected 
disasters can still happen, anytime and anywhere, and cannot be anticipated or  
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predicted. In this context, responding to these unexpected events in a timely and 
efficient manner is critical to reduce injuries, deaths and asset or economic losses. In 
this realm, public safety networks play a fundamental role to cope with any 
emergency and disaster situation. In the next section, existing public safety network 
infrastructures are discussed. 

3.3. Wireless communication infrastructure for public safety networks 

Public safety networks are defined differently, for example, from an 
organizational systems perspective, where a public safety network is an information 
technology (IT) enabled collaborative, inter-organizational system, whereas from 
a communication networks perspective, it is a defined as wireless network that is 
used for emergency services. In the wake of a disaster, the interaction between fire 
brigade, police station, hospitals, army, land and air transportation systems is 
extremely vital. Public safety networks create a linkage between these organizations 
and a national command center to timely share critical information and 
communicate with each other during the disaster as illustrated in Figure 3.1.  

Land Mobile Radio System (LMRS) is a legacy technology which has been used 
for decades in PSN. In Europe and Asia, a LMRS-based Terrestrial Trunked Radio 
(TETRA) system is standardized for PSN by the European Telecommunications 
Standards Institute (ETSI). In United States and North America, its counterpart is 
called APCO-25 (Project 25 or P-25). However these two systems are completely 
independent and operate on different frequency bands.  

For TETRA, European public safety and security forces use 10 MHz of radio 
frequency bands between 380–385 MHz and 390–395 MHz [ASC 07]. Concerning 
the communication modes of TETRA, it contains direct push-to-talk (PPT) with 
groups, centralized controlled call (which is mainly for priority and queuing), direct 
mode, portable to portable (DMO), relay mode (i.e. one portable can use another 
mobile device to link to the central radio). Typical architecture and interconnections 
of TETRA are shown in Figure 3.3. 

On the other hand, APCO-25 compliant systems are gradually adopted with 
operating frequencies of 700, 800 and 900 MHz. Generally, APCO-25 compliant 
technology is deployed in three different phases [DVS 04]. P25-compliant systems 
also provide an open RF interface to connect different vendors systems. In  
the second phase, two voice traffic channels are utilized to improve spectrum 
utilization, whereas, in the third phase, emergency and safety mobile focus on 
collaboration with ETSI. This last phase also aims at facilitating effective, efficient,  
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and advanced specifications that will address the public safety broadband 
communication [MES 16]. 

 

Figure 3.3. Terrestrial trucked radio systems architecture (Source: 
http://www.wwsinternational.com.au/Tetra_2011/index.htm) 

Some of the key advantages of TETRA or APCO-25 are that while operating at a 
much lower frequency it can cover higher geographical areas with a relatively 
smaller number of transmitters/relay or base-stations. TETRA uses time division 
multiple access (TDMA) with four channels mounted on a carrier with an inter-
spacing of 25 KHz. The digital data transmission (at very low rate) is included in the 
standard, though it is one of the main bottlenecks for higher data transfer. 
Concerning the security, TETRA supports registration and identification, 
authentication and encryption which enable it as secure platform. Finally, the rapid 
deployment of the TETRA networks is widely available is existing PSN for 
emergency relief. 

Whilst TETRA has been used for decades, there is a serious limitation especially 
for transfer high data rates, images and videos. In 2013, MOTOROLA conducted a 
study [MOT 13] which showed that 90% of the first responders believed that  
text messages, images and videos are extremely important for effective PSN.  
To overcome limitations, a hybrid approach could be considered as a viable option 
in which TETRA is used only for critical signaling where large data  
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synchronization and transfer is achieved through broadband networks. The study 
also showed that about 60% of the government agencies believe that their current 
PSN is vulnerable to security threats and therefore there is a higher concern for 
device proliferations. 

The third generation partnership program (3GPP) is a worldwide collaboration 
between telecommunication companies for the unified development of cellular 
networks. The Long Term Evolution (LTE) or 4G standard is primarily targeted for 
high-speed data connections in mobile phones. This technology is already 
implemented in several countries and is showing remarkable results [BHA 12]. The 
main features of this system include an increase in the capacity and coverage, to 
manage high peak data rates and provide low latency, to reduce operating costs, 
multi-antenna support, flexible bandwidth operations and seamless integration with 
existing systems. To meet these challenges, LTE selected an orthogonal frequency 
division multiple access (OFDMA) scheme which provides low risk against inter-
symbol interference and frequency selective fading [YAA 14]. Concerning the LTE 
uplink, a single carrier frequency division multiple access (SCFDMA) scheme is 
used. The main advantage of SCFDMA over OFDMA is that it has lower peak-to-
average power ratio (PAPR) and is comparable both in terms of throughput 
performance system complexity [MYU 08]. 

LTE technology is emerging as a strong candidate for PSN [MOT 10], especially 
to complement the existing infrastructure. The National Public Safety 
Telecommunications Council (NPSTC) in the USA decided that LTE will be the 
public safety network platform for the national network. In this regard, the spectrum 
in the 700 MHz band is reserved for an LTE-based PSN. The TETRA, Critical 
Communications Association (TCCA) and the European Telecommunication 
Standards Institute (ETSI) also selected LTE for next generation broadband PSN 
[SHA 13]. The adoption of LTE for public safety has preceded standardization 
efforts, and some companies started making unified devices for public safety teams, 
integrating TETRA for voice and traditional public safety services, while using LTE 
for video transmission [MOT 10, MOT 11]. However, standardization activities of 
LTE Release 12 are continuing with executive summaries being recently released 
[GAM 15], where the requirements for public safety are incorporated in the 
standard. Overall, Release 12 provides LTE enhancements that can be classified in 
four categories; LTE small cell and heterogeneous networks, LTE multi-antennas 
(e.g. MIMO and beam forming), LTE proximity services and LTE procedures for 
supporting diverse traffic types.  

In an emergency, a major concern is a scenario in which both commercial and 
dedicated terrestrial networks could fail to provide the necessary support and thus limit 
the existing PSN. Both LTE- and TETRA/P25-based PSN systems are vulnerable to 
providing reliable QoS in disaster and emergency situations. There is always a 
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potential risk that the infrastructure could be completely damaged (due to the disaster 
itself) or over-saturated due to a sudden surge of network traffic. As LTE is expected 
to become the main wireless technology for broadband communication, a lot of studies 
have been devoted to assess its compliance for PSN purposes and to find suitable 
architectural solutions able to meet mission-critical requirements. This approach is 
surely worthwhile, but it is based on the assumption that infrastructure-based terrestrial 
systems are reliable. To overcome such limitations, hybrid network architectures based 
on the integration of satellite and LTE networks for both infrastructure-based and 
infrastructure-less scenarios could be considered [CAS 15]. This alternate provides 
field operators and people in distress with transparent accessibility, coverage guarantee 
and broadband performance when terrestrial infrastructures are lacking, and to expand 
their coverage, capacity and resilience. 

While efforts are continuing to improve and enhance the existing PSN systems, 
there is very less attention devoted to the health and physiology monitoring of the 
first responders during a critical emergency and evacuation. Wearable wireless 
sensor networks (that we propose in this chapter) will help in not only monitoring 
health statuses but can serve as an add-on to the existing PSN. Ad hoc networks can 
be established on the fly to assist in communicating and transferring critical 
information between rescue members and the command center. In the next section 
we will explore wearable wireless sensor networks and will try to understand how 
these can help in improving the existing PSN. 

3.4. Wearable wireless networks for public safety networks 

During a disaster response scenario, field and rescue teams can face various 
uncertainties and hazards, as they have no a priori knowledge of the people or assets 
to be rescued, limited or zero visibility, absence or unavailability of telecom 
infrastructure, very high ambient temperature, emanation of toxic gases, and so on. 
In such disaster and emergency situations, decision makers and corresponding 
authorities are required to gather accurate and real-time information from the on-
field teams in order to accurately anticipate and manage rescue operations. Efficient 
coordination, remote monitoring of the rescue members health status and 
communication between the teams and with the command centers are thus one major 
objective discussed in this section.  

3.4.1. WBANs for rescue and emergency management 

With the recent advances in electronics and the development of short range and 
ultra-low power radio technologies, for example ZigBee, Bluetooth Low Energy 
(BLE), Ultra Wideband (UWB), and so on, Wireless Body Area Networks 
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(WBANs) have recently emerged as a key enabling technology for many 
applications. A WBAN consists of multiple miniaturized, smart and self-powered 
sensor devices that can be attached, or even implanted into, humans to monitor their 
physiological parameters (e.g. temperature, blood pressure, heart pulse rate, etc.), 
body motion (e.g. posture, orientation, location, etc.) as well as their surrounding 
environment (e.g. toxic gases, humidity, heat, etc.). All the monitored parameters are 
then transmitted wirelessly, using short-range on-body or intra-WBAN 
communications, from the on/in-body sensors to the WBAN’s coordinator for 
further data processing and analysis as illustrated in Figure 3.4.  

 

Figure 3.4. On-off body and body-to-body communications 

In this context, it is envisioned that WBAN technology will enable humans to 
respond to these unexpected events in a timely and efficient manner in order to 
reduce injuries, deaths and asset or economic losses [CHE 13, WIL 07, PIO 10]. As 
shown in Figure 3.5, during a disaster response scenario, field personnel (i.e. first 
responders [PIO 10], emergency personnel [CHE 13], firefighters [WIL 07], etc.) 
can face various uncertainties and many risks.  
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Figure 3.5. WBANs for rescue and emergency 
management application use-case 

By fitting field personnel with wearable WBANs technology, decision makers 
and corresponding authorities (i.e. command center) will be able to gather accurate 
and real-time information from these field personnel in order to better anticipate and  
manage rescue and life-critical operations. The gathered information can be related 
to the field personnel’s health status (e.g. heart pulse rate, stress level,  
blood pressure, etc.), their location and movement inside harsh or damaged 
environments (e.g. absolute and/or relative location, body posture and orientation, 
etc.), the environmental conditions (e.g. heat, toxic gases, lightening, fire, smoke, 
etc.) and the status of their ongoing tasks (e.g. search, recovery, evacuation, 
assistance, etc.). The efficient coordination, remote monitoring, and communication 
with/between these teams and their command centers are thus one of the major 
objectives in PSN.  

Finally, it is also envisioned that WBANs will enable emergency personnel to 
better manage the safety and health of rescued patients, for example, by remotely 
connecting critical patients to the hospital emergency service as well as with any  
on-site doctors. This will enable for in-field patient triage and patient health 
monitoring before arriving to the hospital. 

3.4.2. Wearable PSN architecture and key enabling standards 

The WBAN coordinator is generally considered as a more resource-rich device 
that can wirelessly interconnect the WBAN sensors to external network 
infrastructures, using off-body or beyond-WBAN communications, such as static 
Wireless Sensor Networks (WSNs), WiFi Access Points or Broadband Cellular 
Networks (e.g. GSM, GPRS, 3G, LTE, etc.). In case of unavailable or out-of-range 
network infrastructures, the WBANs coordinators and/or WBANs sensors can 
exploit cooperative and multi-hop body-to-body or inter-WBANs communications 
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to extend the end-to-end network connectivity, thus forming a self-organizing and 
dynamic Wireless Body-to-Body Network (WBBN). Thus the resulting WBANs 
communication architecture is based on three main tiers as shown in Figure 3.4:  
(1) tier-1: which corresponds to the intra-WBANs communications between the  
on-body sensors and the WBAN coordinator; (2) tier-2:  which corresponds to the 
beyond-WBANs communications between the WBANs coordinators and the outside 
world using, for example, available cellular networks or network infrastructures  
(e.g. 3G, LTE, WiFi, WSNs, etc.); (3) tier-3: which corresponds to the inter-
WBANs communications between neighbor WBANs. 

The WBAN coordinator architecture is shown in Figure 3.6, along with a group 
of WBAN moving in a group mobility pattern and executing multi-hop using inter-
body communication. WBAN coordinator is a multiple standard device to realize the 
abovementioned WBAN architecture for existing PSN. This multi-standard device 
can be based on on-body communication standard (i.e. IEEE 802.15.6), short-range 
communication standard (i.e. IEEE 802.11 or IEEE 802.15.4) and cellular/terrestrial 
or satellite based standards [ALA 15]. A dynamic mobility (i.e. motion, orientation 
and rotation) could be expected during the rescue mission due to uncertain hazards, 
therefore a suitable controller is required to switch between multiple standards based 
on the demand of the specific functionality which can be served through a unique 
standard. Subsequently, a cognitive network layer manages the dynamic routing 
protocols which keep up-to-date routing paths for reliable network connectivity. 

 

Figure 3.6. WBAN coordinator architecture and group mobility  
in inter-body communication. For a color version of this  

figure, see www.iste.co.uk/camara/wireless.zip 
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The envisaged public safety networks architecture using W-WSNs is presented 
in Figure 3.7. The networking architecture includes a comprehensive set of 
infrastructure. It includes WBAN at the very low level (i.e. disaster area), which 
interacts to multiple existing technologies such as TETRA/APCO-25/LTE/5G, 
satellite, WiFi and tactical networks to communicate the information to the nearest 
command center. This command center is connected to the regional infrastructure 
and subsequently the information communicated until national infrastructure 
networks.  

 

Figure 3.7. Interconnected proposed public safety networking architecture.  
For a color version of this figure, see www.iste.co.uk/camara/wireless.zip 

The combinations of hybrid technologies can be selected as an appropriate tailor-
made system for rescue operations. Particularly, the proposed architecture defines 
the following hierarchical networking components: 

– wearable body area network (WBAN): wearable radio system, responsible for: 
body-and-body surroundings monitoring, wireless data sharing between near or 
connected BANs;  

Downloaded from http://iranpaper.ir



76     Wireless Public Safety Networks 2 

– wireless infrastructure network (WIN): it is responsible for obtaining 
information through existing cellular and broadband networks to deliver high data 
rate, speed and bandwidth support;  

– deployable tactical relays (DTR): mobile tactical deployable networks by 
vehicles. It allows connecting WBANs to distant infrastructure networks or satellite; 

– regional networking infrastructure (RNI): regional network backbone. This 
network could be particularly dedicated to public safety operations; 

– national networking infrastructure (NNI): national network backbone. 

By presenting different networking levels with reference to Figure 3.7, the 
interconnection from the wearable wireless networks to the infrastructure-based 
networks interact through various networking technologies such as Wearable 
Networks (i.e. 802.15.6, 802.15.4j, ZigBee 802.15.4, Bluetooth 802.15.1) and 
infrastructure-based networks (i.e. TETRA/APCO-25, LTE/4G, SatCom, WiFi, etc.). 

Concerning the various standards for W-WSN, currently there are many 
standards which can be used for various applications and their detailed study can be 
found in [ALA 14]. A comparison based on several metrics is presented in  
Table 3.1. The following main differences can be highlighted between W-WSN and 
existing PANs, WSNs and WLANs related standards: 

– the power consumption of existing standards is too high in comparison to the 
specific requirements of W-WSN applications. As shown in Table 3.1, power levels 
are in the range of 800 mW for Wifi, 100 mW for Bluetooth, 50 mW for ZigBee, 
whereas W-WSN require lower power levels of around 0.1–1 mW to increase the 
battery and network lifetime especially for on-body communication; 

– existing communication standards were not optimized for body-centric 
communications, in particular regarding W-WSN inherent intra- and inter-mobility 
patterns and the RF propagation around, or inside, the body; 

– the communication stacks of several W-WSN used standards do not meet the 
specific requirements of applications in terms of reliability, low power consumption, 
high data rates and robustness against external interferences. 

To conclude, as most of abovementioned communication standards were 
designed with other applications in mind and not specifically W-WSN. Therefore, 
they do not always meet the specific requirements and constraints of W-WSN 
applications [ALA 14]. For example, there are major limitations in terms of peak-
power consumption, achieved data rates, communication range, generated RF 
interferences and efficient on-body and body-to-body communications.  
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 IEEE 802.11 
a/b/g/n  
(Wi-Fi)  

IEEE 
802.15.1 

(Bluetooth) 

IEEE 
802.15.1 

(Bluetooth-
LE)  

IEEE 
802.15.4 
(Zigbee) 

IEEE 
802.15.4a 
(UWB)  

IEEE 
802.15.4j 
(MBAN)  

IEEE 802.15.6 
(WBANs 
standard)  

Modes of 
Operation 

Ad hoc, 
Infrastructure Ad hoc Ad hoc Ad hoc Ad hoc Ad hoc Ad hoc 

Physical (PHY) 
Layers1 NB NB NB NB UWB NB NB, UWB, 

HBC 

Radio 
Frequencies 
(MHz) 

2400, 5000 2400 2400 868 / 915, 
2400 

75-724, 
3000-5000, 
6000-10000

2360-
2490/2390-

2400 

402-405, 420-
450, 863-870, 
902-928, 950-

956, 2360-
2400, 2400-

2438.5 

Power 
Consumption 

High  
(≈ 800 mW) 

Medium  
(≈ 100 mW)

low  
(≈ 10 mW)

Low  
(≈ 60 mW)

Low 
 (< 50 mW)

Low  
(≈ 50 mW)

Ultra low  
(≈ 1m W at 1m 

distance) 
Maximal Signal 
Rate 

Up to 150 
Mb/s 

Up to 3 
Mb/s 

Up to 1 
Mb/s 

Up to 250 
Kb/s 

Up to 27.24 
Mb/s 

Up to 250 
Kb/s 

10Kb/s to 
10Mb/s 

Communication 
Range 

Up to  250m 
(802.11n) 

100 m (class 
1 device) > 100 m Up to 75 

m Up to 30 m Up to 75 m Up to 10 m  
(nominal ~2 m) 

Networking 
Topology 

Infrastructure 
based 

Ad-hoc very 
small 

networks 

Ad-hoc 
very small 
networks 

Ad-hoc, 
Peer-to-

Peer, Star, 
Mesh 

Ad-hoc, 
Peer-to-

Peer, Star, 
Mesh 

Ad-hoc, 
Peer-to-

Peer, Star 

Intra-WBAN: 
1/2-hop star. 

Inter-WBANs: 
non-

standardized 

Topology size 
2007 devices 
for structured 

WiFi BSS 

Up to 8 
devices per 

Piconet 

Up to 8 
devices per 

Piconet 

Up to 
65536 
devices 

per 
network 

Up to 
65536 

devices per 
network 

Up to 
65536 

devices per 
network 

Up to 256 
devices per 

body, and up 
to 10 WBANs 

in 6 m³ 

Target 
Applications 

Data 
Networks Voice Links

Healthcare, 
fitness, 

beacons, 
security, 

etc. 

Sensor 
networks, 

home 
automatio

n, etc. 

Short range 
and high 

data rates, 
localization, 

etc. 

Short range 
Medical 

Body Area 
Networks 

Body Centric 
application 

Target BAN 
Architectures Off-Body On-Body On-Body 

Body-to-
Body, 

Off-Body

Body-to-
Body On-Body On-Body 

1 NB: Narrowband, UWB: Ultra wideband, HBC: Human Body Communication 

Table 3.1. Comparisons of the key enabling standards  
for Wearable Wireless Sensors Networks 

On the other hand, existing communication and radio technologies and standards 
are currently still used for the design of short-term and ready-to-use W-WSN 
solutions [ALG 13]. This is mainly due to the current unavailability of commercial 
and off-the-shelf IEEE 802.15.6-compliant devices. However, it is necessary to 
highlight that different standards can still be used and combined to design an end-to-
end complete W-WSN architecture. For example, for on-body communications, 
Bluetooth low energy, IEEE 802.15.4j and IEEE 802.15.6 can be used. However, 
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IEEE 802.15.6 seems to be more suited, adapted and optimized. For the context of 
body-to-body, we might use IEEE 802.15.4, IEEE 802.15.1 or IEEE 802.11 in  
ad hoc mode as they are much better in terms of network connectivity due to their 
higher transmit power. Finally, for the off-body communication, the infrastructure 
and cellular networks such as 3G/4G/LTE, Wi-Fi and satellite has to be used. 

3.4.3. Networking protocols for public safety and tactical networks 

The potential of routing protocols in public safety and tactical networks face 
various operational requirements, in particular due to the fact that the topology may 
vary rapidly and unpredictably where everyone is mobile and has to be connected. In 
addition, the network routing decisions are distributed and decentralized. Thus, 
many factors interfere with the routing decisions especially link quality, propagation 
path loss, fading, topological changes, and so on [MIL 05].  Below we will briefly 
review various routing techniques for the proposed architecture shown in Figure 3.7. 

3.4.3.1. WBAN routing protocols 

Recent studies [BAN 14, MOV 13] have detailed the on-body routing protocols. 
The main challenges include postural body movements, the limitations of resources 
(bandwidth, memory, battery), efficient transmission range, interference and 
temperature rise. These studies classified intra-WBANs routing communication into 
four main categories which are briefly explained as follow and comparatively. 

3.4.3.1.1. Temperature-based routing protocols 

Temperature-based routing protocols are based on the generated radiation caused 
by the on-body sensors and which may increase the body temperature and increase 
the blood flow [MOV 13]. Following routings strategies are highlighted: 

– thermal-aware routing algorithm (TARA): nodes that tend to be overheated are 
declared as hotspots and the network traffic is routed through other nodes until 
temperature of these hotspots decrease; 

– least temperature routing (LTR): allows the traffic to route through the node 
that has the lowest temperature which impacted on the optimization of the routes; 

– adaptive least temperature routing (ALTR): is an optimization of LTR in term 
of route decisions based on number of hops; 

– least total route temperature (LTRT): in addition to what LTR offers, LTRT 
uses the shortest path graph theory to optimize bandwidth; 

– hotspot preventing routing (HPR): the temperature depends on the number of 
transmissions. HPR is a biomedical sensor that routes packets from sender to the 
destination through the shortest path with hotspots avoidance. 

Downloaded from http://iranpaper.ir



Wearable Wireless Sensor Networks for Emergency Response in Public Safety Networks     79 

3.4.3.1.2. Cross-layer routing 

Cross-layered routing approaches merge layers from the protocol stack in order 
to enhance the overall systems performance. Specific parameters which can interact 
between the layers can be selected. These approaches are mostly employed in WSN, 
however, it can be useful in WBAN context as well. Few cross-layer routing: 

– wireless autonomous spanning tree protocol (WASP): uses a spanning tree 
algorithm to coordinate routing and medium access in Time Division Multiple 
Access (TDMA) mode [BRA 06]; 

– controlling access with distributed slot assignment protocol (CICADA): is a 
low-energy TDMA-based protocol. CICADA set up a spanning tree as well as 
WASP and synchronized slots are distributed between nodes [BRA 08]; 

– time zone coordinated sleeping mechanism (TICOSS): [BAG 07] proposed a 
cross-layer message interface design scheme through which information status is 
shared between MAC and Network layer. 

3.4.3.1.3. Cost-effective routing protocol 

These are optimized routing approaches that aim to use the updated information 
about the power levels of each node and accordingly select the routing paths: 

– opportunistic routing: the idea of this routing technique is in the used model 
where the sink node and a relay are placed in a way to increase the communication 
probability. More details can be found [MOV 13]; 

– prediction-based secure and reliable routing (PSR): [LIA 12] proposed a 
framework based on a matrix links quality which is maintained by all nodes; 

– energy efficient thermal and power aware (ETPA): the proposed cost function 
is calculated based on nodes temperature, energy level and received power from first 
hop neighbors. [MOV 12]. 

3.4.3.1.4. Cluster-based routing protocols 

This approach consists of dividing the entire nodes into groups called clusters 
led by a selected node for each cluster called Cluster Head (CH). A CH selection 
technique depends on the specific protocols. Each CH is responsible for forwarding 
data to a base station or an adjacent cluster and the routing decisions differs 
depending on energy or path length. The following two examples exist in the 
literature for cluster-based WBAN specific routing: 

– hybrid indirect transmission (HIT): [CUL 04] proposed this technique which 
selects clusters heads from clusters and each cluster head is in charge of in and out 
cluster communications; 
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– anybody: implements LEACH protocol and targeted specifically for WBAN 
with density-based cluster head selection method [WAT 07]. 

Protocol Class Objective Performance Metrics 

Energy Efficiency PDR Delay 

Temperature-based 
[MOV 13] 

To use body 
generated radiation 

High-to- Very High Very Low Very High 

Cross-layer-based 

[BRA 06, BRA 08, 
BAG 07] 

To enhance the 
system performance 

by interacting 
between the layers 

Medium-to Low High Medium to Low 

Cost-effective-based 
[LIA 12, MOV 12] 

To achieve efficiency 
in terms of energy 

consumption  

High-to-Low High High 

Clustered-based 
[CUL 04, WAT 07] 

To use clusters to 
optimize path 

lengths, delay and 
energy efficiency 

Medium-to Low High Low 

Table 3.2. WBAN routing protocols comparison 

3.4.3.2. BBN routing protocols 

In higher layers, routing in PSN has to handle frequent node disconnections and 
reconnections, which will influence the capabilities required for the routing 
protocols. This should be ensured without causing excessive traffic overhead or 
computational burden on the power constrained devices. To meet the  requirements 
detailed in [IEE 12], and referring to the effective networking model presented in 
[ALA 14], a variety of ad hoc networks are compared in [REI 14]. Mobile Ad hoc 
Networks (MANETs) are the classical approach regarding the implementation of 
public safety networks, broadcasting communications with multi-hop 
communications based on reactive and proactive routing protocols and consequently 
covers the body-to-body (BBN) routing aspects. A recent study on the evaluation of 
MANETs in emergency and rescue scenarios is investigated in [QUI 13]. The 
assessment of MANETs routing protocols refer to the proactive, reactive, hybrid and 
hierarchical routing protocols classes. Further on, we will discuss whether this class 
of the routing protocol is appropriate to the PSN applications context or not.  
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Proactive routing protocols, such as Optimized Link State Routing protocol 
(OLSR) and Destination Sequenced Distance Vector (DSDV), continuously 
exchange information to keep up-to-date routes of all network nodes, and is 
important in the case of victims’ evacuation or rescue missions. However, this may 
negatively affect the bandwidth utilization and significantly decrease the batteries 
lifetime especially in small devices. On the other hand, reactive routing protocols 
such as Ad hoc On-demand Distance Vector (AODV) and Dynamic Source Routing 
(DSR) are characterized by their two mechanism components: route discovery and 
route maintenance. The route discovery process of the latest version of AODV (i.e. 
version 2), called also DYMO, is illustrated in Figure 3.8. The latency to initiate the 
communication and the delay to detect network changes excludes, reactive routing 
protocols from tactical and rescue context. Moreover, these flat routing protocols are 
not appropriate to critical and rescue context. There are also hybrid routing protocols 
which combine two or more proactive and reactive routing protocols. Clustering or 
hierarchical routing protocols is another class which divide the network into zones 
or clusters, and then dedicate some important tasks of the network to a special node 
(called Cluster Head) to reduce local calculations and overhead for the classic nodes. 
The last two categories are instantiated from the reactive and proactive approaches 
in order to reduce the power consumption and increase network performance, with 
consideration to the high mobility of the nodes. Cluster Based Routing Protocol 
(CBRP) is a considerable hierarchical routing protocols. 

 

Figure 3.8. Route Discovery Process (AODV-v2) 
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For public safety networks, an ad hoc cognitive radio (CR) based spectrum-
aware routing protocol is proposed in [BOU 12]. This routing protocol comes up 
with the use of the white spaces spectrum resources in TVWS (Television White 
Space). It presents a specific adoption of AODV routing protocol due to the 
unpredictable availability of the TVWS which requires a hop-by-hop routing. The 
contribution lies in the fact that during the route request (RREQ), the proposed 
routing protocol includes the TVWS availability of nodes. Each RREQ will inform 
about the source nodes and TVWS availability. It evaluates the performance in a 
specific scenario, and validates the adoption of AODV under the controlled 
simulation conditions in [BOU 12].  

Delay Tolerant Network (DTN) is a network based on nodes encountering where 
a node waits until it encounters another node to deliver the packets. Characterized by 
its latency, DTN is suitable for low density networks [REI 14], but not in critical  
and rescue missions. All forwarding mechanisms of DTN are based on opportunistic 
communications where routes are built dynamically through any encountered  
nodes (e.g. Epidemic forwarding, PRoPHET forwarding, MaxPropand TTR)  
[MAR 13].  

In the “statement of requirements” of the PSC, as detailed in the SAFECOM, 
various operating conditions and challenges are highlighted which are exploited by 
the authors in [BOH 09], to propose a QoS enhancement for ad hoc routing in the 
rural PSN. QoS-Aware source routing (QASR) protocol is based on dynamic source 
routing (DSR) because of the integration of the entire path in the packet. The 
integration of the bandwidth and delay estimation algorithms is realized in the route 
discovery process. QASR then selects a path for the route reply (RRep) from the 
available discovered paths. QASR estimates the available bandwidth and delay from 
the information collected from all nodes. Moreover, since the GPS location 
systems are quite possibly implemented in the most mobile nodes (in used public 
safety operations), the distance between a node and its neighbors is known. Thus, 
the received message will be rebroadcasted if the calculated distance (between the 
given node and its neighbors) is higher than the interference range, otherwise the 
message will be dropped. In case of an unknown node position, there will be a  
random generated number compared with the threshold to decide whether  
the message will be rebroadcasted or not. Subsequently, three parameters will define 
the route selection: estimated available bandwidth, estimated delay and the node 
speed. The comparative analysis on abovementioned protocols is highlighted in 
Table 3.3. 
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Parameter/ 
Metrics 

Routing Protocols 

AODV OLSR QASR CBRP 

Routing class Reactive 
Routing Proactive Routing Dynamic Source 

Routing Hierarchical Routing 

Route 
discovering On-demand  

initiated with 
network 
initialization  

initiated with 
network 
initialization 

Intra-cluster: initiated 
with network 
initialization 
Inter-cluster: On-
demand 

Control 
message 

RREQ, 
RREP, RERR Hello, TC Hello, TC Hello, RREQ, RREP, 

RERR 

Link support Symmetric 

With MPR: 
Symmetric 
With others: 
Symmetric or 
Asymmetric 

Symmetric or 
Asymmetric 

Symmetric or 
Asymmetric 

Central 
administration No No No Cluster head 

Require 
sequence 
number 

Yes May be used but 
not mandatory Yes Yes 

Performance 
criteria Shortest path Cost 

Bandwidth, 
Delay and 
Speed 

Shortest path 

Table 3.3. Considered protocols for BBN and comparison 

Energy Aware Routing in Heterogeneous Multi-Hop Public Safety Wireless 
Networks is a recently proposed routing protocol that considers a compromise 
between the energy consumption and the routing delay as the routes selection 
criteria. Authors of the proposed routing protocol present a strategy for route path 
selection optimization [FED 14]. This optimization includes the selection of the  
minimum energy link cost route path and the maximum network lifetime. An 
Energy Aware Routing technique based on an on-demand routing protocol in this 
protocol includes the energy related metrics (i.e. remaining battery level, energy cost 
per bit, etc.). Indeed, a destination node that receives multiple route requests from 
the same source node selects the best route based on the optimization strategy for 
route path and unicasts the route reply through that best route. A hop-limit is 
considered for the route request to avoid discovery packets flooding. This hop-limit 
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depends on the network size and density. The proposed Energy Aware Routing 
technique also allows the destination of the route request packet to explore the 
various networks technologies encountered by the route request while being 
broadcasted. Such collected information on the network gives the nodes an overall 
view to be considered while the routes computation process and the route reply 
message unicast. 

In future the routing protocols are required to consider latency, reliability, 
mobility, thermal-effects and energy consumption as collective metrics. In this 
context, recently an interesting study was conducted in which various classes of 
routing approaches (including ad hoc MANET, geographical based routing and data 
centric based routing) were compared [ARB 15a]. In addition, various wireless 
technologies including IEEE 802.15.4 WSN, IEEE 802.11 WiFi, IEEE 802.15.6 
WBAN are utilized and compared for analysis of the multiple performance metrics. 
Similarly, in [ARB 15b], authors investigated the data dissemination problem in the 
BBN context and compared clustered-based techniques versus fully distributed 
techniques. To summarize, the emerging challenges in heterogeneous networks lead 
to the need for a cross-layer networking solution which will be in charge of selecting 
an appropriate communication technology in PSN. 

3.5. Key requirements and open challenges 

Public safety is one of the major concerns for governments, scientists, industries 
and, in general, for the public worldwide. There are various types of public safety 
programs (as discussed earlier) depending on the crisis type, population threats, 
environment locations and conditions, transportation and emergency equipment 
(ambulances, helicopters, rescuers equipment, etc.). All these crisis types demand 
for robust, strong backup capabilities and reliable PSC systems which can perform 
well during any disaster. As the cost of electronic manufacturing is becoming lower, 
consequently, the opportunity to use shared infrastructure between public safety 
organizations and other users can help to further reduce the cost of PSC.  

However, the existing PSC systems lack in terms of modern networks 
capabilities and commercial devices, but more importantly, are fragmented across 
number of Federal, State and local jurisdictions. This fragmentation causes a major 
risk during emergencies like 9/11 or Hurricane Katrina, where various law 
enforcement agencies were not able to communicate with each other [TWH 11]. 
Therefore, there has been a major concern about the possibility of failures due to 
lack of interoperability, privacy and security and failures due to a shortage of public 
safety spectrum [TWH 11]. In what follows, we will present the challenges faced by 
PSN. 
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3.5.1. Interoperability and coexistence 

Interoperability means that multiple organizations or technologies are able to 
communicate and share information (voice, data, images and video) in a real-time. 
At the organizational level, standards and procedures must establish the hierarchy of 
interaction and cooperation between firefighters, police, the army, the navy, civil 
authorities and so on. In addition, these procedures have to present methods of 
intervention so that the instructions which normally flow from command centers to 
operational rescuers on the field can be effectively realized. Therefore it is important 
to identify the responsibilities and the roles of every one, so that in the crisis 
situations, the procedures and actions are ready to be triggered. 

In the SAFECOM project, there are different levels of interoperability which is 
refered to as the “interoperability continuum” and which defines steps to achieve a 
complete interoperable system. The first sub-level is governance, which establishes 
coordination’s practices between different agencies and involved institutions. The 
second sub-level presents joint operating procedures to be engaged. The third sub-
level is the technical level in which training, exercises and joint operational 
preparation could be practiced many times to improve the operational skills of 
rescue and emergency teams. 

The organizational levels of interoperability depend on the technical level since 
it is the only effective mean of implementation of all the organizational procedures. 
Since there are a number of networks and technologies being used such as point-to-
point (LMR), broadcast (P25), broadband (LTE), ad hoc (Wi-Fi), Wearable 
networks and so on, and although these networks are still needed for the extensive 
PSN, they are not designed to easily support interoperability. Consequently, as a last 
resort, to enable interoperability between agencies and on-site public safety 
personnel, communication equipment is exchanged so that  a fireman can exchange 
a radio with a policeman, or a policeman can  exchange a radio with paramedic for 
cross-communication.  

In this context, most public safety agencies agree that the technology issues are 
easy to deal with and address. This can be reflected as well from the recent efforts 
from multiple organizations. For example, ETSI and Small Cell Forum organized 
the first remote Small Cell LTE “Plug fest” in April 2015. This event was supported 
by the European Commission. From all over the world, including Europe, Asia and 
North America, companies connected their equipment to the remote test 
infrastructure and tested their solutions from their own labs [ETS 15]. Furthermore, 
the interoperability of LTE, Rich Communication Suite (RCS) and Voice over LTE 
(VoLTE) were successfully tested during a recent interoperability event held at the 
China Mobile Research Institute in Beijing, China [GPP 15]. This means that in the 
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near future, all involved elements (personnel and equipment) in the PSN mission 
could communicate regardless of the communication technologies implemented. 

Concerning the WBAN integrated PSN heterogeneous architecture proposed in 
Figure 3.7, it is indeed important to monitor the physiological signals (e.g. vital 
signs) of the first responders as their health is most critical in disaster and 
emergency relief operations. In this regard, while integrating WBAN and BBN into 
existing PSN, coexistence with other technologies is extremely vital for reliability. 
WBAN are typically low-power devices and when they coexist with neighboring 
relatively high-power devices such as Bluetooth, WiFi, Cellular, they can 
consequently become vulnerable and the performance degrades significantly. To that 
end, co-channel interference mitigation (i.e. interference from the same technology) 
is also inevitable in BBN context. Very limited studies (such as [ALA 15]) are 
currently available to address these emerging problems. This aspect concerns the 
interoperability of intra-WBAN and inter-WBAN. The public safety context requires 
the support of new cooperative and collaborative coexistence mechanisms between 
WBAN coordinator, sensors and between closely located WBANs. Finally, the open 
challenges to interoperability are mainly due to limited funding, jurisdictional or 
chain-of-command conflicts in terms of equipment and procedures and the 
availability of the dedicated radio spectrum. 

3.5.2. Power consumption, throughput and efficient spectrum usage  

The public safety environment is attractive to many technologies where 
interoperability and availability are not the only challenges. The power requirements 
and data rates between the WBANs and the other technologies, that would be used 
in the future in public safety operations, need to be analyzed. Figure 3.9 shows 
power consumption versus achievable data rates between various wireless 
technologies. It can be seen that the WBANs (i.e. IEEE 802.15.6 standard) is the 
most energy efficient in comparison to other wireless technologies and could 
potentially be used for PSN monitoring the health status of first responder. However, 
the maximum achievable data rates using WBAN is limited to a few hundred Kbps 
which restricts it to the transmission of real-time video. The data rate plays a critical 
role in relaying the information (i.e. voice, data, images and video) during the 
emergency situation in a timely manner. For example, an emergency scenario 
monitoring a remote victim would require data rate to support real-time duplex 
voice/video communication. Similarly, real-time information is required during fires 
for firefighters, through the use of streaming video and mission critical voice/data. 
These examples of mission-critical scenarios need higher data rates and require 
broadband allocation of spectrum. Thus integration of heterogeneous networks (i.e. 
WBAN with broadband LTE networks) is the emerging problem still to address. 
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Figure 3.9. Power and data rate requirements of  

wireless technologies (source: [IEE 12]) 

In the United States, the major goal of the Federal Communications Commission 
(FCC) is to enable an operable and interoperable PSC system for the 700 MHz and 
800 MHz narrowband spectrum [FCC 15]. The lower 700 MHz range (698–746 
MHz) covers 52–59 channels while the upper 700 MHz range (746–806 MHz) 
covers 60-69 channels. The 3GPP standards have created four different band classes 
within 700 MHz band: band classes 12, 13, 14 and 17. Under this framework, 20 
MHz of dedicated spectrum is allocated to PSNs in the 700 MHz band. FCC is 
taking steps to resolve the lack of interoperability in 700 MHz band in a cost-
effective manner by taking full advantage of commercial technologies and 
infrastructure [FCC 15]. 

Concerning the capacity to the PSN users, it is reported that the broadband 
spectrum at 700 MHz spectrum has suitable propagation characteristics for mobile 
wireless broadband services [FCC 15]. Public safety should look to utilize fixed 
wire line and fixed wireless systems for some applications that are better supported 
by broadband technologies. For example, for video surveillance, in addition to PSN 
spectrum allocations under 1 GHz, there is exclusive use of 50 MHz in the 4.9 GHz 
band on a flexible basis which is well-suited for fixed uses, such as video 
surveillance. 
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3.5.3. Security, privacy and data integrity 

Concerning the security aspect of PSN, historically the focus has remained on 
physical security threats and the encryption of transmissions to protect sensitive 
information [PSC 13]. However, in addition to physical security, network security is 
extremely important. It includes the protection of the hardware, software, and all the 
associated interfaces of the system. Some common security requirements include 
managing user accounts, controlling passwords and system access. Access control 
mechanisms provide authentication of users and their devices and limit access of 
network resources to only authorized entities [POR 08]. Furthermore, 
communications security ensures the confidentiality and integrity of transmitted 
information along with the  protection of encryption keys and codes of the software. 
Finally, the administrative security concerns the procedural controls to ensure the 
confidentiality, integrity, and availability of communications systems and should be 
protected from any service attacks such as radio jamming. 

Concerning the privacy and security of wearable devices, for example in 
healthcare, there is a major concern that data privacy is a critical bottleneck for 
mobile healthcare market growth [HIT 15]. In this regard, a detailed privacy 
framework for mobile technology in personal healthcare is presented in [AVA 12]. 
Authors identify the important privacy properties for healthcare systems and explore 
the trade-offs between protecting privacy and providing efficient, effective 
healthcare. Concerning the privacy policies at the government levels, for example,  
the US passed the Health Insurance Portability and Accountability Act (HIPAA) in 
1996 (Enhanced Version HIPAA 2010), intended to ensure portability and 
accountability across healthcare providers and insurers, and to identify important 
privacy rights and security policies.  

For various wearable applications, recently authors [PAN 15] have addressed the 
sensitivity of the information being handled using wearable devices. An 
authentication protocol is proposed with several levels of authentication for secure 
end-to-end authentication between wearable devices, mobile phone or a remote 
server. The proposed protocol is based on a digital signature scheme with a 
challenge-response mechanism to authenticate different entities in the system. In 
addition, [KAA 12] proposed a secure cryptographic system with novel key 
distribution and authentication mechanism. However, the proposed scheme is 
limited to implant devices, where wearable devices and smartphones are not 
considered.  

The use of multiple technologies in PSN and their interconnections has increased 
the security venerability which demands new strategies for systems security. The 
challenge now is how to maintain a balance between the interoperable systems and 
unified spectrum and at the same time build a venerable free public safety and 
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protection system. According to national broadband recommendations [BRO 16] the 
FCC should provide a roadmap which identifies the five most critical cyber-security 
threats to the communications infrastructure and its end users. The FCC should also 
create a voluntary cyber-security certification program that creates market incentives 
for communications service providers to upgrade their network cyber-security. 
Furthermore, additional voluntary incentives should be provided to improve 
education about cyber-security issues. The FCC and the Department of Homeland 
Security (DHS) needs to create a cyber-security information reporting system 
(CIRS) to enhance the “situational awareness” for coordinated response towards any 
cyber-attack in PSC system. In this aspect, the existing Disaster Information 
Reporting System (DIRS) can be utilized and updated. CIRS needs to be designed to 
disseminate information rapidly to participating providers. Finally, the FCC should 
act as a trusted facilitator to ensure any sharing is reciprocated and that the system is 
structured so that, at the same time, the service provides proprietary information 
remains confidential. 

3.6. Conclusion 

In this chapter, wearable wireless sensor networks based on public safety 
networks system are proposed. Wearable sensors can be used to effectively monitor 
the physiological status of the first responders, firefighters and so on, during rescue 
and critical operations in a disaster situation. The existing PSN system lacks this 
capability but which can be significantly enhanced in the future by using this 
technology. In this chapter, we first presented the existing PSN and its limitations to 
cope with emerging disaster scenarios. Wearable wireless sensor networks 
architecture including on-body, body-to-body and off-body are presented. Further 
various existing low power standards are compared for these architectures. Detailed 
network layer communications based on the state-of the art studies are highlighted 
with the main focus on reliable and effective on-body and body-to-body 
communication. Finally several open challenges including interoperability and 
coexistence, efficient spectrumutilization, energy efficiency and security threats 
were detailed. 
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