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5.1 INTRODUCTION

“Big Data” has become a buzzword and is one of the trending topics in
several fields such as information management, data analytics, market-
ing, and healthcare. Although there are several definitions of Big Data,
in general, the concept describes a new generation of technologies and
architectures that allow us to extract value from massive data volumes
and types by enabling high-velocity capture, discovery, and analysis of
distributed data. Big Data is also defined by the so-called four V’s:
volume and a new level of complexity of data and new distributed
approaches for managing the information; velocity of collecting, storing,
processing, and analyzing data; variety in relation with a large number
of different types of data (structured, unstructured, and semistructured);
and veracity or “data assurance” about data quality, integrity, and cred-
ibility [1�4]. The International Medical Informatics Association (IMIA)
working group on “Data Mining and Big Data Analytics” defined
Big Data as data whose scale, diversity, and complexity require new
architecture, techniques, algorithms, and analytics to manage it and
extract value and hidden knowledge from it [5]. However it is critical to
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consider that diverse aspects related to the Big Data concept and its
application can vary by domain, depending on what kinds of software
tools are available in each case and what size and types of datasets
are more common in a particular field; each type of Big Data requires
the use of some particular analysis methods and tools [6,7].

The impact of the new emerging scenarios related to the management
of Big Data is so significant that several institutions and governments set
up particular and strategic initiatives to support the development of tech-
nologies to manage the huge amount of information accessible in a more
efficient and productive manner. For instance, in 2012 the Obama
Administration announced the “Big Data Research and Development
Initiative” with the aim of advancing, developing, and using Big Data
technologies applied to several areas such as health, defense, energy, and
climate change [8]. Likewise, in 2014 the European Commission outlined
a similar strategy on Big Data in order to develop actions in various fields
such as health, food security, climate and energy, intelligent transport
systems, and smart cities [9]. In addition, specific initiatives such as the
Big Data Value Association (BDVA) has been created in order to boost
Big Data research through the establishment of a Public�Private
Partnership (PPP) to implement a strategic roadmap for research, techno-
logical development, and innovation in the Big Data Value and other
Information and Communication Technologies areas [10].

To understand better some facts related to Big Data, it is interesting
to mention that in the past decade, large genomics Big Datasets
have been created and the different “omics” methodologies such as
metabolomics, proteomics, transcriptomics, and epigenomics that have
been reached their maturity; for this reason the development of several
specific biomedical informatics tools to exploit and mine this type of
information can be applied in other domains that requires similar
analytic efforts [7,11,12]. On the other hand, the reuse of clinical
information for research and the integration of clinical, medical,
and public health electronic systems is becoming a reality. Through
the integration of the diverse sources of clinical information, which at
the current time often reside in silos and separate repositories, it is pos-
sible to analyze Big Data helping researchers to find relationships
among variables, not detectable in the past. Furthermore, new knowl-
edge about the effectiveness and side effects of treatments can be
generated reshaping biomedical research [13�17].
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In this context, in step with the explosive growth of online services
and platforms on the Internet, more and more organizations, profes-
sionals, and scientific institutions are seeing the need to make the most
of other sources of health information such as the Social Media (SM)
platforms through the use of Big Data tools and analytics. Although
SM used as a source of health information is generally of much lower
quality, the large amount of data collected through these environments
can offer new insights and data that is not present, for instance, in
Electronic Health Records (EHRs). SM can be a complementary chan-
nel of information to other official means for the health data collection
such as the epidemiological surveillance activities and control carried
out by health authorities. In recent years it is possible to find a lot of
examples that show many applications of the analysis of SM for health
purposes such as disease surveillance, health promotion, and public
health [18�22] or a parallel source to the official means of pharma-
covigilance, as a way to discover new drug side effects associations not
described before or new applications for old drugs [23�25]. Several
conditions and diseases can be monitored on SM platforms, identifying
patterns of behavior that give clues about the personality profile,
mental health, and the possibility of success in smoking cessation or
eating habits of their users [26].

5.1.1 Big Data Value Chain
The term “Big Data” can be sometimes confusing since the “size” of
data is not an objective measurement since, for example, the side of a
medical image in terms of data will continuously grow as the data grow.
The “big” in terms of describing the computing power needed to process
the data is neither a good objective measurement as the computing
power is also continuously evolving. Taking into account these issues,
sometimes it is best to forget the term of Big Data and focus more on
the different processes involved in Big Data (see Fig. 5.1): (1) to extract
value for large amounts of heterogeneous data and (2) to create value
from the data in order to create services and applications.

As was mentioned earlier, in Europe the BDVA has created a
framework where technology around Big Data is classified regarding its
position in the value chain. As seen in Fig. 5.2, there are four main areas
in the value chain: (1) Data acquisition, (2) Data analysis processing,
(3) Data storage curation, and (4) Data visualization and services.
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To extract value from data, the first step is to extract the data. That
can be done using sensors (e.g., FitBit, Glucometers) and also integra-
tion with EHRs or even free text from online forums and SM platforms.
The acquired data normally needs a process of analysis and processing,
for example, analysis of web forums from patients will need analysis
to extract semantic meaning. The analysis and processing allow us to
extract value from the data, but that value needs to be stored in a way
that facilitates reuse and ensures quality. Finally the value extracted
from the data needs to be used to create and enrich applications and
services often requiring new ways to visualize the data.

This chapter is structured as follows. In Section 5.2 we provide an
overview of the technical aspects related to the use of Big Data tech-
nologies in the health SM domain. Section 5.3 provides some use cases,
such as Healthmap. Finally we describe major challenges related to the
application of Big Data in SM and conclusions.
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Figure 5.1 Process for the creation of value from Big Data applications [27].
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5.2 BIG DATA METHODOLOGIES APPLIED TO SM

As described in Section 5.1 we can divide technical aspects into five
different areas: (1) Data Generation and Acquisition, (2) Data Analysis
and Processing, (3) Data Storage and Curation, (4) Data Visualization
Usage and Services, and (5) Security, Data Privacy, and Trust.

5.2.1 Data Generation and Acquisition
Data Generation and Acquisition is a challenging task due to the
enormous sources of data available in health SM [28]. Among others,
we can consider photos, videos, texts, and metadata about different
types of sources.

We need to distinguish between structured data, for example, any video
published in YouTube has standardized data regarding the video (also
called metadata). Similarly, Facebook has defined a structured data struc-
ture to share data regarding the social networks (e.g., friends, user profiles,
and favorites). Although there are open standards defining those data
sources such as OpenSocial [29], most of the SM platform use their own
corporate type of structure data sources. The sharing of the data structure
together with tools for integrations is crucial for many third-party applica-
tions integrated in social network platforms such as Facebook.

Unstructured data such as free text is very common source of data
and also a very challenging type since often it requires the use of
Natural Language Processing for analysis. An example of unstructured
data is the search queries entered by health consumers looking for
health information. That type of data has been used to study the
information-seeking behaviors of health consumers [30]. Textual com-
ments to YouTube videos have been also found to contain personal
health information [31]. There are more examples of textual unstruc-
tured data, as we will explain in detail in the two study cases below.

We need to consider also the processing of events from SM sources.
For example, the processing of published news about a potential health
outbreak can generate another type of data regarding a potential event.
In many type of applications it is necessary to process a data streams
(e.g., Twitter posts) in order to identify real-time events (e.g., emerging
topics). This type of analysis/processing has very unique requirements due
to the need of having real-time results. For example, Twitter has been
analysed to discover emerging opinions regarding tobacco products [32].
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Regarding data acquisition, we need to take into account also the use
of sensor data from devices such as step-counters and home sensors. These
sensor data sources are increasingly being integrated in SM applications.
For example, you can share results from Fitbit with your friends. The loca-
tion of your device acquired using the GPS sensor is commonly added to
any type of SM shared for the mobile phone. Although this type of sensor-
based data is not yet very common in the health domain, experts are con-
sidering this as one of the areas with more potential in the health domain
due to the incoming mass adoption of the Internet of the Things [33].

5.2.2 Data Analysis Processing
It is very common that the data extracted from SM needs to be
processed before it can be analyzed. For example, with natural text
there are several phases involved. The stop words (extremely common
words such as “the”) need to be removed since they do not provide
valuable information. Then the words needs to be “shortened” to their
root in a process defined as stemming. These word stems are used as
the source of data for many different types of analysis. For example,
word stems can be matched to particular medical ontologies to extract
semantic meaning. Semantic analysis has been used to identify medical
terms in YouTube videos [34], and also to identify the vocabulary used
by patients when searching health information [35].

Another type of analysis is sentiment analysis. In this case the SM
content is analyzed to extract cues about the sentiments expressed on
it. For example, information about vaccination can include words
such as “fear” and “anxiety,” which can infer a negative bias toward
vaccination [36]. Sentiment analysis has been used to detect the mood
of cancer patients in online networks aiming at providing a more
personalized feedback [37].

5.2.3 Data Storage and Curation
The data needs to be stored in a secure location for analysis and also
developing applications. Nowadays data tend to be stored in systems that
are connected to the Internet allowing the interoperability between differ-
ent cloud-based systems. Often the captured data can be incomplete but
it can be inferred from other sources. For example, marketing web forms
often do acquire the company of the responder by analyzing the email
address. This process is called “data augmentation” and it can be used
to acquire additional data in online health interventions [38]. Other pros-
processing of the data that can be seen as data curation include data
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validation (i.e., to identify errors in the data such inconsistencies),
data redundancy control (i.e., to avoid duplications in the data).

5.2.4 Data Visualization, Usage, and Services
To provide value to the end users, the data needs to be visualized. That is
not a simple task per se since it is unprecedented the visualization of com-
plex massive data sources. Consequently, Data Visualization has become
a major area of research within medical informatics [39]. In a recent publi-
cation Hesse et al. discussed how social data can be integrated with other
data sources for social science research in the health domain [40] (Fig. 5.3).

The visualization of health-related data can go one step further and
be transformed into Clinical Decision Support Systems aiming at help-
ing both patients and professionals making decisions. For example,
PatientsLikeme.com provides health recommendations to patients
based on their information and the information from thousands of
patients with similar health problems and treatments. That service,
which is described below in a study case, is also used by health
researchers to better understand the target population. One of the
most complete systems for visualization, simulation, and analytics in

Figure 5.3 Data Integration and Visualization in the PopSciGrid 2.0 [40].
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the health domain is the IBM Watson system, which integrates data
from many data providers, to offer complex analytics in multiple
sectors, including both the health domain [41] and SM [42].

5.2.5 HealthMap: Big Data for Public Health
HealthMap.org is an iconic project and pioneer in the area of Digital
Epidemiology [43]. The basic idea behind HealthMap.org is to monitor
the massive amount of online news (and SM) for public health surveil-
lance (e.g., health outbreaks, and medical device hazards). The system
HealthMap was created by Brownstein in 2007 [44], the same year
YouTube was created, and currently it has been expanded to monitor
millions of website daily in multiple languages. Fig. 5.4 describes the
main elements of the HealthMap system.

The system has been used in multiple settings for the early detection
of infectious diseases [46]. It was also used to monitor the H1N1
pandemic which originated in Mexico, Fig. 5.5 shows the alert on the
potential outbreak [47].
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Figure 5.4 HealthMap architecture [45].
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Recently the system is including new data sources using apps
designed for patients and citizens, so enriching the data acquired by the
web platform. An example is the website www.flunearyou.org that
allows user to search for the incidence of influenza in their vicinity after
entering detailed information of their symptoms. This approach allows
us the collection of detailed health information for the monitoring of
the influenza epidemics [48]. Fig. 5.6 shows the interface of the system.

Figure 5.5 H1N1 alert in the HealthMap system [47].

Figura 5.6 FluNearYou App [48].
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5.3 CHALLENGES OF BIG DATA APPLIED TO SM

To fully take advantage of Big Data applied to SM and health, all the
stakeholders involved in the management of data and decision-making,
such as health professionals and organizations on the one hand, and
patients and general public on the other hand, should collaborate in order
to find the best way to make the most of the analysis of the data generated
in SM platforms. In general, there are several issues related to Big Data
that must be addressed when working out such technologies, in particular
technical aspects and ethical considerations that are described below.

5.3.1 Technical Aspects
From the technical point of view, there are several and critical
challenges related to Big Data that need to be improved or solved. On
the one hand, the information is often heterogeneous and collected in
a format that is not ready for analysis and requires specific previous
process in order to be manageable. On the other hand, aspects related
to the quality, completeness, and reliability of data as well as their
reproducibility in similar conditions should be tackled carefully in
order to better handle the data and the knowledge derived from it [17].
This point is particularly relevant, above all if the analysis of data is
used for decision-making and healthcare management, which is a
particularly sensitive issue because of both its nature and the conse-
quences of its potential misinterpretation or misuse. Besides, without
the appropriate information technologies infrastructures, requirements,
and analytic tools, the potential contributions of Big Data can be mis-
leading or even lost [7,49]. In addition, data integration and represen-
tation is an important challenge and the use of more sophisticated
visualization techniques and algorithms should be developed to facili-
tate organizations the interpretation and the practical application of
the information obtained. Technical aspects related to security in a Big
Data breaches can be big too. In that sense, it is necessary to develop
specific strategies to improve the effectiveness of security systems and
provide more advanced detection of fraud and illegal activities.

Another important aspect that should be managed is the use, appli-
cation, and development of standards, vocabularies and ontologies, spe-
cifically designed for representing and integrating data across multiple
sources, being a key component when dealing with Big Data [50]. In
addition, all these changes also make it necessary to set up a training plan
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for a new generation of scientists with a strong background in statistics,
information technologies, and computer science and at the same time
with a good knowledge of medicine and biology [51].

5.3.2 Ethical and Legal Considerations When Using SM for
Health Purposes
Besides the technical aspects, there are some relevant issues when
exploiting health personal Big Data and managing the potential con-
flicts related to privacy and data protection in general and in particular
when managing personal health information that is considered a very
sensitive information. Aspects related to the identification of not only
the owners of the raw data but also the Big Data processes and out-
puts are a very important matter that should be faced up. In this sense,
for instance, specific regulations and policies to cleanly differentiate
public and private information should be established in order to
manage the potential risks issues related to Big Data, which should be
managed in an appropriate manner. Legal, ethical, and policy issues
constitute some very important aspects in the context of sharing
human-subjects’ protection related to Big Data research techniques.
Governments, health organizations, and institutions as well as patients
and general public have to agree upon the management of the use of
personal health data, setting up clear policies regarding ownership,
secondary use, and applications of this data [52]. The use of SM plat-
forms has introduced innovations in healthcare that generate several
dilemmas and unanswered legal and ethical questions. In the last few
years the nature of the relationship between patients and healthcare
professionals has changed with the use of SM as a means of communi-
cation and these tools are increasingly used among health students and
professionals, sharing health-related content information [53�55]. The
incorporation of SM services in the day-to-day healthcare activities
should be accompanied by setting up measures to guarantee a safe
utilization and thereby ensuring medical professionalism, ethical and
legal requirements, particularly on using open and massive online ser-
vices [56]. To regulate this new scenario, several guidelines and recom-
mendations of good practices has been drawn up in order to point out
the most important aspects that should be considered in the use of SM
for health purposes, considering the drawbacks and advantages in the
use of them [57�61], although there is not yet a general agreement
among health professionals on how some situations on these networks
should be managed [62,63].
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There is a consensus on the potential benefits and opportunities
that SM may provide when used for healthcare purposes, which were
unthinkable less than a decade ago. The eases of reaching a massive
audience in order to promote public health and patient education, to
facilitate better and quicker access to healthcare services and profes-
sionals, used as a means for patient engagement to promote the com-
munication between patients, relatives, and support groups or to
provide low-cost health services and the possibility to recruit partici-
pants for the development of clinical trials based on their specific pro-
files, are some of these benefits [64�66].

Likewise the use of SM has brought unsuspected drawbacks and
challenges related to the protection of personal data, particularly in the
case of personal sensitive data such as health information. Taking into
account that the public display of connections with other users and the
content generated is accessible by everyone connected to the Internet,
maintaining privacy, confidentiality, the right to be forgotten, and risks
related to misinformation are some of the main concerns when posting
and participating in these networks. Furthermore, in this scenario the
use of sophisticated and automatic tools for collecting and monitoring
personal data and behavior has become increasingly common and less
detectable. Furthermore, different studies suggest that unprofessional
uses of SM are not uncommon and diverse improper behaviors such as
posting sexually suggestive photos or criticism of others, diverse viola-
tions of patient privacy, are among the most common unprofessional
behaviors detected in these platforms [67�70].

To sum up, the use of SM services for health purposes and many tools
related to Big Data Analytics are in the process of being widely adopted
in healthcare organizations and it is frequent that the legal recommenda-
tions or ethical guidelines are behind the introduction of new technical
developments and solutions. For this reason, it is essential to promote a
wide reflection and that the authorities and governments establish, in col-
laboration with patients associations and professional institutions, specific
ethical, legal guidelines, and use policies to the benefit of the current and
future healthcare professional�patient relationship and general public.

5.4 CONCLUSIONS

The possibility of accessing and dealing with health data coming
from very different resources such as scientific publications, drug and
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toxicology databases, all the “omics” data currently available (geno-
mics, metabolomics, and proteomics), EHRs, and in particular, health
information that can be extracted from SM platforms and services, is
very challenging. By discovering hidden associations and patterns
within the data and transforming information into predictive
models [2], Big Data analytics has the potential to improve people’s
health by means of contributing to a more personalized medicine,
offering better health services and contributing in the reduction of
costs. All these changes can help to strengthen and improve the
patient-centered care after decades of disease-centered model of care,
paving the way for a customization of healthcare and precision medi-
cine [6]. Nonetheless, initiatives and projects related to Big Data are
still at an early stage, and for most of the health institutions and orga-
nizations, it is not clear enough what type of data and analysis are of
real relevance and value, and what the strategy should be to solve the
internal changes needed, with the aim to achieve the adaptations to
this new scenario and the continuous process that requires and at the
same time in a sustainable way. In conclusion, we are facing emerging
scenarios and challenges that offer unsuspected opportunities related to
the Big Data Analytics and its application to health care but a close
collaboration and interdisciplinary approach is required.
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