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Several studies have highlighted that the IEEE 802.15.4 standard presents a number of limitations such 

as low reliability, unbounded packet delays and no protection against interference/fading, that prevent 

its adoption in applications with stringent requirements in terms of reliability and latency. Recently, the 

IEEE has released the 802.15.4e amendment that introduces a number of enhancements/modifications to 

the MAC layer of the original standard in order to overcome such limitations. In this paper we provide 

a clear and structured overview of all the new 802.15.4e mechanisms. After a general introduction to 

the 802.15.4e standard, we describe the details of the main 802.15.4e MAC behavior modes, namely Time 

Slotted Channel Hopping (TSCH), Deterministic and Synchronous Multi-channel Extension (DSME) , and Low 

Latency Deterministic Network (LLDN). For each of them, we provide a detailed description and highlight 

the main features and possible application domains. Also, we survey the current literature and summarize 

open research issues. 
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. Introduction 

Wireless sensor and actuator networks (WSANs) will play a key

ole in the realization of the future Internet of Things (IoT) [1–

] since they represent the main way through which any com-

utational system can interact with the physical world [4–5] . In

 WSAN many sensor and actuator devices are placed in the same

hysical environment for monitoring and control operations. Phys-

cal quantities, such as temperature, pressure and light intensity

re continuously measured by sensor devices. Then, the acquired

ata are sent to a central controller using wireless links. The con-

roller analyzes the received information and, if needed, changes

he behavior of the physical environment through actuator devices.

SANs are already used in many application domains, ranging

rom traditional environmental monitoring and location/tracking

pplications to critical applications such as those in the industrial,

mart grid and healthcare domain [6] . In the industrial field, WSAN

pplications include real-time monitoring of machinery health, fac-

ory automation, distributed and process control, detection of liq-

id/gas leakage, radiation check and so on. In the healthcare do-

ain, WSANs are used for the monitoring of physiological data in

hronic patients and transparent interaction with the healthcare

ystem. In smart grid, WSANs have been recognized as a promising

echnology to achieve seamless, energy efficient, reliable, and low-
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ost remote monitoring and control of the electric power system.

he real-time information gathered from WSANs can be analyzed

o diagnose problems early and serve as a basis for taking remedial

ctions [7,8] . 

Energy efficiency is usually the main concern in the design of a

SAN. This is because sensor/actuator devices are typically pow-

red by batteries with a limited energy budget and their replace-

ent can be very expensive or even impossible [9] . However, in

any application domains, additional requirements such as relia-

ility, timeliness and scalability need to be considered as well [9–

1] . Reliability and timeliness are very critical issues for industrial

nd healthcare applications. If data packets are not delivered to the

nal destination, correctly and within a pre-defined deadline, the

orrect behavior of the system (e.g., the timely detection of a crit-

cal event) may be compromised. The maximum allowed latency

epends on the specific application and ranges from tens of mil-

iseconds (e.g., for discrete manufacturing and factory automation),

o seconds (e.g., for process control), and even minutes (e.g., for

sset monitoring). Finally, scalability is fundamental as WSANs can

e composed of hundreds to thousands of nodes. 

In recent years many standards have been issued by interna-

ional bodies to support the development of WSANs in different

pplication domains. They include IEEE 802.15.4 [12] , ZigBee [13] ,

luetooth [14] , WirelessHART [15] and ISA-100.11a [16] . At the same

ime, the Internet Engineering Task Force (IETF) has defined a num-

er of protocols to integrate smart objects (i.e., sensor/actuator

evices) into the Internet [17] . The most important of them are

he IPv6 over Low power WPAN (6LoWPAN) [18] adaptation layer
 

http://dx.doi.org/10.1016/j.comcom.2016.05.004
http://www.ScienceDirect.com
http://www.elsevier.com/locate/comcom
http://crossmark.crossref.org/dialog/?doi=10.1016/j.comcom.2016.05.004&domain=pdf
mailto:domenico.deguglielmo@unipi.it
mailto:simone.brienza@for.unipi.it
mailto:giuseppe.anastasi@unipi.it
http://dx.doi.org/10.1016/j.comcom.2016.05.004


2 D. De Guglielmo et al. / Computer Communications 88 (2016) 1–24 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2  

p  

n  

e  

n  

S  

≤  

r  

s  

t  

A  

p  

t  

t  

u

2

 

a

3  

i

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

n  

t

3

 

a  

c  

h  

e  

8  

 

protocol, the Routing Protocol for Low power and Lossy networks

(RPL) [19,20] , and the Constrained Application Protocol (CoAP)

[21] that enables web applications on smart objects. 

The IEEE 802.15.4 standard [12] defines the physical and MAC

( Medium Access Control ) layers of the protocol stack and is consid-

ered the reference standard for commercial WSNs. In fact, many

products compliant to this standard are available today. Many stud-

ies have investigated the IEEE 802.15.4 performance in WSANs [22–

31] . These works highlighted that IEEE 802.15.4 has a number of

limitations (such as low communication reliability and no protec-

tion against interferences/fading) that make it unsuitable for ap-

plications having stringent requirements in terms of latency, reli-

ability, scalability or operating in harsh environments [32] . In or-

der to overcome such limitations, in 2008 the IEEE set up a Work-

ing Group (named 802.15 Task Group 4e ) with the aim of enhanc-

ing and adding functionality to the 802.15.4 MAC, so as to ad-

dress the emerging needs of embedded applications. The final re-

sult was the release of the 802.15.4e standard in 2012 [32] . The

802.15.4e improves the old standard by introducing mechanisms

such as time slotted access, multichannel communication and channel

hopping . Specifically, it defines five new MAC protocols (called MAC

behavior m odes) to support specific application domains and some

general functional enhancements that are not designed for specific

applications. In this regard, the 802.15.4e standard document as-

sumes that readers are quite familiar with the original 802.15.4

technology and presents a significant amount of references to the

original standard. Hence, it is absolutely not easy to read for an in-

expert reader. The main goal of this paper is to provide a clear and

structured overview of all the new 802.15.4e mechanisms. After a

general introduction to the 802.15.4e standard, we devote special

attention to describe the details of the main 802.15.4e MAC behav-

ior modes, namely Time Slotted Channel Hopping (TSCH), Determin-

istic and Synchronous Multi-channel Extension (DSME), and Low La-

tency Deterministic Network (LLDN) . For each of them, we provide

an in-depth description and highlight the main features as well

as possible application domains. In addition, we survey the main

research works present in the literature and summarize open re-

search issues. 

The rest of the paper is structured as follows. In Section 2 , we

briefly describe the original 802.15.4 standard and highlight the

main limitations that motivated the development of the new stan-

dard. In Section 3 , we present the new 802.15.4e standard and we

give a general overview of the introduced enhancements. Then, we

focus on the new 802.15.4e MAC behavior modes. Specifically, in

Section 4 , we describe the TSCH MAC behavior mode. In Section 5 ,

we focus on DSME, whereas Section 6 is devoted to describe LLDN.

Finally, Section 7 concludes the paper. 

2. IEEE 802.15.4 standard 

IEEE 802.15.4 [12] is a standard for low-rate, low-power, and

low-cost Personal Area Networks (PANs). A PAN is formed by one

PAN coordinator which is in charge of managing the whole net-

work, and, optionally, by one or more coordinators that are re-

sponsible for a subset of network nodes. Regular nodes must as-

sociate with a (PAN) coordinator in order to communicate. The

supported network topologies are star (single-hop), cluster-tree and

mesh (multi-hop). 

The standard defines two different channel access methods: a

beacon enabled (BE) mode and a non-beacon enabled (NBE) mode.

The beacon enabled mode provides a power management mech-

anism based on a duty cycle. It uses a superframe structure (see

Fig. 1 ) which is bounded by beacons, i.e., special synchronization

frames generated periodically by the coordinator node(s). The time

between two consecutive beacons is called Beacon Interval (BI), and

is defined through the Beacon Order (BO) parameter ( BI = 15 . 36 ·
 

BO ms, with 0 ≤ BO ≤ 14). Each superframe consists of an active

eriod and an inactive period. In the active period nodes commu-

icate with their coordinator, while during the inactive period they

nter a low power state to save energy. The active period is de-

oted as Superframe Duration (SD) and its size is defined by the

uperframe Order (SO) parameter ( SD = 15 . 36 · 2 SO ms, with 0 ≤ SO

BO ≤ 14). It can be further divided into a Contention Access Pe-

iod (CAP) and a Contention Free Period (CFP). During the CAP, a

lotted CSMA-CA algorithm is used for channel access, while in

he CFP communication occurs in a TDMA (Time Division Multiple

ccess) style by using a number of Guaranteed Time Slots (GTSs),

re-assigned to individual nodes. In the non-beacon enabled mode

here is no superframe, nodes are always active (energy conserva-

ion is delegated to the layers above the MAC protocol) and use an

nslotted CSMA-CA algorithm for channel access. 

.1. Limitations of 802.15.4 

The performance of the 802.15.4 MAC protocol, both in BE mode

nd NBE mode, have been thoroughly investigated in the past [22–

1] . As a result, a number of limitations and deficiencies have been

dentified: 

• Unbounded Delay . Since the 802.15.4 MAC protocol, both in BE

mode and NBE mode, relies on a CSMA-CA algorithm, it cannot

provide any bound on the maximum delay experienced by data

to reach the final destination. 

• Limited communication reliability . The 802.15.4 MAC in BE mode

provides a very low delivery ratio, even when the number of

nodes is not very high. This is mainly due to the inefficiency of

the slotted CSMA-CA algorithm used for channel access. A simi-

lar behavior can occur also in the NBE mode when a large num-

ber of nodes start transmitting simultaneously (e.g., in event-

driven applications). 

• No protection against interferences/fading. Interference and

multi-path fading are very common phenomena in wireless

networks. Unlike other wireless network technologies such as

Bluetooth [14] , ISA 100.11a [16] and WirelessHART [15] , the

802.15.4 MAC uses a single-channel and has no built-in fre-

quency hopping mechanism to mitigate the negative effect of

interferences and multi-path fading. Hence, the network is sub-

ject to frequent instabilities and may also collapse. 

• Powered relay nodes. The 802.15.4 standard supports both

single-hop (star) and multi-hop (peer-to-peer) topologies. In

principle, the BE mode could be used to form multi-hop PAN

with a tree topology where intermediate nodes do not need to

stay active all the time. However, setting multi-hop topologies

in 802.15.4 BE mode requires complex mechanisms of synchro-

nization and beacon scheduling that are not specified by the

standard [33,34] . To overcome these limitations, in many appli-

cations, the intermediate relay nodes in 802.15.4 multi-hop net-

works keep their radio on all the time, causing a large energy

consumption. 

For these reasons, 802.15.4 is unsuitable for many critical sce-

arios, where applications have stringent requirements in terms of

imeliness and/or reliability. 

. IEEE 802.15.4e 

In 2008, the IEEE created the 802.15 Task Group 4e with the

im to redesign the existing 802.15.4 MAC protocol so as to over-

ome its limitations. The goal was to define a low-power multi-

op MAC protocol, capable of addressing the emerging needs of

mbedded (industrial) applications. The final result was the IEEE

02.15.4e MAC Enhancement Standard document [32] , approved in 
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Fig. 1. IEEE 802.15.4 Superframe Structure. 
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012. 802.15.4e borrows many ideas from existing standards for in-

ustrial applications (i.e., WirelessHART [15] and ISA 100.11.a [16] ),

ncluding slotted access, shared and dedicated slots, multi-channel

ommunication, and frequency hopping. Specifically, 802.15.4e ex-

ends the previous 802.15.4 standard by introducing MAC behavior

odes , i.e., new MAC protocols designed to support specific ap-

lication domains, and general functional enhancements , i.e., MAC

odifications/mechanisms that are not tied to any specific appli-

ation domain. 

.1. General functional enhancements 

IEEE 802.15.4e introduces the following general functional en-

ancements 

- Low Energy (LE). This mechanism is intended for applications

that can trade latency for energy efficiency. It allows a node to

operate with a very low duty cycle (e.g., 1% or below), while

appearing to be always on to the upper layers. This mechanism

is important for enabling the Internet of Things paradigm as

Internet protocols have been designed assuming that hosts are

always on. 

- Information Elements (IE). It is an extensible mechanism to ex-

change information at the MAC sublayer. 

- Enhanced Beacons (EB). Enhanced Beacons are an extension of

the 802.15.4 beacon frames and provide a greater flexibility.

They allow to create application-specific frames, by including

relevant IEs. 

- Multipurpose Frame. This mechanism provides a flexible frame

format that can address a number of MAC operations. It is

based on IEs. 

- MAC Performance Metric. It is a mechanism to provide appro-

priate feedback on the channel quality to the networking and

upper layers, so that appropriate decision can be taken. For in-

stance, the IP protocol may implement dynamic fragmentation

of datagrams depending on the channel conditions. 

- Fast Association (FastA). The 802.15.4 association procedure in-

troduces a significant delay in order to save energy. For time-

critical application latency has priority over energy efficiency.

Therefore, the FastA mechanism allows a node to associate in a

reduced amount of time. 

.2. MAC behavior modes 

IEEE 802.15.4e defines five new MAC behavior modes , that are

isted below, 

- Time Slotted Channel Hopping (TSCH) . It targets application do-

mains such as industrial automation and process control, pro-

viding support for multi-hop and multi-channel communica-
tions, through a TDMA approach. For further details, refer to

Section 4 . 

- Deterministic and Synchronous Multi-channel Extension (DSME ).

It is aimed to support both industrial and commercial appli-

cations with stringent requirements in terms of timeliness and

reliability. To this end, it combines contention-based and time-

division medium access, and offers two different channel diver-

sity modes. It is specifically designed for multi-hop and mesh

networks. For further details, refer to Section 5 . 

- Low Latency Deterministic Network (LLDN). Designed for single-

hop and single-channel networks, it is intended for factory au-

tomation, where applications require very low latency. For fur-

ther details, refer to Section 6 . 

- Asynchronous multi-channel adaptation (AMCA) . It is targeted

to application domains where large deployments are required,

such as smart utility networks, infrastructure monitoring net-

works, and process control networks. In such networks using a

single, common, channel for communication may not allow to

connect all the nodes in the same PAN. In addition, the vari-

ance of channel quality is typically large, and link asymmetry

may occur between two neighboring nodes (i.e., a node may be

able to transmit to a neighbor but unable to receive from it).

The AMCA mode relies on asynchronous multi-channel adap-

tation and can be used only in non Beacon-Enabled PANs. Ba-

sically, in an AMCA network, each device selects the channel

with the best local link quality as its designated listening chan-

nel and starts listening on such a frequency. As soon as two

nodes have to exchange packets, the sender device switches

to the designated listening channel of the receiver device, in

a fully asynchronous way. After transmitting the data packet,

the sender switches back to its own designated listening chan-

nel and keeps listening. Nodes can exchange information about

their designated listening channels by requiring beacon trans-

missions to coordinators or by sending special Hello packets. 

- Radio Frequency Identification Blink (BLINK) . It is intended for ap-

plication domains such as item/people identification, location

and tracking. Specifically, it allows a node to communicate its

ID to other nodes without prior association and without ac-

knowledgement. BLINK packets are generally sent by ‘transmit

only’ devices through the Aloha protocol. 

The 802.15.4e standard provides only a brief description about

MCA and BLINK. In addition, to the best of our knowledge, no

orks have been presented in the literature regarding these MAC

ehavior modes. In this perspective, TSCH, DSME and LLDN are

uch more interesting. Hence, in the rest of the paper we will fo-

us on these three MAC behavior modes. Specifically, in Table 1 we

ist their main features, whereas in the following sections we pro-

ide an in-depth description, we survey the main research works

resent in the literature, and summarize open research issues.  
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Table 1 

TSCH, DSME and LLDN’s main characteristics. 

TSCH DSME LLDN 

Beacons Yes (Enhanced Beacons) Yes (Enhanced Beacons) Yes 

Time Organization Periodic Slotframe: Periodic Multisuperframe: Periodic Superframe: 

- Arbitrary number of timeslots - Rigid structure - 3 transmission states 

- Dedicated and shared timeslots - Recurring CAPs and CFPs - management, uplink, bidirectional timeslots 

- intended for short timeslots ( < 1 ms) 

Channel Access - Time Slotted (dedicated timeslots) - Contention-based (during CAPs) - Time Slotted (dedicated timeslots) 

- TSCH CSMA-CA (shared timeslots) - Time Slotted (during CFPs) - LLDN CSMA-CA (shared timeslots) 

Topologies Star, tree, mesh Star, tree, mesh Only star 

Multichannel mechanisms Channel hopping - Channel hopping No 

- Channel adaptation 

Timeslot Scheduling Mechanism Not specified Distributed GTS Allocation Centralized 

Group ACKs No Yes Yes 

Network Synchronization Frame/Ack-based Synchronization On Enhanced Beacon Reception On Beacon Reception 
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4. TSCH (time slotted channel hopping) 

The Time Slotted Channel Hopping (TSCH) mode is mainly in-

tended for the support of process automation applications with a

particular focus on equipment and process monitoring. Typical seg-

ments of the TSCH application domain include oil and gas indus-

try, food and beverage products, chemical products, pharmaceutical

products, water/waste water treatments, green energy production,

climate control [32] . 

TSCH combines time slotted access with multi-channel and chan-

nel hopping capabilities. Time slotted access increases the potential

throughput that can be achieved, by eliminating collision among

competing nodes, and provides deterministic latency to applica-

tions. Multi-channel allows more nodes to exchange their frames at

the same time (i.e., in the same timeslot), by using different chan-

nel offsets. Hence, it increases the network capacity. In addition,

channel hopping mitigates the effects of interference and multi-

path fading, thus improving the communication reliability. Hence,

TSCH provides increased network capacity, high reliability and pre-

dictable latency, while maintaining very low duty cycles (i.e., en-

ergy efficiency) thanks to the time slotted access mode. TSCH is

also topology independent as it can be used to form any network

topology (e.g., star, tree, partial or full mesh). It is particularly well-

suited for multi-hop networks where frequency hopping allows for

efficient use of the available resources. 

4.1. Description 

4.1.1. Slotframe structure and synchronization 

In the TSCH mode nodes synchronize on a periodic slotframe

consisting of a number of timeslots. Each node obtains synchro-

nization, channel hopping, timeslot and slotframe information from

Enhanced Beacons (EBs) frames that are periodically sent by other

nodes in order to advertise the network. Basically, upon receiving a

valid EB, the node synchronizes to the network, initializes the slot-

frame and can start sending its own beacons. From this point on-

wards, the slotframe automatically repeats based on nodes’ shared

notion of time, and does not require beacons to initiate communi-

cations. Fig. 2 left shows a slotframe with 4 timeslots. Each times-

lot allows a node to send a maximum-size data frame and receive

the related acknowledgement ( Fig. 2 right). If the acknowledge-

ment is not received within a predefined timeout, the retransmis-

sion of the data frame is deferred to the next time slot assigned to

the same (sender-destination) couple of nodes. 

Inside a timeslot, data packets are transmitted exactly after

TsTxOffset μs from the beginning of the timeslot itself. However, to

allow for slight desynchronization, the receiver node starts listen-

ing the channel GuardTime μs before. In addition, if the reception

of the packet does not begin within GuardTime μs after TsTxOffset ,
he node turns off its radio to save energy. This mechanism re-

uires nodes to never be desynchronized for more than GuardTime

s , so as to be able to communicate. Anyway, due to differences

n manufacturing, temperature and supply voltage, clocks of differ-

nt nodes typically pulse at a slightly different frequency, resulting

n “clock drift”. Hence, nodes need to periodically re-synchronize.

o this end, each node is associated to a time-source neighbor,

o which it must remain synchronized over time (although the

02.15.4e standard does not detail how such a neighbor must

e selected). There are two ways for a node to re-synchronize,

amely Frame-based synchronization and ACK-based synchronization .

n Frame-based synchronization, every time a node receives a data

acket from its time source neighbor, it takes note of the instant

he reception started. Then, since TsTxOffset is known , it shifts its

lot boundaries to match those of its time source. Similarly, in ACK-

ased synchronization, every time a node sends a packet to its time

ource neighbor, the latter takes note of the instant it started re-

eiving the packet, and inserts the obtained timestamp in a field of

he acknowledgment. Once again, the sending node uses this value

o realign its clock. 

.1.2. Channel hopping 

One of the main characteristics of TSCH is multi-channel com-

unication, based on channel hopping. Initially, 16 different chan-

els are available for communication. Each channel is identified by

 channelOffset , i.e., an integer value in the range [0, 15]. How-

ver, some of these frequencies could be blacklisted (because of

ow quality communication) and, hence, the total number of chan-

els N channels available for channel hopping may be lower than 16.

n TSCH a link is defined as the pairwise assignment of a di-

ected communication between nodes in a given timeslot on a

iven channel offset [32] . Hence, a link between communicating

odes can be represented by a pair specifying the timeslot in the

lotframe and the channel offset used by the nodes in that times-

ot. Let [ n, channelOffset ] denote a link between two nodes. Then,

he frequency f to be used for communication in timeslot n of the

lotframe is derived as follows 

f = F [ ( ASN + channelO f f set ) % N channels ] (1)

here ASN is the Absolute Slot Number , defined as the total num-

er of timeslots elapsed since the start of the network (or an ar-

itrary start time determined by the PAN coordinator) and “%” is

he modulo operator. The ASN increments globally in the network,

t every timeslot, and is thus used by nodes as timeslot counter.

unction F can be implemented as a lookup table. Thanks to the

ulti-channel mechanism, several simultaneous communications

an take place in the same timeslot, provided that they use differ-

nt channel offsets. Also, Eq. (1) implements the channel hopping

echanism by returning a different frequency for the same link 
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Fig. 2. TSCH Slotframe (left) and Timeslot (right). 

Fig. 3. A sensor network with a tree-topology with a possible link schedule for data-collection. 

a  

c  

t

 

s  

s  

s  

p  

i  

s  

t  

i  

m  

a  

f

4

 

t  

m  

s

 

w  

t  

u  

m  

C  

s

 

 

 

 

 

 

 

 

 

 

 

 

 

a  

f  

t

 

8  

r

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

t different timeslots. This assures that over time all the available

hannels are used for communications in a link and, hence, allows

o mitigate the negative effect of external interference. 

Fig. 3 shows a possible link schedule for data collection in a

imple network with a tree topology. We have assumed that the

lotframe consists of 4 timeslots and there are only 5 channel off-

ets available. We can see that, thanks to the multi-channel ap-

roach used by TSCH, 8 transmissions have been accommodated

n a time interval corresponding to 4 timeslots. In the allocation

hown in Fig. 3 all links but one are dedicated links, i.e., allocated

o a single node for transmission. TSCH also allows shared links,

.e., links intentionally allocated to more than one node for trans-

ission. This is the case of the link [0,0] allocated to both nodes E

nd G. Eq. (1) is used to determine the communication frequency

or both shared and dedicated links. 

.1.3. TSCH CSMA-CA algorithm 

Since shared links can be accessed simultaneously by more

han one transmitter, collisions may occur that result in a trans-

ission failure. To reduce the probability of repeated collisions, the

tandard defines a CSMA-CA retransmission algorithm. 

Upon receiving a data frame destined to node r , a sender node s

aits for the arrival of the first (dedicated or shared) link assigned

o ( s, r ), and, then, transmits its data frame. If a shared link was

sed and the transmission was unsuccessful (i.e. the acknowledg-

ent was not received), very likely a collision occurred. Hence, the

SMA-CA algorithm is executed by node s to avoid repeated colli-

ions. Specifically, the following steps are performed by node s . 

1. A set of state variables is initialized, namely the number of re-

transmissions carried out for the on-going frame ( NB = 0 ) and

the backoff exponent ( BE = macMinBE). 

2. A random number w ∈ [ 0 , 2 BE − 1 ] is generated. 

3. The frame retransmission is deferred for w shared links with

destination r, or until a dedicated link with destination r is en-

countered. 

4. If the retransmission occurs in a shared link and it is success-

ful (i.e. the acknowledgement is received), the backoff exponent
BE is reset to macMinBE and the algorithm terminates. Instead,

if the transmission is unsuccessful, state variables are updated

as follows: NB = NB + 1 , BE = min ( BE + 1 , macMaxBE ) . Finally,

if the number of retransmissions for the current frame has ex-

ceeded the maximum allowed value (i.e. NB > macMaxFrameRe-

tries ) the frame is dropped; otherwise the algorithm falls back

to step 2. 

If the frame retransmission is carried out in a dedicated link,

nd it is successful, BE is reset to macMinBE , unless there are other

rames, destined to the same receiver, ready for transmission. In

he latter case the value of BE is left unchanged. 

Here we emphasize the differences between the original

02.15.4 CSMA-CA algorithm and the new TSCH CSMA-CA algo-

ithm. 

• Backoff mechanism. In the original 802.15.4 CSMA-CA each

node with a packet ready for transmission waits for a random

backoff time before trying to transmit it. The goal is to avoid

collisions among nodes starting the execution of the CSMA-CA

algorithm at the same time. Conversely, in TSCH CSMA-CA the

backoff mechanism is activated only after the node has experi-

enced a collision, i.e., it is used to avoid repeated collisions. 

• Backoff unit duration. Both the 802.15.4 CSMA-CA and the

TSCH CSMA-CA define a backoff unit. In both algorithms a node

waits for a random number of backoff units before trying to

retransmit a packet. However, while in the original 802.15.4

CSMA-CA the backoff unit is equal to 320 μs , in TSCH the back-

off unit corresponds to a shared slot. Using a slot as backoff

unit assures that a node can experience a collision in a shared

slot only if other nodes access the same slot. This is not true in

the original 802.15.4 CSMA-CA where, in general, a packet can

collide also with packets transmitted at a later time. 

• Clear Channel Assessment (CCA). In the 802.15.4 CSMA-CA

each node performs a CCA, to check the channel state, be-

fore performing a packet transmission. This is to avoid a col-

lision with an ongoing transmission. In TSCH, CCAs are not

used to prevent collisions among nodes, since all nodes are 
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synchronized and no transmissions can be ongoing when a

CCAs is performed. Conversely, the goal is to avoid transmitting

a packet if a strong external interference is detected. In addi-

tion, in TSCH CSMA-CA, CCAs are optional. 

• Packet dropping. In the original 802.15.4 CSMA-CA a packet

is dropped by the sender if it has found the channel busy for

macMaxCSMABackoffs consecutive times. This parameter is not

used by TSCH. In TSCH CSMA-CA a packet is dropped only if it

reaches the maximum number of retransmissions (specified by

the macMaxFrameRetries parameter). 

4.2. Literature review 

In this section we survey the most relevant works regarding

TSCH. First we provide a summary of works evaluating its per-

formance. Then, we concentrate on studies that enhance its func-

tionalities or improve its performance. First, we describe works fo-

cusing on network synchronization, network formation and node

mobility support. Then, we report studies on the impact of adap-

tive channel hopping in TSCH. Furthermore, we survey both cen-

tralized and distributed scheduling algorithms for TSCH networks

and works evaluating the cost of network monitoring. Finally, we

describe the ongoing work within the 6TiSCH IETF working group

and conclude the section by highlighting open research problems

and issues. 

4.2.1. Performance analysis 

In [35] the authors provide a detailed energy-consumption

model of TSCH networks. They focus on a single node in the

network and perform a fine-grained analysis of the energy spent

when it uses different types of slots. Specifically, the authors de-

rive the energy spent during a slot in which the node transmits a

packet and receives an acknowledgment as well as the energy con-

sumed during an idle slot. The model has been validated through

measurements performed on real hardware. Then, it has been used

by the authors to calculate the energy-cost of different synchro-

nization policies as well as the impact of overprovisioning, i.e. hav-

ing redundant links in the communication schedule. 

An advanced model for TSCH networks, that can be used to es-

timate latency, power consumption and throughput achieved by

nodes assuming that the topology, the quality of wireless links

and the traffic demands of nodes are known has been presented

in [36] . The model has been validated through experimental mea-

surements (performed using a commercial TSCH product called

SmartMesh IP [37] ) and is implemented in a free tool called

SmartMesh Power and Performance Estimator . 

In [38] the scalability of a TSCH network is investigated. The au-

thors consider a network composed of 1 million nodes deployed in

an area of 10km 

2 . This situation is typical in an oil refinery where

miles of piping are equipped with hundreds to thousands of tem-

perature, pressure, level and corrosion sensors, which are deployed

in a relatively small geographical area. The study proves that such

a network can be deployed, provided that 50 0 0 Access Points (i.e.

special nodes that collect data generated by nodes) are used. The

authors show that the network can achieve a delivery ratio above

99.9%, an end-to-end latency of 2.25 s and a network lifetime of

8.4 years, if 2200mAh AA batteries are used. 

4.2.2. Network synchronization 

The synchronization mechanism adopted by TSCH must fulfill

several requirements, in order to work with constrained devices in

critical scenarios. Essentially, time synchronization must be main-

tained over the whole network with the minimum energy con-

sumption, without requiring the transmission of dedicated synch

packets nor introducing delays in the network operation. As ex-

plained in Section 4.1.1 , according to the TSCH synchronization
echnique, each node resynchronizes on reception of a data frame

r an ACK from its time-source neighbor. Hence, nor special pack-

ts are necessary, nor delays are introduced. 

In order to avoid desynchronization, resynchs must be per-

ormed within a maximum period τ , depending on both the clock

rift and the GuardTime , as follows 

= T g / �v 

here T g indicates the value of GuardTime and �v the drift rate.

t follows that the larger the guard time or the smaller the drift

ate, the less frequently nodes need to re-synchronize. However,

ypically, the worst-case drift rate is used in this calculation. This

ften results in “over-synchronization” and, hence, in a waste of

nergy, due to the packets exchanged to resynchronize. Recently,

ome proposals to optimize the network synchronization process

n TSCH networks have appeared in the literature [39,40] . They are

ased on the concept of adaptive synchronization . Instead of always

e-synchronizing at a worst-case rate, adaptive synchronization al-

ows nodes to resynchronize only when needed. Basically, the ac-

ual drift rate between nodes is estimated through real measure-

ents and the effective drift rate is reduced through software cor-

ections that do not require packet transmissions. In detail, each

ime two nodes exchange a packet to resynchronize, they calcu-

ate the offset ε between their clocks. Then, the effective clock

rift rate r exp can be derived as r exp = ε/ �t , where �t is the time

assed since the last resynchronization. If a node discovers to be

aster than the other node, it periodically adjusts its own clock in

rder to slow down. This mechanism allows each node to track the

lock of its neighbor and reduces the effective drift between nodes.

owever, since the corrections are not perfect and the drift rate

an change over time (e.g., with temperature) resynchronization is

till needed, but it can be less frequent. 

The idea of adaptive synchronization in TSCH networks has

een first presented in [39] where the authors have shown,

hrough measurements in a real testbed, that it can reduce the

ynchronization period by a factor of 10. Then, in [40] , mechanisms

o use adaptive synchronization in a multi-hop network have been

roposed. In this solution, a single node in the network plays the

ole of time master, whereas all the others synchronize to it. To

his end, a routing-tree topology is built using RPL [19] as the rout-

ng protocol, and each node uses its parent in the routing tree as

ime source. 

Despite the presence of a routing topology, multi-hop synchro-

ization presents some challenges. Specifically, if nodes at differ-

nt depths resynchronize at different instants, nodes deeper in the

etwork topology can possibly desynchronize with respect to the

est of the network. For instance, let us consider a linear network

f 4 nodes A, B, C and D, where A is the time source of B, B is

he time source of C and so on. Also, let us assume that the value

f GuardTime is 1 ms and that, at some point in time, each node

s desynchronized by 400 μs with respect to its time source (see

ig. 4 ). 

Let us assume that, starting from this situation, node B resyn-

hronizes to node A (i.e. they exchange a packet) and node C

esynchronizes to node B just after. At this point, node C and D are

esynchronized by 1200 μs. Since this is more than GuardTime ,

ode D loses synchronization. To avoid this phenomenon, the au-

hors propose to append one additional field to all the ACK packets

ndicating the resynchronization period of the transmitter. This

ay, each time a node resynchronizes, it also learns the synchro-

ization period of its time source and, hence, can resynchronize

ust after it. The authors investigated the performance of their pro-

osal both through simulation and experiments in a real testbed.

heir results show that in a 3-hop network, nodes can experience a

aximum desynchronization of 76 μs and can reduce the average 

 



D. De Guglielmo et al. / Computer Communications 88 (2016) 1–24 7 

Fig. 4. Multi-hop synchronization. 
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umber of resynchronization packets that are transmitted by 83%,

ompared to a network not using adaptive synchronization. 

.2.3. Network formation 

In TSCH, the network formation process starts when the coor-

inator begins advertising the network by sending EBs . Hence, if a

ode wants to join the network, it must turn on its radio and start

canning for possible EB messages. Once received a valid EB, the

ode can start sending EBs on its turn to announce the network

resence. However, the 802.15.4e standard does not define the EB

dvertising policy. Specifically, it does not indicate which links in

he slotframe to use for sending EBs. Also, it does not define the

ate at which EBs must be sent. Optimizing the network formation

rocess of TSCH networks is very important. In fact, joining nodes

sually keep their radio on during all the time they wait for the

B and, hence, consume a significant amount of energy. 

In [41–43] , solutions to schedule EB transmissions in TSCH net-

orks with the goal to minimize the average node joining time

ave been proposed. 

In [41] , the authors presented a Random-based Advertisement Al-

orithm , where each node in the network is assigned (by the cen-

ral coordinator) a link in the slotframe to transmit EBs. Each node

ransmits an EB in the scheduled link with a probability equal to

 EB , where p EB is calculated in such a way to minimize the prob-

bility of collision between different EBs. The authors used sim-

lations to investigate the impact of different factors on the per-

ormance of the algorithm. They found that using more channel

ffsets for advertisement can significantly reduce the joining time

and, thus, the energy consumption of joining nodes – but only 

hen the network density is quite high. 

In [42] , two algorithms are proposed, namely Random Verti-

al filling (RV) and Random Horizontal filling (RH) . In these so-

utions, multiple consecutive slotframes are grouped together to

orm a multi-slotframe . Each node is allowed to send EBs during

he first timeslot (namely the advertisement slot) of just one slot-

rame in the multi-slotframe. In both the solutions, the coordina-

or always transmits its EBs in the first advertisement slot of the

ulti-slotframe, using channel offset 0. In the RV filling, the other

odes have to transmit their EBs in the same advertisement slot

ut with a randomly chosen channel offset. Conversely, in the RH

lling, they all use channel offset 0, but they randomly choose the

dvertisement slot in the multi-slotframe. The authors studied the

erformance of the two EB scheduling solutions through analysis,

imulation and real experiments. They found that the RV filling and

he RH filling have very close performance. 

In [43] , the authors model the network formation process by

eans of a Discrete Time Markov Chain (DTMC), and derive an an-

lytical expression of the average joining time. Then, they derive

n optimization problem to calculate the optimal EB schedule that

inimizes the average joining time. In addition, a Model-based Bea-

on Scheduling (MBS) algorithm is defined, in order to approxi-

ate the optimal EB schedule in real scenarios. The authors have
erformed an extensive simulation study to evaluate the perfor-

ance of the proposed algorithm in different operating scenarios

nd compare it with the above-mentioned solutions in the litera-

ure. They have observed that MBS outperforms all the other pre-

ious algorithms as it reduces the average joining time, and, hence,

he energy consumed during the joining phase. 

.2.4. Support to node mobility 

Several industrial applications require network nodes to be

obile such as sensors attached to workers or industrial goods.

ence, mechanisms to properly handle node mobility in TSCH net-

orks are needed. 

In [44] , the authors highlight that node mobility can degrade

he network performance. In fact, whenever a node leaves/enters

he network, it has to scan the available channels waiting for an

B, in order to join the network and become fully operative again.

hese scanning times can be very long, given the high number

f frequency channels, and, obviously, this affects the latency of

obile nodes’ transmissions. This issue is exacerbated by the fact

hat the beacon and timeslot scheduling mechanisms are not spec-

fied by the standard. Hence, the actual joining time of a node de-

ends on the particular beacon/timeslot schedules adopted. In this

erspective, the same authors proposed MTSCH [45] , a mobility-

ware framework, based on the concept of passive beacons. Es-

entially, instead of using EBs to advertise the network, nodes in

TSCH exploit ACK messages, used to acknowledge packet recep-

ion. Moreover, ACK messages are transmitted on a fixed frequency

hannel, rather than over all the possible frequencies as defined

n TSCH. This allows mobile joining nodes to receive synchroniza-

ion messages (ACKs) more quickly and, hence, to save their en-

rgy. In addition, group-ACKs are used. In detail, nodes do not have

o send an ACK for every received message, but use a single ACK, at

he end of each slotframe, to acknowledge the transmissions of all

heir neighbors. Thanks to this modification, nodes can save energy

ue the transmission of individual ACK messages. MTSCH leads to

 significant reduction of the duty cycle of mobile nodes, ranging

rom 7% to 50%, with respect to a standard TSCH network. Also,

TSCH improves the joining time of mobile nodes by a ratio that

anges from 3% to 50%. 

In [46] , the authors propose a novel solution to optimize rout-

ng in a TSCH networks where mobile nodes may be present. They

onsider a network composed of many static nodes, called anchor

odes, with a well-known position, and mobile nodes, whose po-

itions are unknown. All nodes in the network need to transmit

heir data to the central network coordinator. Hence, the best path

onnecting them with the coordinator must be selected. Links be-

ween anchor nodes are constructed using RPL [19] . In this case,

PL selects links basing on the ETX metric, that indicates the ex-

ected number of times a message must be transmitted to be cor-

ectly received by its final destination. However, when consider-

ng links between mobile nodes and anchor nodes, the actual po-

ition of nodes is also taken into account. Specifically, each node 
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estimates its distance from each anchor node and defines a set

of candidate anchors, i.e., a set of nodes that can be selected as

parent nodes. Then, a blacklisting process identifies the nodes that

should not be selected due to either their unreliability or exces-

sive distance from the mobile node. At this point, the mobile node

chooses, as its parent, the node in the set of candidate anchors that

minimizes the ETX metric towards the sink. The authors compared

their solution with geographical routing [47] , where each mobile

node forwards its packet to the closest node to the destination,

and a solution using the Packet Reception Rate (PRR) × distance cri-

terion [48] to select the best anchor node. The results show that

the solution in [46] offers the best end-to-end link reliability. Also,

the blacklisting process allows to alleviate the negative impact of

position errors. 

4.2.5. Adaptive channel hopping 

Channel hopping is a well-known technique used to mitigate

the negative effect of both external interference and multi-path

fading. TSCH networks use a simple blind channel hopping ap-

proach. In practice, nodes use all the possible available channels

over time and, on average, for the same duration. Blacklisting

[49] is a mechanism that has been shown to further improve the

performance of channel hopping. It allows nodes to blacklist chan-

nels with a bad quality and use channel hopping over only a lim-

ited set of good channels. In [50] , an adaptive channel hopping

technique for TSCH networks has been presented. The proposed

solution relies on noise floor measurements to decide which chan-

nels to blacklist. Specifically, communication between nodes is pe-

riodically suspended to acquire noise floor readings. Then, every

512 slotframes, the channels with the highest noise floor levels are

blacklisted. Each node inserts the list of its blacklisted channels in

a specific field of the EBs it periodically sends, so as to make its

neighbors aware of its decisions. The authors evaluated the per-

formance of their solution through experiments performed in a

laboratory where 10 WLANs and several Bluetooth nodes were in

operation. The obtained results show that the proposed approach

can significantly increase the network reliability as well as reduce

packet delays. 

4.2.6. Link scheduling 

A key element in TSCH is the link schedule, i.e., the assign-

ment of links to nodes for data transmissions. Of course, neighbor-

ing nodes may interfere and, hence, they should not be allowed to

transmit in the same timeslot and with the same channel offset.

The multi-channel mechanism makes the link scheduling problem

easier with respect to the traditional scenario where a single chan-

nel is used. However, finding out an optimal schedule may not be

a trivial task, especially in large networks with multi-hop topology.

The problem is even more challenging in dynamic networks where

the topology changes over time (e.g., due to mobile nodes). Any-

way, the IEEE 802.15.4e standard does not specify how to derive

an appropriate link schedule. 

Transmission scheduling in TDMA-based networks has been a

hot research topic in the past years. The vast majority of TDMA

scheduling algorithms consider single-channel networks, whereas,

only recently, multi-channel TDMA scheduling solutions have been

proposed in the literature. Nevertheless, most existing multi-

channel scheduling schemes are not suitable for TSCH networks

due to one or more of the following reasons: i ) they cannot be

used in TSCH, e.g., they do not allow per-packet channel hopping;

ii ) they have not been designed for resource-constrained nodes

and, hence, are not memory efficient; iii ) they are not efficient in

terms of channel utilization, e.g., they do not consider the spatial

reuse of channels. Given the limitations of existing solutions, new

scheduling algorithms, specifically designed for TSCH networks,
ave recently appeared in the literature. They can be broadly clas-

ified as centralized and distributed . In centralized solutions, a spe-

ific node in the network (usually the network coordinator) cre-

tes, distributes and updates the link schedule, on the basis of in-

ormation received by all the nodes of the network (about net-

ork topology and generated traffic). However, the link schedule

as to be re-computed and re-distributed every time a change in

he operating conditions occurs. Hence, the centralized approach is

ot very appealing for dynamic networks (e.g., networks with mo-

ile nodes) and large-scale networks, where a distributed approach

s typically the best choice. In distributed link scheduling algo-

ithms, the link schedule is computed autonomously by each node,

ased on local, partial information exchanged with its neighbors.

hile the overall schedule provided by distributed algorithms is

sually not the optimal one, they are more affordable for energy-

onstrained nodes since their overhead is quite limited. In the fol-

owing sections we survey the most important scheduling solu-

ions, both centralized and distributed, that have been proposed

or TSCH networks. A taxonomy of the surveyed schemes is pro-

ided in Fig. 5. 

.2.6.1. Centralized scheduling algorithms. The Traffic Aware Schedul-

ng Algorithm (TASA) [51,52] and the Multichannel Optimized Delay

ime Slot Assignment (MODESA) [53] algorithms are the most im-

ortant centralized scheduling solutions proposed for TSCH net-

orks. Both TASA and MODESA consider a tree network topol-

gy, and focus on a convergecast scenario, where collected data

ust be transmitted to the central coordinator (root). Specifically,

ASA assumes that the coordinator has one single radio interface

i.e., the coordinator can receive at most one packet per timeslot),

hereas MODESA considers also the case of multiple radio inter-

aces. Furthermore, TASA assumes heterogeneous traffic conditions

i.e., nodes can generate different amount of traffic), whereas in

ODESA all the nodes generate the same number of packets (an

xtended version of MODESA considering heterogeneous traffic and

ultiple coordinators has been proposed in [54] ). 

Both TASA and MODESA aim at finding a communication sched-

le of minimal length, in order to minimize the number of slots

eeded to report all data to the coordinator. The generated sched-

les must be conflict-free , in the sense they must avoid error sit-

ations such as duplex-conflicts and interference-conflicts . Duplex-

onflicts happen when multiple nodes try to transmit simultane-

usly to a same receiver. For instance, a parent cannot receive data

rom more than one of its children at a time. Similarly, in a sched-

le, it is not possible for a node to transmit and receive during

he same slot. Therefore, when a node is transmitting, none of its

hildren can send it data. Conversely, an interference-conflict oc-

urs when two distinct pair of nodes communicate on the same

lot and on the same channel, and, hence, one transmission inter-

eres with the other (preventing the correct reception of packets).

aturally, only duplex-conflict free links can be scheduled during

he same slot, whereas interference-conflict links can be scheduled

uring the same slot if different channel offsets are used. 

In light of these considerations, TASA constructs a conflict-free

chedule where all the packets generated by sensor nodes are de-

ivered to the network coordinator. TASA uses an iterative proce-

ure to build the TSCH schedule. During each iteration, TASA se-

ects a certain number of links and accommodates their trans-

issions in the same timeslot (using multiple channel offsets if

eeded). This process is repeated several times until all the trans-

issions required by each link of the network have been accom-

odated. In detail, at each iteration, TASA uses a matching algo-

ithm to select a set of duplex-conflict free links (only links that

till have packets to transmit are considered). Then, a vertex col-

ring algorithm assigns different channel offsets to interference-

onflict links. TASA uses vertex-coloring to color only a small set 
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Fig. 5. Taxonomy of link scheduling algorithms. 
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f links (therefore, it is an affordable operation), i.e. the links that

t each step are selected by the matching algorithm. The authors

ave investigated the impact of the number of channels used for

ommunication on the performance of TASA. They found that us-

ng more channels allows to construct a schedule that decreases

he delay of packets and increases the throughput of the network.

owever, they discovered that using more than 3 channels does

ot provide any substantial advantage. Also, they compared the

erformance of TASA with the standard 802.15.4 in terms of energy

onsumption. The results show that TASA significantly decreases

he energy consumption of the network and provides a relative en-

rgy gain up to 80%. 

Unlike TASA, MODESA selects one node at each iteration, and

hooses a link to accommodate one of its required transmissions.

ODESA terminates its execution, when the transmissions of all

odes in the network have been accommodated. In detail, each

ode in MODESA has a dynamic priority calculated on the basis of

he number of packets it still has to transmit (nodes with an higher

umber of packets to transmit have higher priority). At the begin-

ing, MODESA picks the node with the highest priority and sched-

les its first transmission on the first timeslot, on the first chan-

el offset. Then, another node is selected. If the node is in conflict

ith the previously scheduled node its transmission is allocated

n a different channel offset. Otherwise, the same channel offset is

sed. This process continues until the transmissions of all nodes in

he network have been scheduled. MODESA has been shown to be

ptimal in the case of linear and balanced-tree topologies. In addi-

ion, authors have shown that the performance of MODESA is very

lose to that of an optimal algorithm for random network topolo-

ies as well. Furthermore, the authors have shown that using more

hannels for communication, or more interfaces at the coordinator,

an drastically reduce the schedule length. 

.2.6.2. Distributed scheduling algorithms. Since centralized

cheduling is not suitable for mobile and/or large-scale net-

orks, several distributed solutions for TSCH networks have

ppeared in the literature [55–59] . Some of them do not con-

ider energy efficiency as a primary goal [55] , while the others

pecifically focus on networks composed of energy-constrained

odes [56–59] . The proposed solutions consider both single-sink

56–58] and multi-sink [59] networks. 

In [55] the authors present two algorithms, namely Aloha-based

cheduling and Reservation-based scheduling , for use in the Floating

ensor Network (FSN) project at UC Berkeley. A Floating Sensor Net-

ork is composed of a number of mobile, autonomous and mo-

orized sensor packages for deployments in rivers and estuaries.

iven the high mobility of nodes, many topological changes occur

ver time and, hence, a distributed solution is the best choice. Both

loha-based scheduling and Reservation-based scheduling have the

oal to ( i ) establish a bidirectional link between two nodes of the
etwork as soon as they enter the communication range of each

ther and ( ii ) delete the communication link from the schedule

s soon as the nodes are no longer able to communicate. Both

loha-based scheduling and Reservation-based scheduling use two

ypes of packets, namely Advertisement packets and Connection Re-

uest packets, to establish a link between two nodes. Advertise-

ent packets are used by nodes to announce on which slots and

hannels they can be reached to establish a link. Specifically, an

dvertisement packet contains a list of links (slot-channel offset)

hat are not currently used by the advertising node and, hence, are

ligible to accommodate new communications. Connection request

ackets are sent in response to Advertisements and are transmit-

ed during one of the slots contained in the Advertisement packet,

icked at random. If the Connection request packet is acknowl-

dged by the advertising node (i.e., no collisions between nodes

ccur), the slot used to send the Connection request is marked as

 data slot and will be used to transmit data packets. Nodes send

nd listen for advertisements during idle slots (i.e., not yet allo-

ated slots). In addition to this, in the Reservation-based schedul-

ng, each node includes – inside its Advertisement packets – the

ist of its neighbors, together with the channels they are listening

o. 

Both Aloha-based scheduling and Reservation-based scheduling

re not suitable for energy-constrained networks, since nodes must

lways keep their radio on to listen to or send advertisements. In

his perspective, distributed scheduling solutions specifically de-

igned for energy-constrained networks have been proposed in

56–59] . 

In [56] the authors propose to use the Generalized Multi Proto-

ol Label Switching (GMPLS) and the Resource Reservation Protocol

 Traffic Engineering (RSVP-TE) in order to construct a TSCH sched-

le matching the requirements of nodes in terms of bandwidth, la-

ency and energy consumption, in a single-sink topology. Basically,

hen a new node joins the network, it configures its RSVP layer

y indicating its required bandwidth towards the sink. The RSVP

ayer is in charge of establishing a path towards the sink with the

esired bandwidth. To this end, it prepares a PATH message de-

cribing the requirements of the path and passes it to the GM-

LS layer that forwards the message upstream towards the sink.

t this point, the RSVP layer of the sink creates a RESV message

hat is sent downstream to the node originating the request. The

nformation contained in the RESV message is used by the GM-

LS layer of all the nodes between the originating node and the

ink to configure the TSCH schedule. At each node, the schedule

s built using the Completely Fair Distributed Scheduler (CFDS).

ssentially, CFDS provides a timeslot selection mechanism and a

hannel offset selection strategy designed to alternate transmis-

ion and reception slots at each node (to avoid buffer overflows)

nd minimize the probability of collisions. The authors compared

he performance of their proposal with that of MC-LMAC [60] , an



10 D. De Guglielmo et al. / Computer Communications 88 (2016) 1–24 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

m  

d  

f  

u  

t  

t  

o  

p  

4

 

n  

e  

s  

t  

k  

M  

c  

s  

o  

t  

a  

n  

T  

a  

t  

n  

n  

o  

n  

t  

d  

s  

h  

n  

c  

a  

s  

t  

p  

o

4

 

i  

e  

t  

g  

r  

o  

6  

t  

w  

N  

T  

d  

t  

I  

t  

t  

m  

b  

f  

a  

 

algorithm for multi-channel time-slotted sensor networks, in terms

of average delay and throughput. They found that their GMPLS-

RVSP-TE proposal provides a lower average delay (almost the half)

and a higher throughput. 

Another recent distributed scheduling algorithm for single-sink

TSCH networks is Wave [57] . Wave has the goal to compute a TSCH

schedule, minimizing the number of necessary slots. To this end,

each node needs to know its parent, the set of its conflicting nodes

as well as their traffic demands. Wave builds the network sched-

ule by constructing a series of waves, i.e., matrixes composed of

a certain number of cells (slot, channel offset) to accommodate

packet transmissions. Basically, at the network startup, the coor-

dinator sends a START message to trigger the computation of the

first wave. When a node receives the START message and has the

highest priority among its conflicting nodes (since each node has

an assigned priority depending on the number of packets it still

has to transmit), it assigns to itself a cell in the wave and notifies

its conflicting nodes by sending an ASSIGN message. Then, the pro-

cess repeats until all the nodes have selected a cell in the wave to

transmit their first packet. When the computation of the first wave

is completed, the coordinator sends a REPEAT message to trigger

the construction of the second wave. The second wave (as well as

all the successive ones) is a copy of the first wave, where the slots

that are no more needed by any node are removed. In total, Wave

constructs a number of consecutive waves equal to the maximum

number of packets a single node in the network has to transmit.

The authors compared the performance of Wave with that of an

optimal algorithm, in a number of different scenarios. The results

show that Wave provides performance similar to the optimal algo-

rithm. An extension of Wave, where subsequent waves overlap in

time has been presented in [58] . 

Differently from the previous solutions, DeTAS [59] specifically

addresses multi-sink networks. Essentially, DeTAS is the distributed

version of TASA [51] and aims at building a conflict-free TSCH

schedule for RPL-organized networks having multiple sinks. The

authors consider the case where every node in the network needs

to send its data to one specific sink. Hence, multiple Routing

Graphs exist in the network, each of which is rooted at a differ-

ent sink node. For each Routing Graph, DeTAS constructs a micro-

schedule accommodating the transmissions of the nodes belonging

to it. Then, the different micro-schedules are composed to form a

global macro-schedule. To avoid interference between nodes be-

longing to different Routing graphs, each micro-schedule is built

using a dedicated set of 3 channels. It follows that at most 5

micro-schedules can be scheduled in parallel. In addition, micro-

schedules are built in such a way that reception and transmis-

sion slots alternate at each node. The authors compared the per-

formance of DeTAS and that of TASA, in terms of maximum queue

occupancy. The results show that DeTAS provides a lower queue

occupancy with respect to TASA. In addition, the queue sizes result

to be practically deterministic. The same authors in [61] present

an implementation of DeTAS in the OpenWSN protocol stack. They

analyze its performance in terms of end-to-end latency, reliability

and duty-cycle by means of experimental measurements, showing

its effectiveness even in real environments. 

4.2.7. Impact of network monitoring 

Both centralized and distributed scheduling solutions for TSCH

networks require up-to-date information about the status of com-

munication links in order to construct a high-quality schedule. In

[62] the authors focus on evaluating the impact of network mon-

itoring in TSCH networks. They propose to piggy-back network

health status information in regular data frames, using a specific

Information Element. Then, the cost of network monitoring has

been evaluated both in centralized and distributed scheduling sce-

narios. The results show that the overhead introduced by network
onitoring is significantly higher in centralized solutions than in

istributed ones. This is because in centralized solutions status in-

ormation of each link need to be reported to the central sched-

ler requiring, on average, many transmissions. Conversely, in dis-

ributed solutions less transmissions are performed since link sta-

us information needs to be known by the link local neighborhood

nly. Finally, the authors highlight that mechanisms for in-network

rocessing are needed in order to reduce the monitoring overhead.

.2.8. Autonomous scheduling 

In many scenarios network traffic is usually unpredictable. Also,

odes join and leave the network frequently and typically gen-

rate different amount of data. Many centralized and distributed

cheduling solutions for TSCH networks assume static network

opologies and require that the traffic pattern of each node is

nown a priori. Thus, they are not suitable for dynamic networks.

otivated by these considerations, in [63] the authors propose Or-

hestra , a solution for autonomous scheduling of TSCH transmis-

ions in RPL-based networks. In Orchestra, nodes compute their

wn transmission schedule, without relying on any central or dis-

ributed scheduling entity. In addition, Orchestra does not require

ny negotiation, signaling or multi-hop path reservation between

odes. Basically, Orchestra introduces an abstraction layer over

SCH. It is based on a virtual multi-slotframe structure that can

ccommodate different traffic types, such as TSCH beacons, RPL

raffic or application data. Virtual slotframes are composed of a

umber of virtual Orchestra slots. However, an Orchestra slot does

ot correspond to a single TSCH timeslot. In fact, according to the

btained RPL information, an Orchestra slot can be mapped into

one, one or more TSCH slots. This way, for instance, a single vir-

ual slot can be used by a node to communicate with all its chil-

ren or its preferred parent. In order to determine which TSCH

lots associate to a particular virtual slot, Orchestra considers an

ash function calculated on the MAC addresses of the node and its

eighbors. This allows to reduce contention or even eliminate it in

ertain cases. The authors implemented Orchestra in the Contiki OS

nd tested its performance in two different testbeds. Their results

how that Orchestra achieves an end-to-end delivery ratio higher

han 99.99% and, compared to state-of-the-art asynchronous low-

ower MAC protocols, Orchestra improves reliability by two orders

f magnitude while obtaining a similar latency-energy balance. 

.3. 6TiSCH IETF working group 

In the perspective of the future Internet of Things (IoT) it is

mportant to integrate TSCH within the IoT protocol stack. To this

nd, the 6TiSCH working group has been created by the IETF with

he goal to enable IPv6 over TSCH [64–69] . Specifically, the tar-

et of 6TiSCH is to provide mechanisms for combining the high

eliability and low energy consumption of TSCH with the ease

f interoperability and integration offered by the IP protocol. In

TiSCH, the TSCH MAC mode is placed under an IPv6-enabled pro-

ocol stack, running IPv6 over Low-Power Wireless Personal Area Net-

ork (6LoWPAN), the IPv6 Routing Protocol for Low-Power and Lossy

etworks (RPL), and the Constrained Application Protocol (CoAP).

o properly integrate TSCH with upper layer protocols, 6TiSCH is

efining a new functional entity in charge of scheduling TSCH

ime slots for frames to be sent on the network. In fact, while

EEE.802.15.4e standard defines the mechanisms for a TSCH node

o communicate, it does not define the policies to build and main-

ain the communication schedule, match that schedule to the

ulti-hop paths maintained by RPL, adapt the resources allocated

etween neighboring nodes to the data traffic flows, enforce a dif-

erentiated treatment for data generated at the application layer

nd signaling messages needed by 6LoWPAN and RPL to discover 
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Fig. 6. 6TiSCH Architecture (left) and 6TiSCH Protocol Stack (right). 
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eighbors and react to topology changes. In the following, we de-

cribe the details of the 6TiSCH architecture and protocol stack as

ell as the scheduling and routing mechanisms that are currently

nder definition by part of the 6TiSCH working group . 

.3.1. 6TiSCH architecture 

The 6TiSCH working group considers a Low Power Lossy Network

LLN) composed of hundreds to thousands of nodes deployed in a

ertain physical environment and using TSCH at the MAC layer. All

he nodes in the network belong to the same IPv6 subnet, com-

unicate over IPv6 and use the 6LoWPAN Header Compression

6LoWPAN HC) to transmit packets. To allow the network to scale

p to the thousands of nodes and be seen as a single IPv6 sub-

et, the presence of a high-speed backbone (e.g., a wireless mesh

etwork using 802.11) spanning the entire physical environment is

ssumed. The backbone provides a fast infrastructure to intercon-

ect and synchronize all the nodes. Constrained nodes are attached

o the backbone through one or multiple Backbone Routers (BBRs)

hile the entire backbone is connected to the Internet through a

ateway . Fig. 6 left shows the overall architecture. 

.3.2. 6TiSCH protocol stack 

6TiSCH aims to combine the IEEE 802.15.4 PHY and IEEE

02.15.4e TSCH MAC layers with higher IETF layers (i.e., 6LoW-

AN, RPL, CoAP, etc.) so as to create an open-standard based pro-

ocol stack for deterministic IPv6-enabled wireless mesh networks.

he 6TiSCH protocol stack is depicted in Fig. 6 right. CoAP enables

ESTful interactions with nodes of the network, RPL constructs

nd maintains a routing topology while 6LoWPAN compacts IPv6

eaders to reduce the size of packets to transmit over the wire-

ess medium. Finally, TSCH provides high and deterministic perfor-

ance. 

To allow IETF protocols to operate on top of TSCH in an opti-

al way, some missing gaps need to be filled. Specifically, a new

ublayer, called 6top, is under definition by the 6TiSCH WG. The

top sublayer works on top of TSCH and allows a Management En-

ity (ME) to control the TSCH schedule, e.g., to add or remove links

namely cells , according to the 6TiSCH terminology). In addition,

top collects connectivity information that can be useful for up-

er layers (e.g. RPL) and monitors the performance of cells so as

o allow to reschedule them if they are not behaving as expected.

top has been designed to be used both with centralized and dis-

ributed scheduling approaches. To this end, it classifies each cell
s either a hard cell or a soft cell. A hard cell cannot be dynamically

eallocated by 6top since it is typically installed and removed by

he central scheduler entity. Conversely, soft cells can be dynam-

cally rearranged by 6top if they have bad performance. Soft cells

re usually installed by distributed algorithms working over 6top.

owever, scheduling algorithms only indicate to 6top how many

oft cells need to be scheduled towards a certain neighbor. Then,

t is the responsibility of 6top to map each cell to a certain (slot,

hannel offset) in the TSCH schedule (6top will use the soft cell

egotiation procedure described in [70] to perform this task). In

ddition, since a 6TiSCH network can transport different types of

raffic (possibly with different QoS requirements), 6top can mark

ells with different labels so as to identify different traffic flows,

hus allowing for flow isolation. In detail, when a packet enters the

TiSCH network, the 6top layer of the ingress node identifies the

ervice class the packet belongs to, and marks it accordingly. Then,

asing on the assigned label, each node inside the 6TiSCH network

an decide the cell during which to transmit the packet. 

.3.3. Scheduling and routing 

6TiSCH considers three different modes for building and main-

aining the TSCH schedule, namely minimal scheduling, centralized

cheduling and distributed scheduling. In minimal scheduling , the

SCH schedule is static and either preconfigured or learnt by a

ode at joining time. The minimal schedule can be used during

etwork bootstrap or when a better schedule is not available. The

TiSCH minimal configuration draft [71] reports a description of

he minimal schedule to use in 6TiSCH networks. In centralized

cheduling [72] , a specific entity in the network called Path Compu-

ation Element (PCE) , collects network state information and traffic

equirements of all the nodes. Then, it builds the schedule, making

ure that the QoS requirements of all the network flows are met.

inally, it installs the schedule into the network. 6TiSCH will define

he protocols to be used to exchange messages between the PCE

nd the nodes in the network and the format of the control mes-

ages to be exchanged. In distributed scheduling [61] , nodes agree

n a common schedule by using distributed multi-hop schedul-

ng protocols and neighbor-to-neighbor scheduling negotiation. In

etail, a reservation protocol will be used to transport QoS re-

uirements along a certain path. Then, the 6top sublayer at each

op of the path will be responsible to start a negotiation with

he next hop node to decide which and how many cells allocate

o satisfy the QoS requirements of the path. The 6TiSCH WG is 
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Table 2 

TSCH: main research fields and contributions. 

Performance analysis [ 35 , 36 , 38 ] 

Network synchronization [39,40] 

Network formation [41–43] 

Support to node mobility [44–46] 

Adaptive Chanel hopping [49,50] 

Link scheduling Centralized 

[ 51 –54 ] 

Distributed 

[55–59,61] 

Impact of Network monitoring [62] 

Autonomous scheduling [63] 

6TiSCH [61,64–73] 
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currently identifying which protocols could be used to transport

QoS requirements. Also, strategies for cells allocation are under

definition. In this context, in [73] , an On-the-Fly (OTF) bandwidth

reservation mechanism is presented. Basically, OTF is an algorithm

that aims at adapting the TSCH schedule of a node to its ac-

tual transmission requirements. It is run locally by each node and

leverages the 6top sublayer. In detail, OTF constantly monitors the

amount of data being sent towards each of the node’s neighbors,

and if this amount becomes too large (small) compared to the

number of cells scheduled to that neighbor, OTF asks 6top to add

(delete) cells. OTF has been implemented in OpenWSN and showed

to be able to adapt the TSCH schedule to time-varying traffic loads,

providing low end-to-end latency and high communication relia-

bility. 

Regarding the routing layer, once again the 6TiSCH architecture

aims at enabling both distributed and centralized routing solutions

over a dynamic communication schedule. Pros and cons of the two

approaches are similar to the ones already presented for central-

ized and distributed TSCH scheduling solutions, in Section 4.2.6 . 

4.4. Summary & open issues 

TSCH is a new MAC protocol that combines time-slotted ac-

cess with multichannel and channel hopping capabilities. These

advanced features, as well as its ability to easily support mesh net-

works, make TSCH one of the most promising technologies to en-

able the future Internet of Things. TSCH has received a strong at-

tention from the research community, as it can be observed from

Table 2 that summarizes the main research contributions regarding

TSCH. 

Also, some commercial products using TSCH technology are al-

ready available for end-users (e.g., SmartMesh IP [37] ). Despite this,

many open issues and problems still remain to be addressed. First,

the majority of works on TSCH networks focus on a converge-

cast scenario where a number of nodes need to deliver their data

to a central network coordinator. While this is a relevant sce-

nario, with the advent of IoT, node-to-node communication will

become a common traffic pattern (if not the most common one).

To properly support such kind of traffic, a strong research ef-

fort is needed. In particular, lightweight scheduling and routing

solutions to quickly establish node-to-node paths in TSCH net-

works should be designed. Another aspect of TSCH that needs to

be optimized/improved is the network formation process. In fact,

in the near future, the majority of nodes will be mobile (think

for instance to sensors attached to human-body or smart objects

moved from one room to the other) and, hence, frequent joins and

leaves of nodes will occur. Current solutions for network forma-

tion assume that joining nodes have their radio always on while

joining. Conversely, it is likely that many TSCH nodes will use

a duty-cycling mechanism while joining, in order to save their

energy. Hence, state-of-the-art solutions could result inappropri-

ate or inefficient for future real network scenarios. Finally, secu-
ity in TSCH networks merits special attention. Specifically, despite

ime-synchronization allows to save a significant amount of energy

y allowing sender-receiver couples to synchronize their wake-up

imes, it also makes the network more prone to jamming attacks.

his is because an attacker can easily identify possible transmis-

ion points (i.e., the start-time of transmission slots). In particular,

t can activate its radio for a reduced amount of time and save

ts energy. Thus, solutions to make TSCH communications unpre-

ictable by part of an attacker should be defined. 

. DSME (deterministic and synchronous multi-channel 

xtension) 

The Deterministic and Synchronous Multi-channel Extension

DSME) has been designed for all those critical applications that re-

uire deterministic delay and high reliability , in addition to flexibility

nd adaptability to time-varying traffic and operating conditions. In

his perspective, DSME is particularly suitable for many industrial,

ommercial and healthcare applications, such as factory automa-

ion, home automation, smart metering, smart buildings and pa-

ient monitoring. 

DSME derives from the Beacon Enabled mode defined in the

ormer IEEE 802.15.4 standard [12] , but introduces many remark-

ble enhancements. Like in the IEEE 802.15.4 Beacon Enabled

ode, time is divided into Contention Access Periods (CAPs) and

ollision Free Periods (CFPs, see Fig. 1 ). As mentioned in Section 2 ,

uring CAPs, nodes use a slotted CSMA-CA (or ALOHA) algorithm

or channel access, while during CFPs they use Guaranteed Time

lots (GTSs), in a TDMA style. Compared to the IEEE 802.15.4 stan-

ard, DSME extends the number of GTS timeslots and increases

he number of frequency channels used (previously limited to only

ne). By adopting a versatile multi-superframe structure, DSME

nsures the necessary flexibility to accommodate both periodic

nd aperiodic (or event-driven) traffic, even in large multi-hop

etworks. Besides, thanks to two channel diversity strategies,

SME can select dynamically the best communication channels, so

s to guarantee robustness and high reliability even in time-varying

hannel conditions. 

In DSME mode, neighboring nodes can communicate in a point-

o-point fashion. Specifically, DSME allows to establish dedicated

inks between any two nodes of the network, resulting in an ideal

olution for covering multi-hop mesh networks with deterministic

atency . DSME is scalable and does not suffer from a single point

f failure because beacon scheduling and slot allocation are per-

ormed in a distributed manner, without relying on any central

ntity. Moreover, since each pair of nodes can autonomously allo-

ate or deallocate GTS slots according to their needs, DSME is able

o quickly adapt to time-varying traffic and changes in the network

opology , without requiring a slot scheduling computation. This is a

ajor difference with TSCH. In fact, DSME can be profitably used in

ll those cases in which the number of nodes in the network or the

enerated traffic change over time, e.g., as an answer to an exter-

al event. For instance, we may consider a surveillance system that

ncreases the bitrate of the video stream when a movement is de-

ected, or a pollution monitoring system that decreases the sample

ime when guard levels are exceeded. In a TSCH network, instead,

very variation in the topology or in the exchanged traffic would

equire to compute again the timeslot schedule, an operation that

s not always possible and can require the execution of complex

lgorithms and a significant packet exchange among nodes. Finally,

SME supports a group acknowledgement option that allows to

ggregate the acknowledgements of multiple data frames into a

ingle ACK frame, thus improving the energy efficiency . 

Given the large variety of options and features, DSME turns out

o be one of the most complex modes defined in the IEEE 802.15.4e

tandard. In the following its main characteristics are described.  
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Fig. 7. Example of DSME (mesh) network. 
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.1. Description 

In this section we describe the main components of DSME.

irst, we present the DSME multi-superframe structure and de-

cribe how DSME uses EBs. Then, we introduce both the DSME

hannel diversity modes and the DSME Group ACK mechanism. Fi-

ally, we describe how GTSs are managed. 

.1.1. Multi-superframe structure 

In a DSME network (see Fig. 7 ), some nodes – referred as

oordinators – periodically transmit an EB, used to keep all the

odes synchronized and allow new nodes to join the network. The

ime between two subsequent EBs sent by the same coordinator is

alled Beacon Interval (BI). The latter is composed of several super-

rames . Differently from the IEEE 802.15.4 standard, in DSME there

re no inactive periods. Therefore, superframes follow one another

eamlessly. Within a Beacon Interval, it is possible to define cy-

les of repeated superframes, called multi-superframes , as shown in

ig. 8. 

Like in the IEEE 802.15.4 Beacon Enabled mode, each super-

rame is divided in 16 equally spaced slots (numbered from 0 to

5) and is composed of three parts namely an Enhanced Beacon

lot, a Contention Access Period (CAP) and a Collision Free Period

CFP). 

Slot 0 is used to transmit EBs. In particular, each coordinator

ransmits its EBs only during a superframe that is assigned to it

hrough a distributed scheduling mechanism (see next section). 

The CAP starts immediately after the EB and ends before slot

. It is typically used to transmit control messages and urgent

r aperiodic data. During the CAP, nodes use a slotted CSMA-CA

or ALOHA) algorithm for medium access. Both the EB and all the

rames sent during the CAP are transmitted using the same chan-

el (the one chosen by the PAN coordinator to form the network

nd used by nodes to associate). Differently from IEEE 802.15.4, any

air of nodes located within transmission distance can communi-

ate using CAP. Therefore, nodes are required to be always on, for

he entire duration of the CAP. 

The remaining 7 slots compose the CFP, that is located at the

nd of the superframe (slots 9-15). Each slot inside the CFP repre-

ents a DSME Guaranteed Time Slot (DSME-GTS) and is exclusively

edicated to transmissions from a specific source node to a spe-

ific destination node. Since there is no contention for accessing

he channel, CFP is mainly used to transmit periodic traffic and

ata frames whose latency must be predictable. Multiple transmis-

ions can be accommodated during the same DSME-GTS by using

ifferent channels, thus significantly increasing the capacity of the

etwork. In order to identify a particular DSME-GTS, each super-

rame inside a multi-superframe has an associated ID. In addition,

SME-GTSs are numbered (i.e., have a Slot ID), based on their po-

ition inside the CFP. Therefore, a DSME-GTS can be referred inside

 multi-superframe through the pair (Superframe ID, Slot ID). 

As mentioned above, nodes need to remain active during all the

AP duration. In order to save energy, DSME provides the CAP Re-
uction mechanism. When CAP reduction is enabled only the first

uperframe of each multi-superframe presents the CAP, whereas in

he other superframes the CAP is omitted and the CFP consists of

5 DSME-GTSs (see Fig. 9 ). 

The time structure described above is regulated by some

arameters – namely macSuperframeOrder (SO), macMultisuper- 

rameOrder (MO) and macBeaconOrder (BO) – with 0 ≤ SO ≤
O ≤ BO ≤ 14 – that determine the duration of superframes,

ulti-superframes and Beacon Intervals, respectively. Specifically,

he length of a superframe is equal to aBaseSuperframeDura-

ion × 2 SO symbols, the length of a multi-superframe is equal to

BaseSuperframeDuration × 2 MO symbols and the length of a bea-

on interval is equal to aBaseSuperframeDuration × 2 BO symbols,

here aBaseSuperframeDuration is a constant equal to 960. It

ollows that a Beacon Interval consists of 2 BO −SO superframes,

hereas a multi-superframe includes 2 MO −SO superframes. For in-

tance, in the multi-superframe structures shown in Fig. 8 and

ig. 9 , SO = 5, MO = 7 and BO = 8. 

The values of SO, MO and BO are chosen by the network de-

igner and included in the DSME PAN Descriptor Information Ele-

ent of all the EBs that are sent in the network. Obviously, these

arameter values must be decided carefully, according to the re-

uirements of applications and the network configuration. For in-

tance, the value of SO influences both the duration of CAP and

SME-GTSs. Therefore, it should be chosen in such a way to obtain

 sufficiently large CAP to allow proper contention resolution, and

ufficiently large DSME-GTSs to accommodate data frames. Simi-

arly, MO determines the number of DSME-GTSs available in each

ulti-superframe, but also influences the latency of transmissions.

.1.2. Enhanced beacons 

EBs are sent by each coordinator in the network at regular in-

ervals. Generally, they are directly transmitted over the wireless

edium at the beginning of the superframe (during the dedicated

B slot), without CCA or Backoff. However, EBs may experience a

ollision due to interference with other devices outside the DSME

etwork. In this case, a coordinator can use the Deferred Beacon

ption to reduce the collision probability and improve the reliabil-

ty of the beacon transmission. Basically, when this option is en-

bled, the coordinator performs a CCA before sending the beacon.

he latter is sent only if the CCA confirms the channel is clear. 

Each EB sent in a DSME network includes a special field, namely

SME PAN Descriptor Information Element , that contains all the in-

ormation regarding the superframe structure (i.e., SO, MO and BO)

nd the enabled options (e.g., Channel diversity mode, CAP Reduc-

ion, Deferred beacon, Group ACK, etc.). This way, by receiving an

B, each node can extract the necessary parameter values for cor-

ectly operate in the network. An EB also contains the SDIndex of

he current superframe, i.e., a number used to identify the super-

rame inside the Beacon Interval. This index starts from 0, that rep-

esents the superframe used by the PAN coordinator to transmit its

Bs. 

In addition, EBs are used to maintain global time synchroniza-

ion in the PAN. To this end, each node in the network must as-

ociate with a coordinator and track its EBs. In detail, when a new

ode joins the network, it starts a passive channel scan over a given

ist of channels. Specifically, it listens for EBs sent by the network

oordinators for a period equal to the maximum possible Beacon

nterval period (BO = 14). If no EBs are received in this time, the

ode switches to the next channel in the list and waits again. Upon

iscovering its neighbor coordinators, the node associates with one

f them. The latter becomes its time synchronization parent . 

Each coordinator transmits its EBs during a specific superframe

n the Beacon Interval, determined through a distributed schedul-

ng algorithm. Basically, a coordinator that has already joined the

etwork shares its beacon schedule information through its EBs. In 
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Fig. 8. DSME multi-superframe structure. 

Fig. 9. DSME multi-superframe structure with CAP Reduction enabled. 
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practice, it sends a bitmap sequence (with a length equal to the

number of superframes inside the BI), indicating the usage of EB

slots by its one-hop neighbors. A bit in the bitmap is set to one if

the corresponding EB slot is already used for beacon transmission.

A prospective coordinator searches for an EB slot marked as 0 in all

the bitmaps it receives (in fact, it can receive more EBs from differ-

ent coordinators during a BI). Once a vacant beacon slot has been

found, the new coordinator starts using it as its own EB slot. In ad-

dition, it transmits a DSME-Beacon Allocation Notification command

during the CAP, in order to inform its neighbors about the slot al-

location. Of course, a collision occurs if two or more nodes try to

compete for the same EB slot. For instance, this can happen if two

nodes are hidden to each other and cannot listen to each other’s

transmissions. In this situation, known as hidden node problem , the

common neighbors of the two nodes will receive the DSME-Beacon

Allocation Notification commands of both nodes. To avoid that the

same EB slot is assigned to more than one node, a DSME-Beacon

Collision Notification is sent to the node that has notified later, so

as to make it choose a different EB slot. 

5.1.3. Channel diversity 

In order to provide multi-channel communication during

DSME-GTSs, DSME offers two channel diversity methods, namely

Channel Adaptation and Channel Hopping . A DSME network must

decide which one of the two methods to use, and announce the

choice through a specific flag in EBs. 

When the Channel Adaption mode is used, two neighboring

nodes can decide to communicate with each other using any of

the free available frequency channels. The channel to be used is

decided during the DSME-GTS allocation phase (see the follow-

ing section), taking into account the channel quality estimated by

the two nodes. Basically, each time the allocated DSME-GTS starts

(even in subsequent multi-superframes), the two nodes have to

switch to the channel negotiated during the allocation. The channel

used in a DSME-GTS does not change over time, unless its quality

degrades. In this case, it is recommended that the DSME-GTS is

deallocated and replaced with a new DSME-GTS with better link

quality. An example of the use of Channel Adaptation is illustrated

in Fig. 10 . In this example, during the second superframe, nodes

1 and 4 use physical channel 12 in slots 0 and 1 and, then, they

switch to physical channel 11 on slot 4. Please note that the sched-

ule repeats among subsequent multi-superframes. 

In Channel Hopping mode, nodes change the communication

channel at each DSME-GTS, following a predefined sequence called

Hopping Sequence . Although the Hopping Sequence is the same for

all the nodes in the network (it is decided by the PAN coordina-
or), different nodes start hopping from different positions in the

equence. The starting position of a node depends on the Channel

ffset , i.e., an integer chosen for each node during its association to

he network (avoiding that the same channel offset is assigned to

eighboring nodes). When two nodes want to communicate, the

ransmitting node has to switch to the channel used by the re-

eiver. This represents the main difference between the channel

opping mechanisms of DSME and TSCH: in TSCH the channel off-

et is chosen on a per-link basis and is agreed by all the nodes

hat use the link, conversely, in DSME, each node has its own

xed channel offset and the sender must use the channel offset of

he receiver. Also, the formula to derive the channel frequency to

e used for communication is different. Specifically, the frequency

hannel C to be used during a DSME-GTS can be determined as

ollows: 

 = macHoppingSequenceList[(i + j × l + macChannelO f f set 

+ macPANCoordinatorBSN) % macHoppingSequenceLength ] 

here: macHoppingSequenceList represents the channel hopping se-

uence. Basically, the position to be considered in the sequence de-

ends on the following parameters: 

(i) i : Slot ID of the considered DSME-GTS; 

(ii) j : SDIndex of the superframe of the considered DSME-GTS; 

(iii) l : is equal to 15 if CAP Reduction is enabled and j is not zero,

or 7 otherwise; 

(iv) macChanneloffset : channel offset of the receiver node; 

(v) macPANCoordinatorBSN : sequence number of the EB sent by

the PAN Coordinator; 

(vi) macHoppingSequenceLengt : length of the hopping sequence. 

An example of the schedule of channels and DSME-GTSs with

hannel Hopping mode is illustrated in Fig. 11 . In this example, the

opping Sequence is {1, 2, 3, 4, 5, 6} and two nodes, namely Node

 and Node 2, use Channel Offset values 0 and 2, respectively. We

an observe that the two nodes use all the channels of the Hopping

equence over time. 

.1.4. Group ACK 

DSME provides a group Acknowledgement option that can be

rofitably used when nodes in the network need to send periodic

raffic towards their coordinators. Basically, when group ACK is en-

bled, the coordinator uses a single DSME-GTS to aggregate, in just

ne frame, all the acknowledgments for data frames received in

he previous DSME-GTSs. Also, the group ACK option allows coor-

inators to specify a DSME-GTS (inside the multi-superframe) in 
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Fig. 10. Channel usage of DSME-GTSs in Channel Adaptation. 

Fig. 11. Channel usage of DSME-GTSs in Channel Hopping. 
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hich those frames that have not been correctly received by the

oordinator can be retransmitted. 

This way, group ACK achieves a twofold benefit. First, it im-

roves the energy efficiency, since the coordinator does not have to

cknowledge each received frame. Second, by providing a retrans-

ission opportunity within the same multi-superframe, it allows

o reduce the latency. This can be a crucial requirement for many

pplications. 

Group ACK works as follows. When the application running on

 coordinator enables the group ACK option, the coordinator al-

ocates two DSME-GTSs, namely GACK1 and GACK2, that will be

sed to send acknowledgment frames to the associated nodes. In

articular, GACK1 is used to acknowledge the data frames received

etween slot 0 and GACK1, while GACK2 is used to acknowledge

ata frames received between GACK1 and GACK2. From this mo-

ent, the beacons sent by the coordinator will indicate that the

roup ACK option is active (through a specific flag) and will con-

ain the superframe and slot IDs of both GACK1 and GACK2. 

To take advantage of the GACK feature, a node must allocate

wo DSME-GTSs towards the coordinator: one before GACK1 and

ne between GACK1 and GACK2. The former is used to transmit a

rame, whereas the latter, called DSME-GTSR (i.e., GTS for Retrans-

ission), is used for retransmission in case of failure on the first

ttempt. When the node transmits the frame to the coordinator, it

nows that it will not receive an immediate acknowledgment, but

t has to wait for the GACK1 slot. During GACK1, the coordinator

ends a bitmap containing an entry for each DSME-GTS from the

eginning of the multi-superframe. If a bit in the bitmap is equal

o 1, it means that a data frame was correctly received by the coor-

inator during the corresponding DSME-GTS. Therefore, by check-

ng the bitmap, the node can understand if its transmission failed.

n this case, it can retransmit its data frame using the DSME-GTSR.

nce again, the node will find out the outcome of the retransmis-

ion by parsing the bitmap sent by the coordinator during GACK2. 

.1.5. DSME-GTS management 

The DSME-GTS functionality allows a pair of neighboring nodes

o operate on a channel within a reserved portion of the super-

rame, being sure that no other node of the network will interfere

ith the communication. A DSME-GTS must be allocated before
se. Specifically, it is the destination node that decides whether to

llocate a DSME-GTS based on the requirements of the DSME-GTS

equest sent by the source node and the current slot availability. In

ase of a multi-hop flow, DSME-GTSs should be allocated sequen-

ially on each hop to reduce the end-to-end delay. Each DSME-GTS

an be deallocated at any time by one of the two communicat-

ng nodes. In addition, a DSME-GTS can expire if ( i ) the transmit-

er node does no longer use the DSME-GTS, ( ii ) the receiver node

oes not receive any data frame for macDSMEGTSExpirationTime (7

y default) consecutive multi-superframes, ( iii ) the link quality is

ad, i.e., no acknowledgment frame is received for macDSMEGTSEx-

irationTime consecutive multi-superframes. In all these cases, the

SME-GTS must be deallocated. 

In order to manage the DSME-GTSs, each node stores two data

tructures, namely DSME Allocation Counter Table and DSME Slot Al-

ocation Bitmap . In detail, the former is a table containing the fol-

owing data for each DSME-GTS allocated to the node: 

• Superframe ID . 

• Slot ID . 

• Channel ID . In channel adaptation, this field contains the Chan-

nel number (i.e. the physical channel) of the DSME-GTS. In

channel hopping, it contains the Channel Offset of the receiv-

ing node. 

• Direction , i.e., Transmission or Reception. 

• Type , i.e., regular, DSME-GTSR, GACK1 or GACK1 (see previous

section). 

• Priority level , i.e., High or Low. 

• Address of the node at the other end of the communication. 

• Idle counter , i.e., the number of idle multisuperframes since the

last usage of the DSME-GTS. 

• Link Quality . 

Conversely, the DSME Slot Allocation Bitmap is a bitmap used to

tore which DSME-GTSs in the multi-superframe have been allo-

ated to the node and its one-hop neighbors. In channel adapta-

ion mode, this bitmap contains a bit for each possible pair ( ch, ts ),

ndicating whether the physical channel ch , during GTS ts , is used

 1 ) or not (0). For instance, for a superframe containing 7 GTSs, the

itmap contains 7 × 16 = 112 bits. Instead, in channel hopping

ode, since only the channel specified by the Hopping Sequence 
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Fig. 12. Example of a handshake for DSME-GTS allocation. 
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can be used during a GTS, the bitmap is smaller and simply indi-

cates if each GTS in the multi-superframe is used or free. 

The scheduling of DSME-GTSs is performed in a fully dis-

tributed way. Specifically, the allocation of a DSME-GTS consists in

a three-step handshake. As normal for command frames, messages

are exchanged during the CAP. Let us consider the situation illus-

trated in Fig. 12 , where node A needs to allocate a DSME-GTS to

communicate with node B (in channel hopping mode). 

(a) Step 1, Request . Initially, node A transmits a DSME-GTS RE-

QUEST command frame to node B. In its request, node A

must specify ( i ) the request type (in this case Allocation),

( ii ) the direction of the communication (i.e., transmission

or reception), ( iii ) the preferred Superframe ID and ( iv ) the

preferred Slot ID for DSME-GTS allocation, ( v ) the number

of requested DSME-GTSs, ( vi ) the priority of the DSME-GTS,

and ( vii ) a DSME-GTS SAB Sub Block . Specifically, this last

field contains a subset of the bitmap described above (i.e.,

the Slot Allocation Bitmap), and is used to inform node B

about the slots that can be used for allocation. Two further

fields in the request frame specify the length and starting

point of the DSME-GTS SAB Sub Block. After transmission,

node A waits for a reply command frame from node B for at

most macMaxFrameTotalWaitTime symbols. If the reply frame

is not received within this time frame, the allocation is as-

sumed to be failed. 

(b) Step 2, Reply . Upon receiving a request, node B answers

with a REPLY command frame. This frame is broadcast, even

though its payload contains the address of node A. At this

point, node B must decide which GTS to allocate to node A.

If channel adaptation mode is enabled, it must select also

the channel to use. It is recommended that the preferred

Superframe ID and the preferred Slot ID indicated by the

requesting node are taken into consideration for slot allo-

cation. If the preferred slot is not available, the next one is

considered, and so on. Specifically, node B compares the re-

ceived bitmap with its own, in order to find a number of

common free slots (i.e., slots marked as 0 in both) equal to

the requested number of DSME-GTSs. If DSME-GTSs compat-

ible with the slot schedule of both nodes are found, node B

updates its two data structures in order to include the just

allocated DSME-GTSs, and a status flag is set to SUCCESS in

the reply frame. In addition, the reply frame will contain the

indication about which slots have been newly allocated. In
channel hopping mode, it will also include the channel off-

set of node B. 

(c) Step 3, Notify . When node A receives the reply command

frame, if the status value is SUCCESS, it adds the newly

allocated DSME-GTSs (indicated in the received frame) to

its data structures. Then it broadcasts a NOTIFY command

frame. The notify frame payload contains the address of

node B and, once again, indicates the slots that have just

been allocated. 

If a node other than A or B (e.g., nodes C and D in Fig. 12 ) re-

eives a successful REPLY or NOTIFY frame, its address will differ

rom the one contained in the frame payload. In this case, the node

ust check if the newly allocated slots – specified in the received

ommand frame – are conflicting with the slots that the node has

llocated for itself. If so, the node sends a request command frame

f type Duplicated Allocation Notification to the source of the re-

eived command. This command is used to inform the source of

he reply or notify frame that the allocation performed is not valid

since the slot was already used) and must be undone. Otherwise,

f there is no conflict, the node just updates its bitmap. This way,

ll the neighbors of both node A and node B can take note of the

llocated DSME-GTSs. 

Deallocation and duplicated allocation notification operations

ollow a similar three-message exchange. 

.2. Literature review 

.2.1. Performance comparisons with other MAC protocols 

The first studies about DSME consisted in performance com-

arisons with the original 802.15.4 MAC protocol. These studies

learly show that DSME overcomes the well-known limitations of

he former standard version, while providing significant perfor-

ance improvement. For instance, in [74] , the authors evaluate and

ompare the performance of DSME with that of the IEEE 802.15.4

lotted CSMA-CA MAC protocol, both in single-hop and multi-hop

cenarios. They consider a monitoring application with periodic

ata traffic, and, in order to evaluate DSME, assume that data

rames are transmitted in scheduled DSME-GTSs and not during

he CAP. Simulation results confirm the 802.15.4 CSMA-CA unre-

iability problem already known in the literature (e.g., [31] ), show-

ng that the provided throughput quickly tends to 0 as the number

f connected nodes increases. They also show that the through-

ut provided by DSME is limited only by the number of available

SME-GTSs in the multi-superframe. Therefore, DSME can always 
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ssure a minimum throughput, that can be raised by enabling the

AP Reduction option (i.e., increasing the number of DSME-GTSs

n the multi-superframe). This difference is much more relevant

n a multi-hop scenario. In this case, DSME can exploit its multi-

hannel capabilities to allow simultaneous transmissions, whereas

02.15.4 CSMA-CA can rely just on a single channel, thus provid-

ng a lower throughput (up to 12 times if DSME CAP Reduction is

nabled). Even in terms of energy efficiency, CSMA-CA exhibits an

ncrease in the energy consumption when the number of network

odes increases, since carrier sensing operations and collisions oc-

ur more frequently. On the other hand, DSME shows a significant

ower consumption, as, in reserved DSME-GTSs, collisions cannot

appen and carrier sensing is not needed. However, the analysis is

omehow incomplete, since energy consumption during CAP is not

aken into account in the evaluation of DSME. 

In [75] , the same authors extend the comparison, by consider-

ng the case of external WiFi interference. They consider a single

nterfering WiFi source and study the error frame rate introduced

n the DSME network, for different traffic loads and power levels

f the WiFi transmission. Simulation results show that, in DSME,

he frame error rate cannot exceed 25%. This is due to the fact that

 WiFi channel (as defined in the IEEE 802.11b standard) can over-

ap to at most four of the channels used in IEEE 802.15.4e (out of

6). Hence, using the diversity modes provided by DSME, it is pos-

ible to exploit the channels that are not affected by WiFi trans-

issions to communicate without interferences. Conversely, once

gain, the performance of 802.15.4 CSMA-CA depends on the num-

er of nodes in the network and quickly degrades when the WiFi

raffic or the WiFi transmission power increases. This is due to the

act that the WiFi interference affects the channel occupation, ex-

cerbating the contention of nodes for accessing the medium. In

onclusion, in all the considered scenarios, DSME has proven to be

uch more resistant to interference than 802.15.4. 

When referring to IEEE 802.15.4, the most common MAC pro-

ocol used during the CAP is the CSMA-CA. However, the standard

lso allows to use Aloha. Hence, [76] presents a performance com-

arison, based on both analysis and simulation, between 802.15.4

lotted Aloha and DSME. The authors consider a biomedical sce-

ario, where some patients wear a number of biomedical sen-

ors that periodically perform measurements and transmit the ac-

uired data to a coordinator node. They use an impulse radio ultra-

ideband (IR-UWB) physical layer, because of its low power con-

umption and low level of interference with other hospital equip-

ent and existing WLAN devices. Also in this scenario, DSME per-

orms much better than 802.15.4 slotted Aloha. As expected, the

esults show that DSME allows to achieve very reliable communi-

ations. Conversely, when using 802.15.4 S-Aloha the delivery ratio

uickly drops as the number of nodes increases (it is about 65% for

5 transmitting nodes). In addition, the authors highlight that the

ransmission delay for each packet is upper-bounded when using

SME, whereas it is unpredictable for S-Aloha. 

In addition to comparing DSME with the original 802.15.4 stan-

ard, it is useful to perform comparisons with the other MAC

ehavior modes defined by 802.15.4e, so as to investigate which

cenarios and operating conditions make a mode preferable over

he others. In this perspective, in [77] the authors compare DSME

nd TSCH. The evaluation considers a process automation scenario

nd assumes a cluster-tree network topology. Simulation results

how that both protocols are robust towards channel noise, assur-

ng highly reliable communication. In general, TSCH offers better

nd-to-end delays than DSME when the number of nodes is lim-

ted (i.e., below 30 nodes in the considered experiments). Indeed,

he rigid structure of DSME multi-superframes does not adapt to

he size of the network. When few nodes are connected, the multi-

uperframe contains more DSME-GTSs than those actually needed.

herefore, nodes experience long delays, waiting for the DSME-
TSs allocated for transmissions. On the contrary, TSCH has a more

exible slotframe structure than DSME, since a single timeslot can

e inserted in or removed from the slotframe. However, timeslots

ave to be larger than in DSME, in order to accommodate ACKs.

n DSME, the Group ACK option allows to aggregate all the ac-

nowledgments from a coordinator into a single frame, thus per-

itting shorter timeslots (without the ACK). It also allows nodes

o retransmit a packet after a transmission failure, before the end

f the multi-superframe. For these reasons, when the number of

odes grows, more DSME-GTSs in the multi-superframe are used

thus improving the bandwidth efficiency – and the delay values 

ecome lower than in TSCH. 

.2.2. General enhancements 

The literature on DSME does not include only performance eval-

ations of DSME and comparisons with other MAC protocols for

SNs. A number of works propose solutions to improve its per-

ormance. This is the case of [78] , where the authors present a

umber of enhancements to make DSME more energy efficient

n cluster-tree networks. Through simulations, the authors show

hat the energy consumption of DSME in leaf nodes (typically, en-

rgy constrained devices) can be dramatically reduced, by limiting

he time spent by their radio in RX state (e.g., during the CAP).

o this end, the authors present ELPIDA ( Enhancements for Low-

ower Instrumentation DSME Applications ), i.e., a proposal that in-

roduces three main changes to DSME: ( i ) CAP Wake-up , ( ii ) DSME-

TS Wake-up , and ( iii ) Beacon Look-up . Essentially, in cluster-tree

opologies, it is unusual for parents to send frames to children.

herefore, in normal conditions, end devices can sleep during the

AP (after sending their own frames) or during the DSME-GTSs al-

ocated in reception with their coordinators. If a coordinator needs

o send a frame to its associated nodes, it can order a CAP or

SME-GTS Wake-up by setting the Frame Pending field inside its

B. Simulation results show that ELPIDA can significantly decrease

he energy consumption of end devices, up to a factor 7, if com-

ared with standard DSME (i.e., without ELPIDA). 

Another proposal improving DSME performance is presented in

79] , where the authors address the association phase. They show

hat, although IEEE 802.15.4e introduces a new fast association

rocedure (namely FastA ), it may require many Beacon Intervals for

ll the nodes to be correctly associated to the DSME network. For

nstance, this can happen when many devices perform a passive

can at the same time, and send association requests during the

AP, using CSMA-CA, after receiving a beacon frame from a coordi-

ator. In this case, many collisions occur, causing the repetition of

he whole procedure for many consecutive times. To overcome this

roblem, the authors propose an Enhanced Fast Association mecha-

ism (namely EFastA ). With EFastA, after the reception of the bea-

on from a coordinator, a node does not sent its association request

mmediately, but waits for a superframe randomly selected inside

he multi-superframe. This way, it is possible to drastically reduce

he contention among nodes due to the association handshakes.

hrough simulation, the authors show that – by properly choos-

ng the Superframe and Multi-superframe duration – EFastA can

educe the time needed for associating all the nodes to the net-

ork up to about 90%, with respect to FastA, even for large scale

cenarios with hundreds of devices. 

.2.3. Beacon scheduling 

The main challenges for constructing scalable multi-hop

02.15.4 networks based on Beacon-Enabled mode concern syn-

hronization and beacon collision avoidance. In order to address

hese problems, the 802.15.4e standard defines a distributed bea-

on scheduling mechanism. However, the authors of [80] have

hown that the proposed algorithm presents a number of limita-

ions such as ( i ) long waiting time for network construction, ( ii ) 
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Fig. 13. Scheduling problems: Beacon collision (left) and Allocation notification collision (right). 
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memory wastage, ( iii ) variable and growing length of EB frame

size, ( iv ) potential beacon collision issues. Although the scheduling

algorithm of DSME can solve a variety of beacon collision prob-

lems, in some situations the distributed algorithm fails. In particu-

lar, beacon collisions can happen due to the hidden node problem,

since in this case nodes cannot identify the presence of other de-

vices. Fig. 13 shows two critical situations (we assumed that nodes’

interference and transmission ranges are comparable). Fig. 13 left

represents a “loop with a hole” scenario, in which nodes C and D

choose the same superframe to send their EBs. In this case, the EBs

collide at node E, that cannot associate. In Fig. 13 right, instead,

nodes B and C want to associate with A, but their DSME-Beacon

Allocation notification messages are transmitted at the same time

and collide at the coordinator. Hence, they start using the same

beacon slot. 

To overcome these drawbacks, in [80] , the authors present a

new beacon scheduling algorithm, called DFBS (Distributed Fast

Beacon Scheduling) . They point out that many of the observed prob-

lems are caused by the use of a bitmap to represent slot alloca-

tion information. Therefore, they replace the bitmap with a sin-

gle indicator, namely RINSD (Representative Indicator of Neighbor Su-

perframe Duration) , that is essentially an integer. Each node main-

tains its own RINSD and, initially, the PAN Coordinator has a RINSD

equal to 0. Differently from DSME, DFBS allows active associations,

through a three-step process, during which nodes exchange their

RINSDs and – basing on the gathered values – the prospective node

chooses its beacon slot. In detail, DFBS works as follows 

1. A prospective node that wants to join the network broadcasts

(through CSMA-CA) an Active Association Request message and

waits for a reply. 

2. Upon receiving this message, all its one-hop neighbors reply by

sending their RINSDs increased by 1. 

3. At this point, the prospective node selects the highest among

all the received integers and updates the value of its RINSD.

The obtained value represents the index of the superframe dur-

ing which the node will send its own EBs. To notify its decision,

the node broadcasts the just determined RINSD through an Al-

located superframe Advertisement . 

To avoid beacon collisions, when receiving an Allocated super-

frame Advertisement, each node compares the received number

with its RINSD. If the received value is higher than the local value,

the node updates its RINSD. Otherwise, it notifies the prospective

node, that must change beacon slot and update its RINSD num-

ber. By means of DFBS, each node can manage slot allocation in-

formation by using just a fixed-length variable of 1 or 2 bytes. In

addition, simulation results (conducted over many multi-hop net-

work topologies) show that the proposed approach allows to solve
he highlighted beacon collision problems. Furthermore, the au-

hors show that by relying on an active association (rather than

he passive scan of DSME) it is possible to drastically reduce the

etwork construction time (up to 75% with 25 nodes). 

Beacon scheduling issues are addressed also in [81] and [82] ,

n which the authors propose some improvements to the original

SME algorithm and present an enhanced version of the proto-

ol, namely E-DSME . Preliminarily, they focus on the criteria to be

onsidered for choosing a beacon slot among the vacant positions

n the bitmap (an aspect that the standard does not deal with).

pecifically, they define a method, called most-available-bit (MAB),

hat consists in scanning the bitmap from the beginning, looking

or the last slot containing a ‘1 ′ . The searched slot is the next

ne. Through simulations, the authors show that this approach

an minimize the number of nodes that choose the same beacon

lot, thus decreasing collisions and speeding up the network for-

ation process. However, this mechanism is not enough to solve

ll the above-mentioned collision problems. Therefore, the authors

resent a new distributed permission notification mechanism. Es-

entially, whereas DSME uses a negative approach – by sending a

ollision notification only when a node tries to allocate a not avail-

ble slot – E-DSME relies on a positive one. This means that a node

hat has sent an allocation notification message must wait for an

xplicit Permission Notification in order to complete the allocation.

nly the coordinator that has transmitted the latest beacon can

end permission notifications. To make this mechanism effective,

he authors propose to divide the CAP into Allocation Contention Pe-

iods ( ACP ) and Permission Notification Periods ( PNP ) that alternate

eamlessly. During ACPs prospective nodes compete to transmit al-

ocation notifications towards coordinators, whereas during PNPs

nly the entitled coordinator can transmit a permission notifica-

ion. Simulation results show that the enhancements introduced

y E-DSME allow to achieve very high success ratio (near to 100%)

nd to avoid beacon collisions even in complex networks. 

.3. Summary & open issues 

DSME is a new MAC protocol that has a great potential, given

ts flexibility and suitability for many critical application domains.

n fact, thanks to its multi-superframe structure, DSME can be used

o reliably transmit both periodic and aperiodic traffic. Besides, the

istributed beacon and DSME-GTS scheduling algorithms allow to

uickly react to time-varying traffic and changes in the network

opology. 

However, till now, it has not received the same attention as

ther 802.15.4e behavior modes, e.g., TSCH. In fact, few works are

resent in the literature about DSME, as it emerges from Table 3 ,

hat summarizes the main research contributions regarding DSME.  
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Table 3 

DSME: main research fields and contributions. 

Performance comparisons [74–77] 

Energy Efficiency [78] 

Fast Association [79] 

Beacon Scheduling [80–82] 
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Fig. 14. Topology of an LLDN network. 
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Indeed, DSME lacks a complete implementation, thus limiting

ts application in real environments. At present, only partial im-

lementations have been realized in order to evaluate some spe-

ific aspects, as reported in the previous section. All the current

orks are limited to single-hop or cluster-tree networks, and do

ot investigate the potentialities of mesh topologies, for which

SME can be considered an enabling technology. Hence, com-

lete performance evaluations addressing different aspects such

s network formation, beacon scheduling, and DSME-GTS alloca-

ion/deallocation, even in mesh networks, are still missing. 

In addition, the standard is often unclear when describing

SME, leaving many aspects to the interpretation of implementers.

or instance, the standard does not explain what are the criteria to

e followed in order to choose the DSME-GTSs to be allocated, to

ccommodate traffic in GTSs, or to select the communication chan-

el when using channel adaptation. Often, the standard introduces

bstract concepts without any concrete outline and implementa-

ion details, as in the case of the beacon scheduling algorithm, that

resents many evident limitations. Therefore, DSME needs to be

nhanced in order to be applied to various topology models and

nvironments. In this perspective, more attention should be de-

oted to the energy topic. In fact, during the CAP, all nodes (typi-

ally battery-powered) are supposed to be in reception mode, that

s one of the most energy consuming radio states. Hence, further

nvestigations should be conducted to find solutions that combine

nergy efficiency, reliability, and reactivity to changing operating

onditions. Also, DSME conceals a number of security issues, that

hould be analyzed and solved. For instance, the distributed DSME-

TS allocation mechanism assumes that all the nodes are trustwor-

hy, which may be a very strong assumption, especially for critical

ndustrial or healthcare applications. 

Finally, the feasibility of the integration of DSME with the up-

er layers of the network stack should be investigated, in particular

ith reference to the Internet of Things protocols, such as 6LoW-

AN, RPL , and CoAP . 

. LLDN (low latency deterministic network) 

The LLDN mode specifically addresses the industrial automa-

ion application domain, where a large number of devices ob-

erve and control the factory production. In this context, wireless

ommunication represents a valid alternative to the cabling of in-

ustrial sensors (typically expensive, time-consuming and cumber-

ome) and also provides advantages in case of mobility and retrofit

ituations. As an example, LLDN devices can be located on robots,

ranes, and portable tools in the automotive industry. They can col-

ect data on machine tools, such as milling machines and lathes,

nd control revolving robots. Further application areas include con-

rol of conveyor belts in cargo and logistics scenarios. 

Common requirements for all the above-mentioned applications

and other similar ones) are low latency and high cyclic determin-

sm. As a design target, LLDN shall allow to transmit data from 20

ifferent sensor nodes every 10 ms. To this end, since it has been

idely proven that IEEE 802.15.4 PANs cannot fulfill such a con-

traint (neither with CSMA-CA nor with CFP in the Beacon Enabled

ode), the new LLDN mode defines a fine granular deterministic

DMA access. 
.1. Description 

.1.1. Characteristics 

Differently from TSCH and DSME, LLDN has been designed only

or star topologies, where a number of nodes need to periodically

end data to a central sink (i.e., the PAN coordinator), as shown in

ig. 14 . In addition, in a LLDN network, all the nodes communicate

xploiting just a single frequency channel, i.e., the one chosen by

he PAN coordinator during the network formation. 

In LLDN, time is divided into superframes that follow one an-

ther seamlessly. A node can access the wireless medium during

 dedicated portion of the superframe, according to a time divi-

ion (TDMA) approach. Otherwise, shared group timeslots can be

onfigured, in order to allow multiple access for a group of nodes

using a CSMA protocol). The exclusive channel access, together

ith the DSSS (Direct Sequence Spread Spectrum) coding ensures

 highly reliable communication. Obviously, the number of times-

ots in a superframe determines how many nodes can access the

hannel. If many nodes need to send their data, the standard sug-

ests to equip the PAN coordinator with multiple transceivers, so

s to allow simultaneous communications on different channels.

ompared with TSCH, LLDN provides also a group acknowledgment

eature. Besides, LLDN nodes do not have to wait after the begin-

ing of the timeslot in order to start transmitting. Hence, times-

ots can be much shorter than in TSCH, since it is not necessary to

ccommodate waiting times and Acknowledgment frames. In ad-

ition, in LLDN, short MAC frames with just a 1-octet MAC header

re used, so as to accelerate frame processing and reduce transmis-

ion time. In fact, when transmitting during a dedicated timeslot,

 node can omit the address fields in the LLDN header, since all

rames are destined to the PAN coordinator and the latter knows

o which node each timeslot has been allocated. By keeping pack-

ts and timeslots short, it is possible to limit the duration of su-

erframes, so as to satisfy the application requirements in terms

f latency. In fact, short superframes allow frequent transmissions

rom each node, with low and deterministic latencies. 

.1.2. Transmission states 

An LLDN network passes through three different states before

ecoming fully operative. The current state is announced by the

AN coordinator in a specific field of the beacon. The three states

re discussed below. 

1. Discovery . It is the first step during network setup or for addi-

tion of new nodes to an existing network. A device that wants

to join the network scans the different channels until it detects

a beacon from a PAN coordinator, indicating the Discovery state.

At this point, the device informs the PAN coordinator, by send-

ing a Discovery Response frame. After a predefined number of

seconds (256 by default) without receiving any Discovery Re-

sponse frame, the PAN coordinator switches the network state

to the Configuration state. 

2. Configuration . It is the second step during network setup. It is

also used for network reconfiguration. In this state, each node

that receives the beacon sends a Configuration Status frame to 
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Fig. 15. LLDN Configuration state. 
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the PAN coordinator. This frame specifies the configuration pa-

rameter values currently configured or required by the node,

such as the node’s short and full MAC addresses, the times-

lot duration required by the application (e.g., the size of pay-

load data), the communication direction (i.e., uplink or bidirec-

tional), and the already assigned timeslots. The PAN coordina-

tor shall respond with a Configuration Request frame, containing

the new configuration parameter values that the node must use

during the Online state. Essentially, the Configuration Request

frame indicates the timeslots that have been assigned to the

node and the timeslot duration. Fig. 15 illustrates the message

exchange during configuration state. 

3. Online. After the successful completion of the configuration

phase, the network can go into Online state. Data and readings

from nodes can only be transmitted during the Online state. 

6.1.3. Superframe structure 

Due to the stringent requirements of low-latency applications,

the LLDN mode relies on a minimal superframe structure, repre-

sented in Fig. 16 . In LLDN, superframes have a fixed duration and

are divided into timeslots. Specifically, there are several types of

timeslot, according to their function: 

1. Beacon timeslots . It is always present at the beginning of a su-

perframe and is reserved to the PAN coordinator in order to

transmit beacon frames. In LLDN, beacons are used to indicate

the start of a superframe and maintain nodes’ synchronization.

They also contain important information needed for the correct

operation of the network. 

2. Management timeslots . Two management timeslots – one uplink

and one downlink – allow nodes to receive and transmit man-

agement commands from and towards the PAN coordinator, re-

spectively. Management timeslots are implemented as shared

group access timeslots and their size is specified in the beacons

sent by the PAN coordinator. 

3. Uplink timeslots . They are reserved for unidirectional commu-

nication of data towards the PAN coordinator. Typically, each

node is assigned to a particular timeslot (i.e., a dedicated times-

lot) during the Configuration phase. However, more than one

device can be assigned to a timeslot, resulting in a shared group

timeslot. 

4. Bidirectional timeslots . They are placed at the end of the super-

frame, and are used for transmission of data to the PAN coordi-

nator as well as from the PAN coordinator to the node. The di-

rection of the communication for all the bidirectional timeslots
is signaled through the Transmission Direction bit in the beacon.  
The superframe structure changes according to the transmission

tate. In Discovery and Configuration states, no uplink or bidirec-

ional timeslots are allowed, and, thus, the superframe contains

nly the beacon slot and the two management timeslots (that oc-

upy the whole superframe). Conversely, in the Online state, man-

gement slots are optional. Their presence and length are indicated

oth in beacons and in Configuration Request frames. In the Online

tate, the superframe contains macLLDNnumUploadTS uplink times-

ots and macLLDNnumBidirectionalTS bidirectional timeslots (20 and

 by default, respectively). Usage and order of slots in a superframe

uring the Online state are shown in Fig. 16. 

Each node can send only one data frame during a timeslot.

herefore, the timeslot length (that is the same for all the uplink

nd bidirectional timeslots) is calculated based on the maximum

xpected frame size. The obtained length mainly depends on the

ize of the application data payload, but also considers the over-

ead introduced by both the physical and the MAC layers, and the

nterframe Space (IFS) required to handle incoming frames. Obvi-

usly, increasing the timeslot size leads to an increase in the su-

erframe duration (and, hence, in the experienced latency), or to a

ecrease in the number of timeslots accommodated in the super-

rame (and, hence, in the number of nodes that can transmit). An

nalysis of the relationship among payload size, timeslot duration,

umber of nodes in the network and delay is provided in [83] . 

In order to acknowledge transmissions towards the PAN coor-

inator (i.e., uplink), LLDN provides a Group Acknowledgement fea-

ure. Basically, every beacon contains a bitmap that, for each up-

ink timeslot of the previous superframe, indicates if the transmis-

ion succeeded or failed. For failed packets, it is possible to reserve

he initial uplink timeslots specifically for their retransmission (as

n Fig. 16 a). Alternatively, the Group ACK bitmap can be sent in

 separate frame, during a dedicated uplink timeslot (as in Fig.

6 b). In this case, the bitmap aggregates the acknowledgements

or the previous timeslots of the superframe, whereas the times-

ots after the Group ACK slot are reserved for retransmissions. This

ay, LLDN offers nodes an opportunity to retransmit failed packets

nside the same superframe. 

The Group ACK mechanism is also applied to bidirectional

imeslots, if transmission direction is uplink. Conversely, in case of

ownlink transmission, each packet is acknowledged by the receiv-

ng node with an ACK frame in the following superframe. This as-

umes that after sending data through bidirectional slots, the PAN

oordinator sets the Transmission Direction bit to uplink for the

ollowing superframe, so as to receive ACKs. 

.1.4. Channel access within timeslots 

In order to regulate the access to the wireless medium, each

imeslot can be divided in the following three parts, (as exempli-

ed in Fig. 17 ). 

• Exclusive (from t 0 to t 1 ) . As mentioned above, during the Config-

uration phase, a timeslot can be assigned to a node. Therefore,

when the timeslot starts, its owner has exclusive access from

instant t 0 to t 1 , and can transmit directly. Obviously, once the

transmission has begun, the node can use the entire slot. 

• Contention (from t 1 to t 2 ) . If the owner does not use the slot, the

residual part can be used by other nodes. In particular, from t 1 
to t 2 , it can be used by any node other than the PAN coordi-

nator. To this end, the PAN coordinator must notify the avail-

ability of the timeslot, by broadcasting a Clear To Send Shared

Group frame. Then, nodes that are interested in using the slot,

shall transmit a Request To Send (RTS) frame to the coordinator

and wait for the corresponding Clear To Send (CTS) frame, be-

fore starting data transmission. Since more nodes compete to

access the channel, all data and command frames sent between

t and t must be transmitted using a simplified version of the 

 

1 2 



D. De Guglielmo et al. / Computer Communications 88 (2016) 1–24 21 

Fig. 16. Superframe in Online state: without (a) and with (b) separate Group ACK timeslot. 

Fig. 17. Timeslot division. 
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old 802.15.4 CSMA-CA algorithm. By default, this simplified ver-

sion allows just one backoff stage, meaning that the packet is

dropped as soon as a CCA fails. 

• PAN coordinator (from t 2 to t 3 ). Finally, from t 2 to t 3 , if the

timeslot has not been used yet, it can be used by the PAN co-

ordinator. 

The size of the three parts can be configured separately for each

imeslot, by varying the value of t 0 , t 1 , t 2 and t 3 . For instance, it

s possible to reserve the whole slot to a single node (dedicated

imeslot) by setting t 1 and t 2 equal to t 3 . Similarly, shared group

imeslots with contention-based access (e.g., management slots)

an be realized by setting t 1 equal to t 0 . 

.2. Literature review 

Few studies have addressed LLDN so far. The first paper sur-

eyed in this section studies the LLDN protocol from an analytical

oint of view, aiming at deriving a theoretical model and math-

matical expressions of several performance indexes. The other

orks, instead, propose solutions to improve the protocol perfor-

ance, i.e., to increase communication reliability, extend network

overage area, or support node mobility. Irrespective of the final

bjective, these solutions follow a common approach, i.e., they rely

n dedicated relay nodes, that act as intermediaries between end

evices and the PAN coordinator. 

.2.1. Modeling and performance analysis 

The authors of [84] model the channel access in shared slots in

LDN networks, by means of a discrete time Markov chain, con-

idering a single node transmitting its data packet. In their model,

hey take into account the simplified CSMA-CA protocol specified

y the LLDN standard. Specifically, their formulation assumes that

he Group ACK option is enabled and dedicated timeslots for re-

ransmission are allocated. It also assumes an ideal channel. Un-

er these conditions, theoretical expressions of reliability, energy

onsumption, throughput, delay and jitter are derived using the

tationary probability distribution of the Markov chain. The au-

hors validate the presented model through Monte Carlo simula-

ions performed with Matlab, considering several scenarios with

ifferent number of nodes and packet size. Also, they compare the

esults obtained with their model with the ones derived from an

nalytical model of IEEE 802.15.4. Their comparison shows that us-

ng the Group ACK option and retransmission timeslots allows to
ignificantly reduce the transmission delay and energy consump-

ion with respect to former 802.15.4 standard. 

.2.2. Improving communication reliability through Relay nodes 

In [85] , the authors propose a novel Retransmission operating

ode for LLDN devices. Basically, the relay node overhears packets

ent by the end devices and reads the Group ACK bitmaps sent by

he PAN coordinator. If the relay node realizes that a transmission

ailed, it takes charge of the retransmission. This mechanism allows

nd devices to save energy (at least 33%), since they do not need to

eceive acknowledgments for their transmissions, nor are required

o perform retransmissions. Moreover, the benefit is greater (up

o 50%) when the Packet Error Rate (i.e. the fraction of lost pack-

ts due to channel corruption) increases. The presence of the relay

ode also allows to recover a greater amount of packets, since –

eing deployed between the end devices and the PAN coordinator

it can benefit from a better link quality towards the coordinator. 

A key factor to achieve good performance with this approach is

he correct deployment of relay nodes. In [85] , the authors show

hat placing the relay node in the middle between a device and

he coordinator leads to the best results, with a significant reduc-

ion of lost packets. However, such a strategy requires to place a

elay node for each LLDN device in the network, which is a very

xpensive and often unpractical solution. In addition, the energy

onsumed by the relay node is not negligible, and the total energy

onsumed (device plus relay) is significantly higher than the en-

rgy consumed by a single device. For this reason, in [86] , the au-

hors propose a solution that aim at choosing the best deployment

or relay nodes in an LLDN network, so as to reduce the packet loss

hile limiting the overall energy consumption. Their method uses

 Rainbow Product Ranking algorithm in order to limit the number

f required relay nodes and determine their positions. The algo-

ithm takes into account a number of elements, such as the dis-

ance with the PAN coordinator and sensor nodes, the accessibility

i.e., presence of walls or other areas where it is infeasible to place

odes), the AC power availability, the presence of objects on the

ine of sight. 

To improve communication reliability, in the same paper [86] ,

he authors also consider Reed Solomon codes as a Forward Er-

or Correction (FEC) technique, and propose an Adaptive Retrans-

ission algorithm to switch between the two strategies – i.e., FEC

nd relay nodes – according to the experienced link quality. The

tudy has been conducted analytically and the proposed solution

as been implemented on Matlab. Simulation results show that

he Adaptive Retransmission scheme can lead to significant energy

avings in relay nodes (up to 85%) compared with the original ap-

roach described in [85] (i.e., without the Adaptive Retransmission

echanism). 

Always assuming the presence of relay nodes, the authors of

87] propose another method to further increase the communi-

ation reliability in LLDN networks. They suggest to apply the 
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Table 4 

LLDN: main research fields and contributions. 

Analytical Model [84] 

Improving Reliability [85–87] 

Extending Network size [85,88] 

Support to node mobility [44,89] 
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Combinatorial Testing method in order to try to recover a packet,

whenever both its transmission and the corresponding retransmis-

sion (from the relay node) fail. This method consists in compar-

ing the two erroneous frames at the destination, so as to detect

the different (wrong) bits. Afterwards, different combinations of

the identified bits are tried, until the CRC test is passed. The so-

obtained frame is then assumed to be correct. The authors also

propose a similar method to be applied when the two erroneous

frames are equal and, thus, the wrong bits have the same posi-

tion. They have verified their approach on a real testbed and the

obtained measurements show that the proposed solutions allow

to recover more than 95% of the packets faultily received by the

coordinator. 

6.2.3. Extending the network coverage through Relay nodes 

By using relay nodes, it is possible to overcome the limitations

of the star topology by realizing a two-hop network, while main-

taining the LLDN superframe structure. In this perspective, the so-

lution proposed in [85] extends the area covered by the LLDN net-

work and allows sensor nodes, which are not in the communi-

cation range of the PAN coordinator, to still transmit their pack-

ets to the coordinator. The described approach is based on an

opportunistic coding technique that enables forwarding of multi-

ple packets in a single transmission. Basically, the relay node re-

ceives both the beacon from the coordinator and the data packet

from the end device (that is too far to communicate directly with

the PAN coordinator). At this point, the relay node encodes the

two packets (i.e., it simply applies the XOR operator), waits for

the timeslot assigned to it, and forwards the encoded frame. Both

the PAN coordinator and the end device can decode the packet

by XOR-ing it with their respective original information. This way,

with just one timeslot, the relay node is able to serve both the

ends of the communication. Although working, this approach in-

creases the packet latency, and, above all, increases the probability

of losing data packets, since two hops must be crossed instead of

only one. 

Another way to realize a two-hop network using relay nodes

is described in [88] . The proposed solution, namely MultiChannel-

LLDN (MC-LLDN) , divides the network in different sub-networks

that operate at the same time on different channels. Basically,

in MC-LLDN, each neighbor of the PAN coordinator can act as a

sub-coordinator for another group of nodes. In practice, a sub-

coordinator receives the beacon from the PAN coordinator, then

switches to the channel associated to its sub-network and for-

wards the beacon. Since different channels are exploited, end de-

vices of different sub-networks can transmit their data packets to

their sub-coordinators during the same timeslots. In order to make

data reach the PAN coordinator, sub-coordinators have to aggregate

the payloads received from nodes and produce a unique packet to

be sent to the PAN coordinator. The number of data that must

be concatenated determine the size of the packet sent by sub-

coordinators, and, hence, the timeslot and the superframe duration.

Therefore, it is necessary to determine the optimal number of sub-

coordinators in the network to achieve the shortest cycle time. To

this end, the authors define an algorithm that calculates the opti-

mal number given the number of nodes in the network. Simulation

results show that the proposed solution not only allows to extend

the network coverage, but also to use shorter superframe with re-

spect to the star topology, thus permitting more frequent trans-

missions and shorter data generation periods. In fact, considering

a large number of nodes (i.e., more than 20 in the presented ex-

periments), the aggregation of data performed by sub-coordinators

allows to avoid the PHY and MAC overheads and the IFSs that are

present when each node sends its own packet directly to the PAN

coordinator. 
.2.4. Support to node mobility 

The authors of [44] investigate the impact of mobility on the

erformance of a LLDN network. In fact, when a node enters and

xits the network, the frequent dissociations degrade the node

onnectivity and cause several disruptions to the network func-

ionality. In this perspective, the authors have determined that

any problems are due to the presence of three transmission

tates (Discovery, Configuration, Online). In fact, during the On-

ine state, nodes can only send data and, hence, new nodes can-

ot associate. On the other hand, during Discovery and Configura-

ion states, sensor readings cannot be transmitted, increasing data

atency. The problem is much more severe since there is not an

utomatic way to switch from a state to another, but the network

dministrator is in charge of manually setting the duration of each

hase. Finally, the adoption of a star topology makes the associa-

ion phase much slower, since only the PAN coordinator can accept

ssociation requests. Under these considerations, the same authors,

n [89] , propose a Mobile-Aware LLDN scheme (MA-LLDN) that in-

roduces the concept of proxy coordinator and some changes to

he LLDN superframe/states. According to the MA-LLDN scheme,

he superframe must contain some bidirectional timeslots. Proxy

oordinators are nodes that use passive beacons (i.e., simply they

nsert some additional headers into their data packets) to advertise

uch timeslots. A joining node reads passive beacons to determine

hen bidirectional timeslots start, and use them to send its asso-

iation request. The proxy coordinator will receive the request and

orward it to the PAN coordinator. Similarly, the proxy will forward

he PAN coordinator’s answer to the joining node. This mechanism

ssures shorter association times, since a joining node has to wait

or a passive beacon from any of the proxy coordinators. To further

peed up the association process, the authors propose to remove

he Discovery and Configuration states, by inserting two manage-

ent slots (optional by default) in each Online superframe. 

.3. Summary & open issues 

The IEEE 802.15.4e LLDN MAC protocol exploits a TDMA ap-

roach to provide communication reliability and low deterministic

atency. To this end, it relies on a very simple superframe struc-

ure, regulated by beacon frames periodically transmitted by the

AN coordinator. Each LLDN device can obtain the exclusive access

or a timeslot in the superframe, so as to send data to the PAN co-

rdinator. This way, LLDN is particularly suitable for the factory au-

omation context, where a (high) number of nodes communicate to

 central sink. To guarantee low latency and ease of configuration,

LDN has been designed to work in star network topologies, using

ust one channel frequency. This aspect represents one major lim-

tation of LLDN, since the extension of a LLDN network is forcedly

imited, as well as the tolerance to bad channel conditions. For this

eason, several solutions have been proposed in the literature, in

rder to improve coverage and reliability. Table 4 summarizes the

ain research contributions regarding LLDN. 

However, LLDN presents a number of other limitations that

ave not been addressed yet. For instance, LLDN is not able to

eact to time-varying traffic or changes in the topology. Indeed,

umber of nodes and packet size must be known in advance,

efore the Online state. In addition, the standard does not explain

ow and when the network can come back to the Discovery or 
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he Configuration states in order to allow nodes to join/leave the

etwork or reconfigure their slot allocation. 

. Conclusions 

The IEEE has recently released the 802.15.4e amendment that

ntroduces a number of enhancements/modifications to the MAC

ayer of the original 802.15.4 standard to overcome its limitations,

.e., low reliability, unbounded packet delays and no protection

gainst interference/fading. The 802.15.4e standard document as-

umes that readers are quite familiar with the 802.15.4 technol-

gy and presents many references to the original standard result-

ng a not easy-to-follow document for an inexpert audience. In this

aper, we provide a clear and structured overview of all the new

02.15.4e mechanisms. In particular, we describe the details of the

ain 802.15.4e MAC behavior modes (i.e., TSCH, DSME , and LLDN),

ighlighting their main features as well as possible application do-

ains. Also, we provide a detailed survey of the current literature.

For each of these MAC protocols, we have pointed out that a

umber of research issues still exist. In general, since the standard

s relatively recent, many works analyze their performance consid-

ring the same applications scenarios as the original 802.15.4. This

eans, for instance, that mesh networks have not been studied

nough yet, even though TSCH and DSME have been specifically

esigned for such topologies. Also, although 802.15.4e is consid-

red the base of the IoT stack, its integration with the upper layers

such as 6LowPAN, RPL and CoAP) has not been fully investigated

nd numerous issues are still unsolved. In addition, the 802.15.4e

tandard does not specify how some of the presented mecha-

isms must be implemented, leaving many aspects to designers,

.g., TSCH link scheduling and DSME-GTS allocation. Hence, much

ork must be done in order to have a complete implementation

f all the 802.15.4e MAC modes. Finally, the three surveyed MAC

rotocols present severe security issues that must be overcome in

rder to use 802.15.4e networks in critical scenarios. 
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