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In order to protect data privacy, image with sensitive or private information needs to be encrypted before
being outsourced to a cloud service provider. However, this causes difficulties in image retrieval and data
management. A privacy-preserving content-based image retrieval method based on orthogonal decom-
position is proposed in the paper. The image is divided into two different components, for which encryp-
tion and feature extraction are executed separately. As a result, cloud server can extract features from an
encrypted image directly and compare them with the features of the queried images, so that users can
thus obtain the image. Different from other methods, the proposed method has no special requirements
to encryption algorithms, which makes it more universal and can be applied in different scenarios.
Experimental results prove that the proposed method can achieve better security and better retrieval
performance.

� 2017 Elsevier Inc. All rights reserved.
1. Introduction

With the rapid development of Multimedia and Internet, mas-
sive images are generated and distributed, how to store and share
such large amount of data efficiently becomes an important issues.
It is a natural solution to outsource images in cloud service due to
its tremendous advantages, such as on-demand self-service, ubiq-
uitous network access, location independent resource pooling,
rapid resource elasticity, usage-based pricing and transference of
risk [1]. Reports show that Cloud services specifically designed
for image storage and sharing, such as Instagram, are among the
largest growing internet services today [2]. Additionally, how to
efficiently search the image information from a massive image
database is another challenging issues in large-scale images storing
and sharing. Content-based image retrieval (CBIR), which involves
extraction of visual features from image and search in the visual
feature space for similar images, has grown rapidly in recent years.
Progresses have been made in both the derivation of new features
and the construction of signatures based on these features. The
richness in the mathematical formulation of signatures grows
alongside the invention of new methods for measuring similarity.
In order to improve retrieval accuracy further, some methods are
proposed to narrow down the ‘‘semantic gap” between the visual
features and the richness of human semantics, such as machine
learning and relevance feedback [3,4]. Yu et al. proposed to jointly
considers visual features and click features in image retrieval to
solve this semantic gap problem [5–8].

However, despite the tremendous advantages, privacy becomes
the biggest concern about image storage and CBIR outsourcing in
cloud. Under cloud environment, data owner, cloud service provi-
ders (CSP) and data user can be taken by different parties. Data
owners no longer store their data locally so that they will lose
physical control over it; CSP is considered ‘‘honest but curious”
and the privacy should not be expected to be preserved by it,
which means attackers may have more opportunities to gain unau-
thorized access to servers [9–11]. Under such circumstance, user’s
privacy information are more vulnerable to untrustworthy service
providers and malicious intruders. In order to protect data privacy
and to allow restrict access, sensitive images need to be encrypted
before being uploaded to CSP. However, cipher-image will impede
CBIR operations that are usually conducted on the plain-image. If
users want to retrieve images from CSP, CSP needs to decrypt it
first to make retrieval be operated on plaintext, which will make
user’s private information being exposed to attackers, break pri-
vacy and hence is not desired. Therefore it is necessary to develop
technologies of privacy-preserving image retrieval over encrypted
domain that can protect users’ privacy without sacrificing the
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usability and accessibility of the information, which is also called
private/privacy-preserving CBIR (PCBIR) [12–14]. PCBIR is also a
challenging issues that multimedia information security met in
cloud environment, and it will become an indispensable part of
future content-based search systems.

Information retrieval on encrypted domain originated from
retrieval on text document. Song et al. [15] proposed a ciphertext
scanning method based on streaming cipher to make sure whether
the search term is existed in the ciphertext. Boneh et al. [16] pro-
posed a keyword search method based on public-key encryption,
where the server can identify whether messages encrypted by
user’s public key contain some specific keyword, but learn nothing
else. Swaminathan et al. [17] explored techniques to securely rank-
order the documents and extracted the most relevant documents
from an encrypted collection based on the encrypted search
queries. Wang el al. [18] utilized an order-preserving symmetric
encryption (OPSE) to achieve both security and privacy-
preserving, although the guarantee to security could be weakened
by it. Cao et al. [19] proposed privacy-preserving multi-keyword
ranked search over encrypted data. Xia et al. [20] proposed a secure
multi-keyword ranked search scheme over encrypted cloud data,
which simultaneously supports dynamic update operations like
deletion and insertion of documents. Fu et al. [21] designed a
searchable encryption scheme to support both multi-keyword
ranked search and parallel search, which can take advantage of
the powerful computing capacity and resources of the cloud server.
Fu et al. [22] also present a secure multi-keyword ranked search
scheme over encrypted cloud data, which simultaneously supports
dynamic update operations like deletion and insertion of
documents.

Although secure text search techniques can be extended to
image retrieval based on user assigned tags, extension to CBIR is
not straightforward. CBIR typically relies on comparing the dis-
tance of image features, but comparing similarity among high
dimensional vectors using cryptographic primitives is challenging
[23]. To the best of our knowledge, Lu et al. [24] proposed the first
image retrieval scheme over encrypted domain, where secure
indexing scheme for matching visual strings in the encrypted
domain is constructed through order preserving encryption and
randomized hash functions; Lu et al. [23] proposed three schemes
to preserve the distances between encrypted image features
approximately, including bit-plane randomization, random projec-
tion, and randomized unary encoding. Although it is efficient, the
security is compromised. Karthik et al. [25] presented a transpar-
ent privacy preserving hashing scheme tailored to preserve the
DCT-AC coefficient distributions, but its search results are inaccu-
rate due to missing space-frequency information. In addition, its
security is compromised because the constrained shuffling is used
on part of AC coefficients. A similar method is proposed in [26],
where AC coefficients are encrypted by using scrambling encryp-
tion, and its invariant histogram is used to measure the similarity
between encrypted query image and database image. Ferreira et al.
proposed a novel cryptographic scheme in [27], where color infor-
mation is encrypted by deterministic encryption techniques to
enable privacy-preserving image retrieval, and texture information
is encrypted by probabilistic encryption algorithms for better secu-
rity. Hsu et al. [28] proposed a homomorphic encryption-based
secure SIFT for image feature extraction, but the size of cipher-
text is expanded and the computing is laborious. Zhang et al.
[29] proposed a secure image retrieval method based on Pallier
encryption algorithm, however, the computational complexity
and communication cost is very high due to characteristic of
homomorphic encryption. Erkin et al. [30,31] proposed to use
secure multiparty computation to retrieve private information,
but it requires a large number of interactive rounds and
communication complexity is too high, thus is not suitable for
cloud environment. In [32], distance-preserving randomization
encryption methods and homomorphic encryption are compared
in terms of their search performance, security strength and compu-
tational efficiency. In [14], Xia et al. proposed to transform earth
mover’s distance (EMD) in a way that the cloud server can evaluate
the similarity between images without learning sensitive informa-
tion. Xia et al. [33] proposed a privacy-preserving and copy-
deterrence CBIR scheme using encryption and watermarking tech-
niques, where the image content is encrypted by a stream cipher so
that the watermark can be directly embedded into the encrypted
images by cloud server efficiently.

It should be noted that the above research results are all relying
on specific encryption methods, such as shuffling and homomor-
phic encryption, which aims at preserving the distance of image
features after images are encrypted and make the image retrieval
in encrypted domain possible. However, these kinds of methods
limit its universality. For example, multiparty computation and
homomorphic encryption based methods are secure, but they are
too computation and communication intensive to be used in
low-profile devices and large-scale systems; distance-preserving
randomization methods have the advantage of high efficient and
less user-involvement, however, it is not suitable for some situa-
tions that have high requirements to security, etc. In order to solve
these problems, a privacy-preserving content-based image retrie-
val method based on orthogonal decomposition is proposed in this
paper. By using orthogonal decomposition, image can be divided
into encryption field and feature extraction field, therefore encryp-
tion operation and feature extraction can be executed separately,
which make it possible to let CSPs get image features of encrypted
image directly without decrypt it and compare with features of
queried image. Two kinds of operation results will be fused in
the final results to guarantee image security by orthogonal compo-
sition. This method is quite different from other methods because
it has no specific requirements of cipher algorithms. Experimental
results show that the proposed scheme has good encryption secu-
rity and can achieve better retrieval performance. As far as we
know, this is the first time that orthogonal decomposition is used
in privacy-preserving image retrieval.

The organization of this paper is as follows: Section 2 proposes
our scheme. Section 3 provides experimental results and a perfor-
mance analysis, and Section 4 presents conclusions.

2. Proposed scenarios

In this section, a privacy-preserving image retrieval method
based on orthogonal decomposition is proposed, and its theory is
given as follows.

2.1. Orthogonal decomposition

Orthogonal decomposition is a kind of vector representation
method, any vector can be expressed as a sum of a set of compo-
nent coefficients through orthogonal decomposition. Assume that
x 2 Rm is a random vector and f£igmi¼1 is a set of arbitrary orthog-
onal basis vectors, x can be expressed as:

x ¼
Xm
i¼1

yi£i ¼ y1£1 þ y2£2 þ � � � þ ym£m ¼ £y ð1Þ

and fyigmi¼1 is a set of component coefficient, yi can be expressed
as:

yi ¼
Xm
i¼1

xi£
T
i ð2Þ
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For any x, if there is a d change of yk, then x will be changed
too:

x0 ¼
Xm
i¼1

yi£i ¼ y1£1 þ �sþ ðyk þ dÞ£k þ �sþ ym£m ð3Þ

For yi, it can be expressed as:

yi ¼
yk þ d if i ¼ k

yi if i–k

�
i ¼ 1; . . . ;m ð4Þ

Assuming q, p is n-dimensional vector, A is an orthogonal
matrix of size n � n, then we can get Q ¼ Aq, P ¼ Ap, where Q, P
is component vector after orthogonal decomposition. Supposing
s ¼ q� p, S ¼ Q � P, then we can get S ¼ As. if L is a kind of dis-
tance measuring method, then we can get:

LðQ ;PÞ2 ¼ STS ¼ ðAsÞTðAsÞ ¼ sTATAs ¼ sTs ¼ Lðq; pÞ2 ð5Þ
From (3)–(5), we can get three characteristics of orthogonal
decomposition:

(1) Independence. Any change of a component coefficient will
not affect the others, that is, they are mutually independent;

(2) Fusion. Composite vector is sensitive to any change of com-
ponent coefficient that will be fused in the composite vector.

(3) Distance preserving. The distance between component vec-
tors after orthogonal decomposition is equal to the distance
between original vectors.

The first characteristics can be used to keep the independence
of different operations, and the second one guarantees different
operation results being fused in the final results. These two charac-
teristics enable it suits for different scenarios. For example, we pro-
posed a commutative encryption and watermarking (CEW)
framework based on orthogonal decomposition (CEWod) in [34],
where encryption and watermarking are combined to protect both
the confidentiality and the ownership of digital media, while
encryption and watermarking can be operated in any order to
achieve commutativity. Similarly, orthogonal decomposition can
be used to keep encryption operation and image retrieval opera-
tion independent, thus image features will not be changed by
encryption. Meanwhile, with the third characteristic, orthogonal
decomposition can solve the problem of privacy-preserving image
retrieval. However, privacy-preserving image retrieval is quite dif-
ferent from CEW in several aspects, how to apply orthogonal
decomposition in privacy-preserving image retrieval is still a chal-
lenging problem. In this paper, we will solve these problems and
propose a privacy-preserving image retrieval method based on
orthogonal decomposition.

2.2. Privacy-preserving content-based image retrieval based on
orthogonal decomposition

Based on the theory mentioned above, a new privacy-
preserving content-based image retrieval method is proposed.
We assume that the original image data can be expressed as n-
dimensional vector X ¼ ðx1; x2; . . . ; xnÞT . Denote B ¼ ðb1; b2; . . . ; bnÞ
an orthogonal matrix of size n � n, which satisfies

bT
i � bj–0 if i ¼ j

bT
i � bj ¼ 0 otherwise

(
i; j 2 ½1;n� ð6Þ

Using orthogonal decomposition based on B, X can be repre-
sented as:

X ¼ B � Y ð7Þ
where the component coefficient vector Y = (y1, y2, . . . , yn)T is calcu-
lated by:
Y ¼ BT � X ð8Þ
Matrix B can be divided into two sub-matrixes, i.e., B ¼ ðR; SÞ,

where R ¼ ðb1; b2; . . . ; bmÞ and S ¼ ðbmþ1; bmþ2; . . . ; bnÞ, then vector
Y can be divided into two sub-vectors: Y ¼ ðY1;Y2ÞT , and Y1, Y2

can be described as:

Y1 ¼ RT � X ð9Þ

Y2 ¼ ST � X ð10Þ
X can be expressed as:

X ¼ R � Y1 þ S � Y2 ð11Þ
If encryption is operated on Y1 and feature is extracted from Y2

respectively, encryption operation is defined as EðÞ, Ke is a key for
encryption, feature extraction is defined as FðÞ, Kf is a key for fea-
ture extraction, then we can get Xef :

Xef ¼ R � EðY1;KeÞ þ S � FðY2;Kf Þ ¼ B � Yef ð12Þ
Under the proposed framework, encryption and feature extrac-

tion are applied to orthogonal decomposition coefficients Y1 and
Y2 instead of being directly applied to X, and these two different
operations will be independent and will not interfere with each
other. Because orthogonal based vector is mutual independent,
the modification of orthogonal decomposition coefficients will
not counteract each other on the original data domain after orthog-
onal composition, as a result, two different kinds of operation
results are fused in original host vector X.

Assuming the encrypted Y1 coefficient is Y1e, the corresponding
vector after orthogonal composition is Xef , decryption operation is
defined as D(), decryption key is Kd, feature extraction operation is
defined as F(), feature extraction key is Kf , then we get:

DðXef ;KdÞ ¼ R � DðY1e;KdÞ þ S � Y2 ð13Þ

FðXef ;Kf Þ ¼ FðY2;Kf Þ ð14Þ
From (13) and (14), we can see that decryption operation is only
related to Y1e while feature extraction is only related to Y2, even
if Y1e is encrypted, image features can be extracted from Y2 directly.

However, there are two issues existed in the above process.
First, the normal orthogonal matrix is in real field. Because of finite
precision of computer, the orthogonal transform in floating point
number may cause non-negligible errors that will have influence
on correctness of operation. Secondly, R and S are both needed to
participate in decryption and feature extraction process, which will
reduce the independence of the two operations and make the
retrieval process insecure. In order to solve these problems, we
transform the above process to the following: compensation oper-
ations are introduced into the transform to obtain the correct
results; R and S are defined as the key of different operand domain,
which is only related to decryption and feature extraction sepa-
rately. Then we transform the above equations into the following:

Assume the encryption domain is divided by Rp, and the feature

extraction domain by Sp, which satisfy ðRp; SpÞT ¼ P � BT , where P is

a compensation matrix, P ¼ ðBTBÞ�1 ¼ diagðk�1
1 ; k�1

2 ; . . . ; k�1
n Þ, PR ¼

ðRTRÞ�1¼diagðk�1
1 ;k�1

2 ;...;k�1
m Þ, PS¼ðSTSÞ�1¼diagðk�1

mþ1;k
�1
mþ2;...;k

�1
n Þ,

then we can get:

Y1 ¼ RT
p � X ¼ PR � RT � X

Y2 ¼ STp � X ¼ Ps � ST � X

(
ð15Þ

Y1e ¼ RT
p � Xef ¼ PR � RT � Xef

Y2 ¼ STp � Xef ¼ Ps � ST � Xef

(
ð16Þ
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DðXef ;KdÞ ¼ R �DððRT � RÞ�1 � RT � Xef ;KdÞ þ Xef � R � ðRT � RÞ�1 � RT � Xef

¼ DðXef ;Kd;RÞ ð17Þ
FðXef ;Kf Þ ¼ FðY2;Kf Þ ¼ FððST � SÞ�1 � ST � Xef ;Kf Þ
¼ FðXef ;Kf ; SÞ ð18Þ

Eqs. (17) and (18) proves that decryption is only related to matrix R,
and feature extraction is only determined by matrix S. If only S is
given, then the feature can be extracted from cipher-image directly
while it is still kept encrypted. That is, R and S, by which the oper-
and domains of encryption and feature extraction, can also be
defined as types of keys used to protect two different operands.
2.3. System model

According to Eqs. (7)–(18), system model for the proposed
method is shown in Fig. 1. There are three entities involved in this
model: content owner who owns the images, CSP who stores
encrypted images and performs image retrieval, and users who
want to get images.

The retrieval process is given as following:

(1) Content owner constructs operating data X from image, per-
forms orthogonal decomposition on X with R; S and gets
encryption operation field Y1 and feature extraction opera-
tion field Y2. Y1e is available after Y1 is encrypted, and fea-
ture Y2f is extracted from Y2. Xef is calculated through
orthogonal composition with B from Y1e and Y2, then the
encrypted image is formed through Xef and uploaded to
CSP. Content owner only needs to save features Y2f as search
index.

(2) Users send request to content owner. After identity authen-
tication, content owner sends Y2f to users, users send it to
cloud servers as search index.

(3) CSP gets matrix S and Kf securely from content owner, and
operates orthogonal decomposition on encrypted images
and encrypted query image. Features are extracted and com-
pared with search index sent by users, and images with
smallest distance will be returned to users.

(4) Users get R and decryption key Kd securely from content
owner, decrypt the cipher-image and get plain image.
Fig. 1. System model of th
2.4. Implementation of the proposed method

The detailed implementation of the proposed method includes
the following steps: operating data organization; orthogonal
decomposition; encryption; image search; orthogonal composi-
tion; data postprocessing.

 

2.4.1. Operating data organization
Theoretically any data can be used as operating data. Consider-

ing most images need to be transmitted or stored in compressed
format such as JPEG, in order to improve efficiency of data process-
ing, we partially decode JPEG streaming and extract quantized
coefficients to constitute operating data. Since combination of DC
coefficients and AC coefficients in low frequency will yield best
retrieval results [29], we extract quantized DC and low-middle fre-
quency AC coefficients from each sub-block of image and consti-
tute the host data matrix X.
2.4.2. Orthogonal decomposition
Selecting orthogonal matrix B is the key part of orthogonal

decomposition. Any matrix satisfying Eq. (6) can be used as B, how-
ever, different orthogonal matrix will have different effects in
applications. For example, DCT is usually used in data compression
because it has the characteristics of de-correlation and energy con-
centration; DWT is often used in numerical analysis and functional
analysis as it has a key advantage of capturing both frequency and
location information. In the proposed method, we use a random
Gaussian orthonormal matrix as B, which can not only be used to
implement orthogonal decomposition on host data X but also to
improve its security, because the elements of matrix are random
variables. According to Eq. (15), X is decomposed into encryption
field Y1 and feature extraction field Y2.
2.4.3. Encryption
In the proposed method, there is no specific requirement to

cryptographic algorithms. We choose Advanced Encryption Stan-
dard (AES) to encrypt data. If encryption is only operated on X
formed by selected DC and AC coefficients, then other coefficients
are transparent which will decrease the security to a certain
extent. To overcome these difficulties and achieve better security,
we encrypt all of other information, i.e., all other AC coefficients.
After encryption, we get encrypted component Y1e.
e proposed method.
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2.4.4. Image search
Image search includes feature extraction and similarity compar-

ison. Since orthogonal decomposition is implemented on DCT coef-
ficients in the proposed method, features in compressed domain
are used to represent image content. Many methods have been
presented in image retrieval of compressed domain. Jiang etc. pro-
posed a JPEG retrieval method in [35], where they extract an
approximated image with smaller size for indexing and content
browsing without incurring full decompression. Lu et al. extract
color, texture and basic edge information from JPEG images in
[36]. Lay et al. presented a method that using energy histograms
of the low frequency DCT coefficients as features for the retrieval
of DCT compressed images [37]. Eom et al. built an edge histogram
detector extracted from AC coefficients that resembles the MPEG-7
non-homogeneous texture descriptor in [38]. Edmundson et al.
compared performance of these JPEG compressed domain image
retrieval techniques with pixel-domain CBIR techniques, such as
color histograms and MPEG-7 visual descriptors, and concluded
that several of the JPEG CBIR techniques allow much faster feature
calculation and faster image retrieval, while providing retrieval
performance similar to common pixel-domain algorithms [39].
Schaefer et al. utilize DC difference histogram and color histogram
as image features in [40], and get better retrieval performance than
methods mentioned above. Recently, two kinds of compact
descriptor in compressed domain are proposed in [41,42], which
can tackle contradictory aspects of efficiency and precision
effectively.

We modified the method proposed in [40] to extract features.
Most of energy concentrates in DC coefficients in JPEG image, the
differences between them describe important information about
the image gradient, image texture and about edges in the image
as well as about uniform image areas, therefore a histogram of
DC difference data in Y channel is utilized as an important image
feature. Besides, since AC coefficients provides a simple description
of image texture, so AC histogram of Y channel is used as another
image feature. Combining color descriptor can also improve retrie-
val performance, thus DC and AC coefficients histogram of Cb and
Cr channels are also used as feature components. L1 norm on nor-
malized histograms is used for distance calculation. To integrate
these three components, we utilize weighted average of three dis-
tances. Denote dt as a distance calculated for DC difference his-
tograms, dh as a distance calculated for AC histogram, dg as a
distance calculated for color histogram, then the combined dis-
tance is established as:

d ¼/ dt þ bdh þ cdg ð19Þ
The results are sorted and images with smallest distance will be
returned as target images.

2.4.5. Orthogonal composition
The encrypted Xef is calculated through the inverse orthogonal

transformwith B and the encrypted component Y1e and Y2. Accord-
ing to characteristics of orthogonal transform, two different kinds of
operations are overlapped and distributed in original host vector X.

2.4.6. Data postprocessing
After being processed, Xef are stored back to their original loca-

tions where they are extracted. Following the consequent encoding
process such as entropy encoding, the encrypted image is
constructed.

3. Experimental results

In this section, we present an experimental evaluation of the
proposed method and compare results with other methods
proposed in [23,32], that is, bit-plane randomization, random pro-
jection, and randomized unary encoding, homomorphic encryp-
tion. We perform experiment on three image datasets: Corel 1k
dataset [43], containing 1000 images which are grouped into 10
categories; Corel 10k dataset [44], containing 10,000 images which
are grouped into 100 categories; Inria Holidays dataset [45], con-
taining 1491 images which are divided into 500 queries and 991
corresponding relevant images. The performance of our scheme
is evaluated in terms of security, retrieval performance and com-
putational complexity. All experiments are implemented by C/C+
+ and run on a Windows Server with Intel Core i3 Processor
3.07 GHz CPU and 6 GB RAM.

 

3.1. Security analysis

Different from text/binary encryption, multimedia information
security requires not only cryptographic security, but also percep-
tual security. Both security against cryptographic attacks and per-
ception unintelligibility should be satisfied. Therefore we will
prove the security of the proposed method from these two aspects.
3.1.1. Perceptual security
We use Peak Signal to Noise Ratio (PSNR) to evaluate perceptual

security of cipher-image. The encryption results of images are
show in Fig. 2. From these figures, we can see that encrypted
images are unintelligible and have low PSNR value, which means
good perceptual security. Malicious attackers cannot infer image
content from encrypted images.

In our scheme, feature extraction field are unencrypted in the
cipher-image. There exists the possibility that attackers make use
of the unencrypted data as a security leak to attack the protected
information, the degree to which the protected information may
be revealed by the unencrypted data must be assessed.

Assume the protected image is I, I can be expressed as:

I ¼ fðX; ZÞ ¼ f1ðXÞ þ f2ðZÞ ð20Þ

where f(�,�) is a linear function that is determined by an image
encoding algorithm, f1(.), f2(.) are different image encoding algo-
rithm. X is a selected operating dataset, Z is other data besides X.
X is encrypted by (12). The encrypted image, Ce can be recon-
structed as:

Ce ¼ f2ðZeÞ þ f1ðXeÞ ¼ f2ðZeÞ þ f1ðR;Y1eÞ þ f1ðS;Y2Þ ð21Þ
In Ce, only f1ðS;Y2Þ is unencrypted, thus it is the only term that

may lead to some information leakage. However, if X is properly
defined and R, S is appropriately selected, the potential informa-
tion leakage can be controlled within an acceptable range. c

To prove conclusion mentioned above, we encrypt each kind of
image in Corel 1k dataset. Table 1 shows experimental results of
encrypted image quality with different X and different size of R.
From the table we can see if X is formed by less coefficients, per-
ceptual security of cipher-image is better. This is because more
coefficients involved in the orthogonal decomposition will lead to
more information leakage. We also can see larger size of R, better
perceptual security of image. But different X and different size of
R only has a slight difference in PSNR of cipher-image, which
means the information leakage is very limited and perceptual secu-
rity of the proposed method is good.
3.1.2. Cryptographic security
In the proposed method, R and S are sub-matrixes of B, they are

not fully stochastic and independent numbers like a single secret
key, which reduces the valid value space of R and S. Therefore
the system is not secure unless two conditions are validated:

 



PSNR=8.9225  PSNR=9.0641 PSNR=8.8775
Fig. 2. Encrypted image quality.

Table 1
PSNR of cipher-image with different operated data X and different size of R.

Image name PSNR(dB)

DC + 1AC DC + 3AC DC + 5AC

R = 16 R = 32 R = 48 R = 16 R = 32 R = 48 R = 16 R = 32 R = 48

African 8.9114 8.8400 8.4946 8.9840 8.8775 8.5079 8.9928 8.8691 8.5524
Beach 9.2442 9.1371 8.8138 9.2877 9.1766 8.8461 9.3716 9.2041 8.8571
Building 8.8518 8.7445 8.4917 8.8651 8.7721 8.4489 8.8677 8.8186 8.5036
Bus 8.5832 8.4952 8.2607 8.6205 8.5352 8.2798 8.6362 8.5772 8.3570
Dinosaur 9.0066 8.9025 8.5100 9.0662 8.9225 8.5359 9.0857 8.9790 8.5597
Elephant 8.8730 8.7436 8.5007 8.8847 8.7941 8.5221 8.9142 8.8871 8.5988
Flower 8.5521 8.4576 8.2371 8.5947 8.5539 8.2307 8.6055 8.5655 8.2390
Horse 9.3122 9.1794 8.8820 9.3354 9.1826 8.9156 9.3742 9.2454 8.9269
Mountain 8.5508 8.4809 8.2139 8.6456 8.5606 8.2824 8.6559 8.5683 8.2825
Food 9.1900 9.1170 8.7707 9.1911 9.0641 8.8352 9.2581 9.1257 8.8464
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Condition1: as secret keys, R and S can be adjusted indepen-
dently to satisfy any predetermined security threshold, i.e., its
key space is large enough to resist the brute force attack.

Condition2: it is difficult for attackers to decrypt cipher-image
unless R and Kd are known; it is difficult for the server to deduce
R through S.

We proved in [28] that the complexity for attacking B is:

dB � 2n2k�km þ 2
nðnþ1Þðk�1Þ

2 þk0 ð22Þ
where the size of B is n, elements of B is k-bit fixed word-length

integer, the number of columns in S is m, km is the factor that
includes the efficiency improvement achieved over an exhaustive
search by using a different algorithm. Thus the complexity for
attacking B tends to increase exponentially as O(n2k).

Eq. (22) shows that R and S, which are the B sub-matrixes, can
be adjusted independently to satisfy any predetermined security
threshold by set rational n and k. Therefore condition 1 is met.

We also proved the complexity for attacking R with a known S
can be estimated as:

dR � 23klogmðn�mÞ
2

þm2k�km þ 2
mðmþ1Þk

2 þk0 ð23Þ
The complexity for attacking S with a known R can be estimated

as:
ds � 23klogmðn�mÞ
2

þðn�mÞ2k�km þ 2
ðn�mÞðn�mþ1Þk

2 þk0 ð24Þ
According to (22)–(24), the complexity of attacking B and R, S are
exponential, increasing with O(n2k), O(m2k) and O((n �m)2k),
respectively. Thus provide the criteria for the proper choice of the
parameters B, R, S to achieve computational security of the scheme.
For example, if n = 8, m = 4, and k = 16, the complexity for B and R

must be of order 21024�km þ 2476þk0 , 2448 þ 2160þk0 , respectively,
which satisfies the security requirements of most applications.
The above analysis proved that condition 2 could also be met.

Since condition 1 and 2 are all met, then we can get a conclusion
that the system is secure.

3.2. Retrieval performance

Retrieval performance is evaluated by precision-recall curves
that are widely used to measure image retrieval performance. Pre-
cision and recall are defined as:

precision ¼ number of relevant images among retrieved images
number of retrieved images

recall ¼ number of relevant images among retrieved images
number of relevant images in the data base

 



Fig. 4. Precision vs. recall graph with/without orthogonal decomposition on Corel
10k dataset.
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Besides, mean average precision (mAP) is used to evaluate the
retrieval performance for a group of queries. It is defined as the
means of average precision (AP) for a group of queries:

mAP ¼
PQ

q¼1AvePðqÞ
Q

where Q is the number of queries, AvePðÞ is the average of all the
precisions measured each time a new relevant image is retrieved.

A higher precision value at a given recall value indicates that
the retrieval performance is better. We perform retrieval perfor-
mance experiment on different dataset and compare experimental
results with the methods proposed in [18,27]. Image in each cate-
gory in the dataset is used as query over all others. Fig. 3(a) shows
the experimental results conducted on Corel 1k dataset, from the
figure we can see that our methods get a better retrieval perfor-
mance than other methods. Fig. 3(a) also shows if a wrong S is
given, the retrieval precision is reduced to around 10%. Therefore,
without knowing the correct key, retrieval from an encrypted
image database equals to picking images randomly from the data-
base, which proves our retrieval process is secure. Fig. 3(b) shows
the results performed on Corel 10k dataset. Although the precision
is decreased due to large size of dataset, our method still achieves
better retrieval results than other methods. However, because the
proposed method has no special requirement to feature extraction,
advanced techniques can be used to improve the retrieval perfor-
mance, such as machine learning. We calculate the mAP of a group
of 100 queries on different datasets and show the results in Table 2.
In this experiment, our method achieves the best retrieval result,
too.

In the proposed method, since features are extracted from the
component vectors after orthogonal decomposition, and this will
affect retrieval performance in some degree. To illustrate how far
it is, we conducted image retrieval on Corel 10k dataset with/with-
out orthogonal decomposition when S size is 48, recall is 0.1. Fig. 4
shows the results. We can see that there is only a slight difference
Fig. 3. Precision vs

Table 2
mAP for different datasets.

Dataset The proposed method (%) Homomorphic encryption (%) Random

Corel 1 k 72.61 66.31 63.40
Corel 10k 46.62 41.11 40.19
Holiday 56.04 53.94 53.8
between them, which also proves the distance preserving charac-
teristics of the orthogonal decomposition we mentioned in
Section 2.

In our method, features are extracted from DCT coefficients,
operation field is divided into two parts, thus different host data
X and size of R or S will have different influence on retrieval perfor-
mance. Fig. 5 shows corresponding retrieval results on Corel 1k
dataset when recall is 0.1. From figure we can see retrieval preci-
sion is higher when S size is larger, this is because more features
can be extracted from a larger feature extraction field, which will
improve retrieval performance. From figure we can also see that
more AC coefficients will also lead to better retrieval performance.
However, X formed by DC and first 5 AC coefficients in Zigzag

 

. recall graph.

projection (%) Random unary encoding (%) Bitplane randomization (%)

61.40 58.67
39.12 30.79
51.67 38.15  



Fig. 5. Precision vs. recall graph with different host data X and different size of S on
Corel 1k dataset.

Table 3
Comparison of computational complexity.

Methods Time
complexity

Precise computation
time (s)

Paillier homomorphic O(n4(nn)�2) 1478.75
Bit plane randomization O(gn) 0.01
Random projection O(mn) 0.12
Randomized unary encoding O(mnM) 3.65
The proposed method O(kn) 0.02
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sequence only achieves minor advantages than by DC and 3 AC
coefficients, this is because the first 3 AC coefficients carrying more
texture and edge information, which affects retrieval performance
more than other components. Considering more AC coefficients
involved in feature extraction will result in more information leak-
age, DC and first 3 AC coefficients should be a good choice for form-
ing X.

In the proposed method, suppose the size of X is n, the size of S
is k ðk < nÞ, then the time complexity of getting feature extraction
field is O(kn). The comparison results with other methods are given
in Table 3, where g is the number of bit-planes to randomize, m is
the dimension of the projected features, and M is the largest value
of the feature vector. From Table 3 we can see that Paillier homo-
morphic method has highest time complexity; randomized unary
encoding has higher time complexity; time complexity of our
method is lower than these methods and is similar to bit plane ran-
domization. Precise computation time is for all 1000 images in the
Corel database, and the results are in accordance with the theory
analysis.
4. Conclusion

A privacy-preserving content-based image retrieval method
based on orthogonal decomposition in cloud environment is pro-
posed in the paper. By orthogonal transform, an image is decom-
posed into components of two orthogonal fields, therefore
encryption and feature extraction can be operated separately.
Two independent components are integrated to form the final data
after orthogonal composition. With this method, the CSP can
retrieve image from encrypted image database directly without
violating data privacy. Different from other methods reported in
the literatures, the proposed method has no restrictions in using
special encryption algorithms, which makes the proposed method
more universal, thus can accommodate different kinds of applica-
tions. Applying more effective feature extraction algorithm to
improve retrieval accuracy is still an open problem and will be fur-
ther studied in our future work.
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