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Abstract—The IEEE 802.15.6 standard for wireless body area
networks (WBAN) consisting of wireless wearable devices and/or
implanted devices is enabling smart connectivity in health systems
offering a new vision for healthcare. Securing the devices and
the communication in these networks still remain the largest
weakness in WBAN. Security risks associated with the kind
of critical data often relayed in these networks warrants novel
security solutions that is fairly limited and currently lacking in
this domain. In this article, we aim to highlight the security
challenges of wireless body area networks and provide a detailed
analysis of the existing security solutions. Our research clearly
demonstrates the limitations of existing solutions and emphasizes
the need for detection based security solutions. In this work,
we also provide possible insights and recommendations on
addressing the different security attacks in wireless body area
networks.
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I. INTRODUCTION

With the increase in aging population and higher number
of chronic diseases, patients and healthcare providers are
constantly looking for efficient health care management tools
that enable faster and timely delivery of healthcare services.
Due to the recent advances in sensor technology, integrated
circuits, and wireless communication, Wireless Body Area
Networks (WBANs) are increasingly gaining popularity in
various healthcare applications. Wireless body area networks
typically comprises of small wireless sensor nodes that are
worn or implanted on the patients body. Physiological signals
such as body temperature, blood pressure, oxygen levels and
electrocardiogram (ECG) from the patient is gathered via the
wireless sensors and transmitted to a cluster head or a gateway
device, which is then possibly relayed to one or more local
servers. These local servers then process the data, and perform
the aggregation, data analysis and storage distribution.

Although wireless body area networks are similar to tra-
ditional Wireless Sensor Networks (WSNs) characterized by
low cost nodes with limited computational resources and com-
munication range, there are fundamental differences between
the systems in terms of their transmission range, data rates
etc. An IEEE standard (IEEE 802.15.6) [1] for WBANs was
created to account for their relatively shorter range, and higher
interference due to the closer proximity of sensing devices to

each other. The WBAN draft standard enforces a clustered
topology where all communications are routed through a
higher powered cluster-head responsible for data aggregation
and coordination of the cluster nodes.

The advances in WBAN are however often shadowed by
concerns of security, trustworthiness and reliability of these
systems. WBANs are inherently challenging to secure because
of limited power and computational constraints. The use of
cryptographic operations and key management consume a
significant amount of computational and power resources.
Secondly, cryptography based solutions are preventive in na-
ture and are always rendered ineffective when internal trusted
nodes are compromised. These limitations have hindered the
general adoption of WBAN in healthcare systems due to
the risk associated with life-critical physiological data being
compromised.

Most existing studies focus on proposing solutions against
physical and network level attacks such as jamming attacks,
confidentiality and integrity breach of data in transit using
cryptographic measures where possible[1], [2], [3], [4]. A
different body of work [5], [6], [7] focuses on light-weight
solutions such as anomaly detection and trust based systems
which addresses higher level attacks such as application level
DoS or sensed data manipulation.

Security in wireless body are networks is essential to
enhance patient safety and providing reliable healthcare. In this
survey we describe the specific attacks and trade-off challenges
faced by these networks. We also provide a review of the broad
classification of existing security solutions and analyze the
advantages and shortcomings of these solutions. In addition,
we also provide some of our recommendations for security
solutions to aid future researchers in this effort.

II. PRELIMINARIES

In this section, we present the history of development of
wireless body area networks. We also describe how the tradi-
tional security solutions such as cryptography based security,
trust management mechanisms and intrusion detection systems
can be used to secure wireless body area networks from attacks
specific to its domain.
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A. WBAN Standard Development

The notion of Body Area Networks was first conceived by
Thomas G. Zimmerman [8] in the early 1990s when he was
leading the development of Personal Area Networks (PANs).
Zimmerman demonstrated that using PAN devices in close
proximity, it was possible to modulate the electric signals
flowing through a human body to carry digital information.
This discovery led to a new movement towards creating shorter
range, low power, and low cost WPAN technologies [9].
This was mostly geared towards medical applications and
therefore required a more sustainable network compared to
traditional ephemeral WPANs. An IEEE 802 working group
known as WNG (Wireless Next Generation) was established
to address these requirements. Subsequently, a new interest
group (IG-WBAN) was established in less than a year which
later became the task group 6 in the 802.15 committee [10].
By February 2012, the 802.15.6 [1] standard was approved
with the aim of providing a communication standard for low
powered devices within the proximity of a human body for
medical, entertainment, and other purposes.

B. WBAN System Architecture

Figure 1 presents a typical architecture of wireless body
area networks in medical domain. Wireless body area networks
comprise of wireless body sensors that are capable of sensing
physiological signals and relaying the information to a cluster
head or a gateway device. These systems follow a strictly clus-
tered network topology coordinated by the cluster-head. Each
cluster head is responsible for synchronizing data transmission
across sensor nodes within the same cluster through the use of
beacon control packets. The cluster heads are also responsible
for aggregating data across the sensors and providing gateway
services to the external networks. A cluster head could either
be a dedicated higher powered device or it could be installed
as an application software on smart phones or other portable
computing device. The WBAN standard ensures no direct or
relay communication between sensing devices in a WBAN
thereby restricting data flow to a centralized sensor-to-cluster-
head direction [1]. The base station in WBAN is a single server
or cluster of servers that receives aggregated data from various
cluster-heads for storage and analysis(real-time or offline).

C. Securing WBANs

Security in any network requires the use of both prevention
and detection solutions to provide comprehensive security to
the system. Here we describe how conventional solutions can
be applied to a body area network.

1) Cryptographic Protocols: Crypotographic security are
commonly used to ensure the various security goals such
as confidentiality, authentication and integrity. Symmetric or
Asymmetric encryption/decryption algorithms and their varia-
tions can be used to encrypt the medical information transmit-
ted in WBAN. Hashing algorithms can be employed to ensure
data integrity of the medical information. Authentication so-
lutions can be used to verify the identity of device generating
information or providing feedback in form of treatment. The

Fig. 1. Example of a Wireless Body Area Network [11]

802.15.6 standard provides three security level profiles based
on cryptographic protocols at the WBAN network layer as
follows:

• Level 0: Unsecured profile with no inherent security.
• Level 1: Provides authentication but no confidentiality.
• Level 2: Provides both authentication and confidentiality.

Although there have been countless successful applications
of cryptography in security, the unique network and resouce
constraints in WBAN introduce design flaws and complexities
associated with cryptography based solutions[12].

2) Intrusion Detection: Intrusion detection systems are de-
fensive security measures that are essential to identify and de-
tect the presence of security attacks in a network. Undetected
security attacks can irrevocably damage the network beyond
repair. Intrusion detection systems are broadly classified into
two categories based on their detection technique:

• Rule based Detection - that maintains a signature database
and evaluates the system and network behavior based on
these pre-defined attack patterns and signatures.

• Anomaly based Detection - that builds a profile of normal
behavior and classifies any behavior inconsistent with
expected normal behavior as an anomaly.

Intrusion detection in WBAN requires novel rule based,
anomaly based and possibly hybrid algorithms to accurately
detect network anomalies. Obtaining audit features, building
normal user profile and network behavior are some of the
challenges that needs to be addressed in IDS solutions for
WBAN.

3) Trust Management Systems: Cryptographic solutions are
ineffective and useless against internal compromised nodes
in a network. Trust based security solutions are often used
to address the problem of insider attacks. Trust management
systems evaluate a node’s trust value based on a number
of factors such as past behavior, intrusion detection result,
opinions of neighboring nodes etc. Reputation based trust
mechanisms reward nodes for good behaviors and ascribe
punishments for bad ones. Reputation based trust management
solution differs from each other in the way the reputation
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values are computed, assigned, propagated, and in identifying
good and bad behaviors.

III. SECURITY CHALLENGES AND TRADEOFFS IN WBAN

In this section, we present the various security attacks that
can be targeted against a wireless body area network and
provide recommendations on security solutions that can be
used to address these attacks.

• Eavesdropping: In a wireless body area network used
for medical applications, an attacker can intercept private
medical information by passively eavesdropping on the
communication between the cluster head (CH) and base
station. Attacker can also intercept the channel between
sensors and the CH; however this requires the adversary
to be in close proximity to the victim. Typical motivation
for this attack is to obtain financial gains by trading
victim’s medical information. In extreme cases, the ad-
versary might be interested in public defamation of the
victim by broadcasting his/her information to the public.

• Spoofing and Sybil Attack: In spoofing attack, the
attacker masquerades as another legitimate entity of the
system to disrupt the network while avoiding detection.
This attack also facilitates the larger sybil attack where
identities of multiple nodes in the network are compro-
mised. While sybil attack requires adversary to be within
the range of the victim, it is very difficult to isolate
once execution begins. Successful repulsion of this attack
depends on the ratio of detection to replication rate which
is always low in most cases. It is usually carried out to
strengthen attacker’s presence in the network, increasing
difficulty in attack repudiation and creating platforms
for other subsequent attacks. Information (feedback on
treatment or diagnosis) may appear to originate from one
or more of the trusted entities while in reality, the attacker
could be relaying false information.

• Replay Attacks: In this attack, information from a pre-
viously transmitted state is captured and replayed into
the system to gain credentials or cause confusion and
errors in the system. By continually replaying its last
measured value, a compromised or faulty sensor node
can evade detection. In a medical scenario, the adversary
can potentially harm the patient by re-transmitting stale
values within the normal range and preventing the system
from detecting a critical alarm situation when values go
beyond the normal threshold.

• Sinkhole Attacks: The goal of this attack is for the
adversary to redirect or attract all traffic to itself with
the purpose of dropping or misdirecting the data packets.
While common in traditional wireless sensor networks,
centralized routing constraints in the modern WBAN
standard [1] limit these attacks to a great extent, forcing
adversaries to concentrate on the cluster head to execute
such attacks. An adversary could remotely deploy a
malware on the cluster-head to block outgoing network
traffic. This is a Denial of Service variant usually carried

out to prevent access to real-time physiological data
which could be critical to victim’s safety.

• Data Falsification: In this attack, the goal of the attacker
is to perform unauthorized data modification with the
intent of falsifying the information transmitted in the
network. This could be achieved by reprogramming a
sensing device or intercepting, modifying and retrans-
mitting data packets. Adversary is always required to
be in close proximity of the victim before executing the
attack. In a WBAN, A typical motive behind this attack
is to physically harm victim by suppressing critical data
values in order to prevent alerts and incidence response. A
less rational motive is for adversary to derive pleasure or
incur more operational costs from continuous aggravation
of data values to trigger false alarms and unnecessary
response protocols. This could also be done to sabotage
a competing device brand’s by making it appear faulty or
unreliable.

• Denial of Service: The goal of this attack is to render
the network resources unavailable for access to legitimate
entities. Malicious nodes can be programmed to transmit
packets at a rate high enough to bring down sender and
recipient’s battery levels, as well as reduce bandwidth
available for legitimate data transfer to an unbearable
minimum. This bears the same rationale behind sink-hole
attacks such that access to critical real-time physiological
data is denied. Jamming is a type of DoS attack, where
the attacker can cause interference with the radio com-
munications by transmitting noisy signals on the channel.
In a WBAN environment, unavailability of the radio
channel can threaten patients need to transmit or seek
vital medical information for critical treatment.

• Physical Attacks: Sensing devices in WBAN can be
physically tampered to either alter information or com-
pletely disrupted. In WBANs, this type of attack is
usually executed along the devices’ supply chain, oth-
erwise the adversary is required to physically approach
unsuspecting victim to tamper with the devices’ circuitry
or code-base. This also serves as a platform for other
attacks which could be based on several motives.

A. Security Tradeoffs in WBAN

In this section, we describe the various system concerns that
limit the effectiveness of a security defense mechanism.

1) Tradeoffs between Security and Resource Usage: Since
devices in WBAN are inherently limited in their energy, com-
putational, and memory capabilities, their resource constraints
should be accounted to ensure longer system durability. It is a
design challenge to ensure that the hardware footprint is at the
bare minimum without significantly compromising security.

2) Tradeoffs between Security and Usability: Security
mechanisms should be transparent to the user, requiring little
or no user interaction, since every user is not a security expert.
Stronger security mechanisms are often designed such that
they introduce significant user level complexities while simpler
user interface often results in poorer security solutions. There
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TABLE I
SECURITY ATTACKS AND POSSIBLE SOLUTIONS

Security
Attack

Possible Solutions/Mitigation for Attacks

Category of
Solution Description

Eavesdropping Cryptographic
Security

Encryption solution with a se-
cure key distribution scheme

Spoofing Intrusion
Detection

Performing packet analysis
with statistical classifiers

Replay
Attacks

Intrusion
Detection

Using time series analysis or
timestamps

Sinkhole
Attacks

Intrusion
Detection,

Trust
Management

Analyzing traffic patterns at
individual communication
links to detect spikes
or troughs, or assigning
reputation penalties for
packet drops.

Data
Falsification

Intrusion
Detection,

Cryptographic

Use message authentication
codes for preventing modifi-
cation of data in transit, and
time series analysis for de-
tecting irregularities in values
reported by locally compro-
mised nodes

Denial of
Service

Intrusion
Detection

Use statistical or pattern anal-
ysis of traffic patterns across
individual nodes

Jamming
Attack

Intrusion
Detection

Use statistical or pattern anal-
ysis to detect drops in av-
erage network transmission
rates or RSSI (Received Sig-
nal Strength) values

Sybil Attack

Intrusion
Detection,

Trust
Management

Use statistical analysis or
trust schemes to detect inco-
herent replicas of node iden-
tifying information across the
network.

Physical
Attack

Physical
Protection

Use tamper proof nodes and
enlighten users with a consid-
erable level of consciousness
or awareness to be more vig-
ilant and report any cases of
physical breach.

is a dire need for security solutions that are both effective and
simple in design.

3) Tradeoffs between Security and Safety: A cumbersome
and inflexible level of security will hinder user accessibility.
Hence, system should be implemented in a fashion that allows
user to access data securely at any desired time.

4) Device Compatibility: Platform specific or lower net-
work stack level solutions that alters the standard protocol
should be avoided as much possible to avoid interoperability
issues among devices from different vendors.

In Table I, we provide our recommendations for security
solutions catered towards addressing each category of attack.

Implementing the suggested solutions requires a careful con-
sideration of the trade-offs between several factors imposed
by the constraints of WBAN as highlighted.

IV. EXISTING SECURITY SOLUTIONS FOR WBANS

In this section, we provide a review of some of the existing
security solutions in wireless body area networks based on the
categories discussed earlier.

A. Cryptographic Solutions

The IEEE 802.15.6 standard provided baseline security pro-
files [1] for authentication and/or confidentiality in WBANs.
Once a node decides to upgrade from an insecure to a secure
profile, it sends a security association request to the cluster-
head which in turn either generates a new master key or uses
a pre-shared version (if any) to establish a secure channel
between both endpoints. Subsequently, pairwise temporal keys
are generated for securing every communication between the
node and cluster-head. A group temporal key is used for
multicast communications.

A security suite for WBANs proposed by Sampangi et al.
uses a no key exchange approach by the use of reference
frames [2]. This technique was implemented in two levels of
hierarchy namely the IAMKeys (Independent and Adaptive
Management of Keys) and KEMESIS (Key Management and
Encryption for Securing Inter-Sensor Communication). The
earlier is used for securing communication between the cluster
heads and base station while the latter was used for node-
to-cluster head transmission. The encryption and decryption
process are lightweight as they are implemented with nested
XOR operations. The only difference in KEMESIS from
IAMKeys protocol is the fact that only one of both symmetric
keys are used for encryption and decryption with the index of
the key (either K1 or K2) used for encryption also attached to
the data frame.

Sangari et al. implemented a public-key cryptographic pro-
tocol similar to the Elliptic-Curve Diffie-Hellman (ECDH) for
inter-node communication [13]. They used electrocardiogram
(ECD) waves data read by both communicating nodes to
independently generate the same random number x at both
communicating end points. This is made possible by examin-
ing specific features of the ECD waves like amplitude, inter-
vals, and digital slope, with some subsequent noise filtering
techniques. At both nodes, different random integers s are
then generated and passed into a recursive polynomial function
f(x,s) which in turn generates the same symmetric keys at both
ends for encryption and decryption.

Another ECD based cryptographic protocol was proposed
by Zhang et al. in [4]. They assumed that the communicating
nodes are within the same human proximity thereby enabling
them to sample similar ECD signals within a common time
window. It is very similar to the earlier discussed system
proposed by Sangari et al. in that both ECD solutions extracted
certain features from the signal wave forms but used different
polynomial functions to generate the symmetric key used for



2016 IEEE International Conference on Computational Intelligence and Computing Research

encryption and decryption. Secondly, Zhang’s solution also in-
cludes a message authentication (MAC) and acknowledgement
(MACK) module. The MACK module ensures the receiver
sends an ACK response to the sender after a successful
decryption of the received message.

Venkatasubramanian et al. adopted a slightly different ap-
proach in [3] with the use of physiological features for key
distribution. The authors explored additional variables to ECD
such as the photo-plethysmogram (PPG) for generating tempo-
rally varied feature sets used in constructing the polynomial
function for encryption. Unlike [13], [4], in this work, they
generate a random symmetric key from the sender node and
use it to encrypt the raw message to be sent. Subsequently,
a fuzzy vault obfuscation function was used to hide the
key and append the output of this function with the cipher
text and MAC (message authentication code). The receiver
uses the same physiological feature sets to approximate the
closest possible polynomial to the one obfuscated by the fuzzy
vault function. This is done by the Lagrangian interpolation
mathematical method which is used to reconstruct a relatively
accurate approximation of the polynomial. On successful
reconstruction of the polynomial, the hidden symmetric key
is recovered and used for decryption.

B. Intrusion Detection Systems

One of the earliest attempts of performing intrusion detec-
tion on WBANs was the negative selection pattern matching
algorithm for anomaly detection proposed by Sundararajan et
al. [14]. The algorithm was based on the process by which
biological immune systems that isolates and extinguishes
foreign cells. The authors define a collection of a string of
feature sets that specify normal node behaviors in the network
and another set called detectors such that no element of
detector matches any in the feature set database. The system
was designed to continually monitor changes in feature sets.
Each node activities are constantly logged to a local server
which transforms the data into the encoded string patterns and
performs the inter-set matching process.

Maharjan [18] performed a comparative experiment be-
tween two popular intrusion detection tools; Snort and Kismet.
In his experiment, some of the nodes were programmed to
perform packet flooding and signal jamming attacks. In this
work, WireShark with PPPSniffer was used as an intermediary
transcoder to collect network traffic data and offline analysis
on the logged data with the IDS tools was conducted.

There was a gap in the literature on IDS solutions for
WBAN during the transition from 802.15.4 (Zigbee) to the
task group 6 draft standard possibly due to uncertainties of
the feature modifications [10]. Following the ratification of
802.15.6 in 2012, newer solutions based on the new standard
began to emerge.

The authors in [7] developed a centralized machine learn-
ing based intrusion detection system using support vector
machines for classification of activities and linear regression
for assessing outliers. Their solution was centered around

detecting irregularities in values aggregated by the cluster-
head from the sensors. The cluster head performs all detection
activities ranging from training to classification and regression.

An IDS system based on multi-objective genetic learning
algorithms was proposed in [6]. The author identified three
core metrics (detection rate R, false positive rate P, and total
energy usage E) to address the trade-offs between security and
resource overhead. The fitness function of the genetic algo-
rithm was formulated to maximize R, and minimize both P and
E. The genetic algorithm process of selection, recombination,
mutation and replacement was used in the training phase to
find the optimal combination of feature sets that is closest to
the defined objectives. The efficiency of the system was well
tested against a number of adversarial models.

A mobile agent based IDS was proposed in [15] to address
the communication overhead involved in sensors transmitting
network logs over the network in addition to sensed data. The
system was designed such that the heavy computational burden
of training mobile agents was based on localized datasets,
while network wide correlation computations were executed
on the cluster-heads. Subsequently, the cluster-head dispatches
autonomous mobile agent programs to perform local analysis
and detection of intrusions across the sensor nodes. Their
approach significantly reduced network resource usage due to
the relatively small size of mobile agents in comparison with
real-time network activity logs.

C. Trust Management Systems

The use of trust management schemes is common in tradi-
tional wireless sensor networks as lightweight alternatives to
cryptography. However, very few trust based solutions have
been proposed in the WBAN domain at this time of writing.

Anandkumar et al. [16] implemented a distributed trust
scheme to detect sybil/clone attacks within a complex WBAN
(e.g. multiple patients in an ICU). Their protocol was an exten-
sion of the RED algorithm proposed by Conti et al. in [5] for
WSNs. SRED was designed to be a self-healing, randomized,
and efficient protocol where legitimate nodes cooperatively
evaluate neighboring nodes and isolate replicas. It involves the
broadcast of a network wide seed for random selection at fixed
intervals, followed by every node broadcasting a signed packet
containing their ID and location information to their neighbors.
Subsequently, the seed is to randomly select nodes within
the network that will evaluate the validity of the broadcasted
information. On selection of these witness nodes, every other
node sends their received location packet to the witnesses
for evaluation. Incoherent information such as two packets
with different locations and same ID will be flagged, thereby
triggering a revocation procedure for the node(s) with that ID.

Li et al. [17] proposed another lightweight trust system
based on self correlation techniques. The protocol was de-
signed such that every node maintains a vector of its individual
trust values for every node in the network. This is considered
feasible as the number of nodes in WBANs are relatively
small in number. The sending node queries neighbors about
their opinions on the intended recipient and subsequently
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ascribes a weight to their opinions based on the level of
similarity between its (sender) and the neighbor’s trust vectors.
The similarity metric is computed as the normalized inner
product of both trust vectors. The sending node eventually
computes the trust for the receiver as a weighted average of
the individual opinions from its neighbors.

A trust system between the WBAN and users of the base
station was proposed by Wu in [19]. The author focuses on
access control for cloud based WBAN data bank end with the
use of lightweight trust certificates. The certificate is composed
of a user’s attributes ranging from ID to user name, roles,
etc. User has to request trust and role values from a trust
management and user DB server respectively. Both servers
respond by sending the information to an authentication server
that builds a trust certificate from both pieces of information
and relays it back to the user. The certificate acts as a user
token for authentication and authorization for the cloud based
WBAN base station.

Based on the review of existing solutions, we present an
analysis of the proposed mechanisms as shown in Table II.
This detailed investigation reveals the strengths and weak-
nesses of the current security solutions in WBAN. As observed
from the Table, most security solutions are cryptography
based and incur significantly high overhead. These solutions
are often limited in their capabilities to defend the network
especially when legitimate nodes with cryptographic keys are
compromised. This research also demonstrates lack of novel
intrusion detection mechanisms available in these networks.
Based on this analysis, we can conclude that a secure wire-
less body area networks necessitate both cryptography based
security solutions to provide protective measures as well as
trust based and intrusion detection based solutions to defend
the systems under attacks.

V. CONCLUSION

In this article, we investigated the security challenges and
attacks in the context of wireless body area networks. We
surveyed a number of existing security solutions and classified
them into different security categories. Through a detailed
analysis of these solutions, we evaluated their strengths and
limitations. We discussed possible mitigations and design fac-
tors that needed to be considered when implementing a defense
mechanism for WBANs, including possible security solutions
to be adopted for different attacks. We believe future work
that involves adept combination of cryptography, intrusion
detection, and trust based security solutions is essential to
further the security research in these networks.
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TABLE II
ANALYSIS OF SECURITY SOLUTIONS

Security
Solution

Characteristics of Solutions

Structure Bootstrapping Information Estimated
Over-
head

Merits Caveats

WBAN Security
Suite by

Sampagni et al.
[2]

Decentralized Five dummy frames for initial
key generation

Medium Scalable, secure key agree-
ment, provides both confiden-
tiality and integrity

Requires buffering of sent and re-
ceived backlog for every commu-
nicating node pair, difficult to de-
tect a compromised node.

Electrocardiogram
(ECD) Public

Key Crypto by
Sangari et al.

[13]

Decentralized Min and max order of polyno-
mial key generation function

High Scalable, secure key agree-
ment, provides confidentiality

Restricted to node measuring ECD
phenonmena, key generation is
highly susceptible to noise, com-
plexity of computation is relatively
high, difficult to detect a compro-
mised node.

ECD key
agreement

protocol by
Zhang et al. [4]

Decentralized Min and max order of polyno-
mial key gen function

High Scalable, secure key agree-
ment, provides both confiden-
tiality and integrity

Also restricted to ECD measur-
ing nodes, noise factor in key
generation, higher communication
overhead due to constant acknowl-
edgement of successful decryption,
difficult to detect a compromised
node

Physiology
based key

hiding protocol
by Venkatasub-
ramanian et al.

[3]

Decentralized Min and max order of polyno-
mial key hiding function.

High Secure key exchange, pro-
vides confidentiality and in-
tegrity, extensible to other
physiological factors

Susceptible to noise, only nodes
measuring the same phenomenon
can communicate, difficult to de-
tect a compromised node.

Bio-Immune
modelled
intrusion

detection system
by Sundararajan

et al. [14]

Centralized String encoded training set and
attack signature sets

High Less complex, relatively ac-
curate, compromised nodes
are eventually isolated

High communication overhead
from sending logs across the
network, centralization impairs
scalability and redundancy,
restricted to a defined set of attack
signatures.

SVM and linear
regression ML

anomaly
detection by

Salem et al. [7]

Semi-
centralized

Training sets Low Two stage analysis reduces
chances of false positives,
compromised nodes are easily
isolated

Focuses solely on sensed data
analysis

iDetect by
Thamilarasu [6]

Semi-
centralized

Genetically encoded training
sets

Medium Highly optimized for balanc-
ing resource overhead and ac-
curacy trade offs, compro-
mised nodes are easily iso-
lated.

Convergence time could be high in
certain scenarios.

Autonomous
mobile agent
based IDS by
Thamilarasu et

al. [15]

Distributed Mobile agents operational in-
formation, training sets

Low Highly scalable
and redundant, less
communication overhead
due to small agent code
size, compromised nodes are
easily isolated

Mobile agents are susceptible to
modification and hijack by an ad-
versary

Distributed
Trust Scheme

by Anandkumar
[16]

Distributed Seed broadcast interval Medium Highly redundant and re-
silient, targets are constantly
changing due to randomiza-
tion of witnesses, compro-
mised nodes are isolated with
high probability.

Incurred overhead by constant
broadcast of information, relies on
the chance that not all witnesses at
a certain time are malicious.

Self correlated
recommendation
by Li et al. [17]

Decentralized Vectors holding default opinion
values

Medium Highly scalable and redun-
dant, compromised nodes are
isolated with high probability

Susceptible to malicious recom-
menders.


