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Abstract

In the present scenario online web advertising is premier source of revenue for many internet web applications. Phishing is an
activity of misleading web users to fraudulent web sites which can be used to steal the sensitive information from internet. In this
article, we introduce a new architecture for web fraud detection using Apriori algorithm for association rule mining and phish tank
database in web advertising network. Extensive experiments are done on the proposed architecture with web access log and results
obtained by proposed architecture in terms of accuracy, error rate, memory used and search time are encouraging.
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1. Introduction

The term online fraud [1] can be interpreted as social bulling, phishing or steal of sensitive information. In most
of the cases online frauds are carried out on naive internet users. In advertisement networks, fraud is carried out by
baffling the internet user, false clicks and pop-up ads etc. In this abstraction, the alternation advertisement arrangement
is advised and able apprehension alignment is suggested. In such affectionate of advertisement frauds, an alternation
of advertisements are produced on the applicant end apparatus (this can be appeared through pop-up or web pages).
These advertisements include interactive ads or overwritten URLs that forward a user to the unknown hosts.

Fraud can be termed as mistreatment of profit organization’s system which does not results essentially in direct
permissible consequences. In today’s competitive environment main issue in doing business is threat of fraud, if it’s
terribly prevailing and if the bar procedures are not secure. This fraud has become important in all the foremost
established industry/government data processing applications. Criminal gets space to perform fraud because of huge
potential applications of computer networks. Various types of scams or frauds that are performed for years through
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mail or telephone call are available and can be seen on the net. Hence fraud detection has become a crucial part of
general fraud management. It automates and helps to cut back the manual part of screening or checking method.

There are different types of frauds described [1],[12], in this work we have considered four types of frauds and tried
to provide fraud detection architecture. Due to web advertising network, when a user searches free software or some
applications at a search engine then it provides the address of web site or sites where the user can get the software like
abc.com. The four cases of frauds are listed below.

• Case 1:- abc.com is the address of fraud web site which sends malicious data.
• Case 2:- abc.com addresses to xyz.com, xyz.com addresses to pqr.com, pqr.com addresses to abc.com and hence

it forms a loop of sites.
• Case 3:- abc.com addresses to xyz.com, xyz.com addresses to pqr.com, pqr.com displays that it will provide the

free software but you have to download another software first which is paid.
• Case 4:- we clicked on abc.com once but multiple pop-up windows are opened against this click, because these

sites are generating revenue from advertising vendor on pay per click basis.

Rest of the paper is organized as follows: section 2, presents the background and survey of techniques used in web
fraud detection. Section 3, covers the proposed architecture for web fraud detection. Section 4, presents experimental
analysis on proposed work. Finally, the paper is concluded based on experimental observations in section 5.

2. Background

This section presents concise survey on various existing fraud detection methods around the internet based adver-
tising fraud networks. Recognition of click fraud in pay per click stream on online advertising network or online is
proposed by [2], [3], [4], [5].

Zhang et al. [3] have presented a technique to identify fraud in pay per click model. According to their descrip-
tion as uses of Internet increases, the online advertisement takes essential part in the advertising market. For online
advertising, one among the common and wide used revenue models is ”charging for each and every click” based on
the certain factors like keywords, popularity and the amount of competing advertisers etc. This pay-per-click model
have the result that individuals or opponent companies get the scope to generate the false clicks or can be said as
fraud clicks, which causes major problems to the creation of beneficial and strong online advertising market. For the
detection of click fraud, an essential issue is to detect the duplicate clicks in jumping windows and sliding windows.
These window models can be very effective in defining and determining click fraud. However, many algorithms are
available to detect duplicates; there is still a need of practical, realistic and effective solutions to detect click fraud in
pay-per-click streams over decaying window architectures.

Haddadi [2] have proposed a model to deal with online click-fraud. They defined bluff ads are group of ads that join
forces with the intention of increasing the effort level for click-fraud spammers. These ads can be either targeted ads,
with inappropriate display text message, or highly relevant display message, with inappropriate targeting information.
Their model works as a check test for legitimacy of the individual clicking on ads. Along with standard threshold-
based methods, fake ads help to decrease click-fraud levels.

An advertising network model, using online algorithms has been proposed by [5]. It works on cumulative data
to accurately and practically find automated traffic, preserve victim’s privacy, while not changing the business logic
model. They propose an absolute classification of the hit inflation techniques and a stream analysis technique that
detects a wide range of fraud attacks. They summarized the detection of fraud attacks of some classes as theoretical
stream analysis problems that fetch to the data management research community as open problem. A framework has
been drawn around for deploying the proposed detection algorithms on a generic model. They bring to a close some
successful preliminary findings of their effort to detect fraud on network.

Another model by [6] developed a fraud detection technique for web fraud detection by generating the Streaming-
Rules that is based on association between pairs of elements in streams.

Goodman advised a model [7] called pay-per-percentage of impression in which they described an easy technique
for mercantilism advertising. Pay-per-percentage of impression deals against each click fraud and impression fraud.
A Duplicate Detection in click streams has been proposed by Metwally et al. [[8]]. in this work, they worked they
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mail or telephone call are available and can be seen on the net. Hence fraud detection has become a crucial part of
general fraud management. It automates and helps to cut back the manual part of screening or checking method.

There are different types of frauds described [1],[12], in this work we have considered four types of frauds and tried
to provide fraud detection architecture. Due to web advertising network, when a user searches free software or some
applications at a search engine then it provides the address of web site or sites where the user can get the software like
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sites are generating revenue from advertising vendor on pay per click basis.

Rest of the paper is organized as follows: section 2, presents the background and survey of techniques used in web
fraud detection. Section 3, covers the proposed architecture for web fraud detection. Section 4, presents experimental
analysis on proposed work. Finally, the paper is concluded based on experimental observations in section 5.

2. Background

This section presents concise survey on various existing fraud detection methods around the internet based adver-
tising fraud networks. Recognition of click fraud in pay per click stream on online advertising network or online is
proposed by [2], [3], [4], [5].

Zhang et al. [3] have presented a technique to identify fraud in pay per click model. According to their descrip-
tion as uses of Internet increases, the online advertisement takes essential part in the advertising market. For online
advertising, one among the common and wide used revenue models is ”charging for each and every click” based on
the certain factors like keywords, popularity and the amount of competing advertisers etc. This pay-per-click model
have the result that individuals or opponent companies get the scope to generate the false clicks or can be said as
fraud clicks, which causes major problems to the creation of beneficial and strong online advertising market. For the
detection of click fraud, an essential issue is to detect the duplicate clicks in jumping windows and sliding windows.
These window models can be very effective in defining and determining click fraud. However, many algorithms are
available to detect duplicates; there is still a need of practical, realistic and effective solutions to detect click fraud in
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forces with the intention of increasing the effort level for click-fraud spammers. These ads can be either targeted ads,
with inappropriate display text message, or highly relevant display message, with inappropriate targeting information.
Their model works as a check test for legitimacy of the individual clicking on ads. Along with standard threshold-
based methods, fake ads help to decrease click-fraud levels.
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stream analysis problems that fetch to the data management research community as open problem. A framework has
been drawn around for deploying the proposed detection algorithms on a generic model. They bring to a close some
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have used bloomed filter for duplicate detection on sliding window, landmark and jumping and windows. An Ecient
Computation of Frequent Elements in Data Streams has been proposed by [10]. [9] have proposed an algorithm to
find the most frequent k elements in a data stream. These research mechanisms provide guiding principle to design
and develop an effective system for fraud detection.

3. Proposed Architecture for Web Fraud Detection

The fraud advertising networks are working in different ways over the internet such as pop-up windows, trapping
end clients by placing interactive ads on different websites, against a click more pop up windows are opening and etc.
In order to generate more revenue, a website places more ads using the ad networks and sometimes these ads are false
or fraud ads. These ads are inserted to confuse the end user by clicking on them and trapped for generating because
these advertisers are getting the revenues on the basis of clicks. Therefore a technique is required by which the fraud
websites and their networks are addressed to prevent them.

To resolve the above mentioned problem, an association rule mining and web usage mining concept based tech-
nique is proposed. It analyzes the web access log which addresses the activities performed by the end clients, it is used
for detecting a fraud sequence of repeated web URLs. After applying data mining techniques like pre-processing,
transformation and frequent pattern generation, frequent patterns are generated. These frequent patterns in our model
detect frauds on incoming request of the end clients. The following concepts are described to understand the proposed
model as shown in figure (1).

• Clients: - Clients or end clients are desktop computers or workstations which send a request to web server
to get information or services. End clients navigate various web pages and get responses from the respective
hosts.

• ISP: - It is service provider which provides various internet services to the end clients and distributes
responsibilities. ISPs are intermediate hosts or service providers which provide the internet services to end
clients. End clients navigate various web pages and get responses from the respective hosts. ISPs or web server
manage a web access log at this end to keep track on accessed pages.

Fig. 1. Proposed architecture for fraud detection.
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• Web Access Log: - While accessing internet, client visits various web servers. So for the auditing purpose the
web servers stores log information about web client system against the each click which includes information
about request, response, access time and other manageable client and data information. Web log accommodate
the information such as IP address, RFC-931, authorized user’s name, date and time, request, status, byte,
reference, user agent, conquering ports and etc. These information are accommodated in a sequential manner
or in appropriate format and each feature have different format (such as IP address, time, web address have
different formats) and a sample of web log is given in example set section.

• Data Transformation: - As web access log have many features with different formats, so to make them in
an appropriate format, as required in proposed method. In this phase web access logs are transformed and
transformed log table as in table (1).

• Dataset Generation: - It is process to generate a new data set from existing data set without tempering it’s
values. Web log contains much more information about the client web access so, only the required set of data
from web access log i.e. IP address, date and time, request and response are extracted. In this phase only
required data set is extracted from the log table such as time, response and reference against the requested IP
address (IP address of a client which has requested for a web services).

• Association Rule Mining: - Association Rule Mining is a process of finding frequent patterns, associations
or correlations between items in transactional databases. After dataset generation, we have applied Apriori
algorithm for generation of frequent item set in between of request, reply, time and reference.

• Phish Tank Database: - It is a database which stores fraud and phishing URLs. This database helps to
distinguish a fraud and authenticates URLs. That database is created by the historical web access log and
experiences on those URLs. To make the clients safe this database must be updated regularly.

• Match Extracted Pattern: - The extracted frequent items from Apriori algorithm are validated with phish tank
database URLs. If match is found with the phish tank database then fraudulent else it is authentic.

Work flow of proposed approach is as shown in figure (1) wherein end clients get services from the ISPs. ISPs are
intermediate hosts or service providers which provide the internet services to end clients. End clients navigate various
web pages and get responses from the respective hosts. ISPs or web server manage a web access log at this end to
keep track on accessed pages. Web log accommodate the information such as IP address, RFC-931, authorized user’s
name, date and time, request, status, byte, reference, user agent, conquering ports and etc. [11]. These information
are accommodated in a sequential manner or in appropriate format. Each feature have different format (such as IP
address, time, web address have different formats) and a sample of web log is given in example set section. Therefore
data pre-processing is required to clean the dataset and further to produce a new suitable format for transformation and
association rules generation. As our proposed model concentrates on request, response and time so other information
is irrelevant.

After transforming the pre-processed data as in table (1), further Apriori algorithm is applied on the transformed
dataset to find the frequent item set. Apriori works on ”bottom up” manner and it applies breadth-first search approach
on tree data structure to count candidate item sets efficiency. Frequent subsets are extended one item at a time (a step
known as candidate generation process), and groups of candidates are tested. The algorithm terminates when no
further successful extensions are discovered and searches all cyclic graphs in transactions and these cyclic graphs
are considered as a fraud. These frauds or cyclic graphs will be aborted. Frequent item set on the navigated data are
evaluated and the extracted set of frequent patterns are cross checked using a phish tank database. If these item set
are matched, it is considered as fraud else non fraud cases. complete algorithm for proposed approach for web fraud
detection is depicted in algorithm (1).
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Algorithm 1 proposed algorithm for fraud detection
Proposed algorithm works in three phases
1. Pre-processing and transformation of log
2. Frequent patterns generation
3. Fraud detection
Phase I
Input: log table L
Output: transformed log table S
1. Let L= ip add, date and time, method, request, response, agent
2. S= ip add, date and time, request, response
3. Where S ⊂ L
4. Return S
Phase II
Input: log table S, url, time and minimum support.
Output: frequent patterns with support.
1. Select Ip address from S then it shows request, response and date time
2. Pass the parameter (time, req, res) and min support to Apriori algorithm for finding the frequent patterns
3. It shows the frequent patterns with support
4. Return frequent patterns
Phase III
Input: frequent patterns
Output: fraud are or not
1. Apply linear search on phish tank data base with frequent patterns generated on phase II if it matches there is

fraud

3.1. Example Set

• Sample of web logs
www.smsync.com 212.50.128.186 - - [18/Sep/2001:09:21:15 +0000] ”GET / HTTP/1.1” 200 6961
”http://www.tucows.fi/system/preview/195684.html” ”Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)”
• Transformation

As sample of web logs are aforementioned, which have various features with different format. That logs are pre-
processed and transformed. The transformed table as in table (1) for an individual IP address ”212.209.231.188
”.
• Association Rule Building

¢ Input configuration: 3 items, 16 transactions,
¢ The Attribute :1 was Found : 8 Times
¢ The Attribute : 2 was Found : 1 Times
¢ The Attribute : 3 was Found : 14 Times
• Frequent Pattern Finding

¢ minsup = 50.0%
¢ Frequent 1-itemsets
¢ [1, 3]
¢ Frequent 2-itemsets
¢ [1 3]
• Fraud Detection

¢ Total Memory Used : 12.8388671875 MB
¢ Execution time is: 0.062 M.seconds.
¢ Accuracy is: 52.083333333333336 %.
Min support = 50% Frequent itemset are: 1,3,13

6 Tripathi et al. / Procedia Computer Science 00 (2017) 000–000

Table 1. Transformed Log Table
TIME REQUEST RESPONSE
18/Sep/2001:09:21:16 /images/download.gif http://www.123loganalyzer.com/
18/Sep/2001:09:21:16 /images/samle.gif http://www.123loganalyzer.com/
18/Sep/2001:09:21:16 /images/contact.gif http://www.123loganalyzer.com/
18/Sep/2001:09:21:16 /images/menu strip.gif http://www.123loganalyzer.com/
18/Sep/2001:09:21:16 /screenshot.gif http://www.123loganalyzer.com/
18/Sep/2001:09:21:28 /download.htm http://www.123loganalyzer.com/
18/Sep/2001:09:21:28 /images/home.gif http://www.123loganalyzer.com/download.htm
18/Sep/2001:09:21:28 /images/download-a.gif http://www.123loganalyzer.com/download.htm
18/Sep/2001:09:21:15 /images/marg.gif http://www.123loganalyzer.com/
18/Sep/2001:09:21:15 /images/top 02.gif http://www.123loganalyzer.com/
18/Sep/2001:09:21:15 /images/top 01.gif http://www.123loganalyzer.com/
18/Sep/2001:09:21:15 /images/menu bkg.gif http://www.123loganalyzer.com/
18/Sep/2001:09:21:15 /images/back.gif http://www.123loganalyzer.com/
18/Sep/2001:09:21:16 /images/home-a.gif http://www.123loganalyzer.com/
18/Sep/2001:09:21:16 /images/buy now.gif http://www.123loganalyzer.com/
18/Sep/2001:09:21:16 /images/features.gif http://www.123loganalyzer.com/

This set is matched with phish tank database, but in case of IP add 212.83.98.25 there is also a transformed table
(1), association rule building and frequent pattern finding. Then fraud detection and output of that is given below
because it matches with phish tank data base.
FRAUDE DETECTED At Trans: 18/Sep/2001:13:02:32 /index.html http://www.123loganalyzer.com/ download.htm

4. Experimental Analysis

This section includes the detailed description of the results obtained by the proposed approach in terms of accuracy,
error rate, memory consumed and search time.

4.1. Dataset

The proposed model is used for learning with the system and approximating the fraud cases. Therefore a web
access log from the UCI repository is utilized for testing. In addition to that, phish tank database is used for training the
proposed model. First of all, the training patterns are loaded in the system. Then, the sample log file uses the frequent
patterns which are recovered from the web log, which is further compared through the phish tank database for finding
a pattern of fraud URL or exactly a fraud chain of URL. Phish tank data base is a kind of phishing reporting data
collection where worldwide phishing URLs are reported by users, researchers and different anti-phishing organizations

4.2. Evaluation Parameters

In order to perform the experimentation, a web access log file is modified with the fraud URLs randomly selected
and a part of URL is produced in the system. Therefore a set of access log files are created for testing. Finally, the
results are demonstrated in terms of accuracy, error rate, memory and time consumption.

4.2.1. Accuracy
Accuracy indicates the ratio between correctly identified instances and total instances during pattern analysis. That

is evaluated using the equation (1).

Accuracy =
Total correctly identi f ied patterns

Total sample to identi f y
(1)
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Algorithm 1 proposed algorithm for fraud detection
Proposed algorithm works in three phases
1. Pre-processing and transformation of log
2. Frequent patterns generation
3. Fraud detection
Phase I
Input: log table L
Output: transformed log table S
1. Let L= ip add, date and time, method, request, response, agent
2. S= ip add, date and time, request, response
3. Where S ⊂ L
4. Return S
Phase II
Input: log table S, url, time and minimum support.
Output: frequent patterns with support.
1. Select Ip address from S then it shows request, response and date time
2. Pass the parameter (time, req, res) and min support to Apriori algorithm for finding the frequent patterns
3. It shows the frequent patterns with support
4. Return frequent patterns
Phase III
Input: frequent patterns
Output: fraud are or not
1. Apply linear search on phish tank data base with frequent patterns generated on phase II if it matches there is

fraud

3.1. Example Set

• Sample of web logs
www.smsync.com 212.50.128.186 - - [18/Sep/2001:09:21:15 +0000] ”GET / HTTP/1.1” 200 6961
”http://www.tucows.fi/system/preview/195684.html” ”Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)”
• Transformation

As sample of web logs are aforementioned, which have various features with different format. That logs are pre-
processed and transformed. The transformed table as in table (1) for an individual IP address ”212.209.231.188
”.
• Association Rule Building

¢ Input configuration: 3 items, 16 transactions,
¢ The Attribute :1 was Found : 8 Times
¢ The Attribute : 2 was Found : 1 Times
¢ The Attribute : 3 was Found : 14 Times
• Frequent Pattern Finding

¢ minsup = 50.0%
¢ Frequent 1-itemsets
¢ [1, 3]
¢ Frequent 2-itemsets
¢ [1 3]
• Fraud Detection

¢ Total Memory Used : 12.8388671875 MB
¢ Execution time is: 0.062 M.seconds.
¢ Accuracy is: 52.083333333333336 %.
Min support = 50% Frequent itemset are: 1,3,13
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Table 1. Transformed Log Table
TIME REQUEST RESPONSE
18/Sep/2001:09:21:16 /images/download.gif http://www.123loganalyzer.com/
18/Sep/2001:09:21:16 /images/samle.gif http://www.123loganalyzer.com/
18/Sep/2001:09:21:16 /images/contact.gif http://www.123loganalyzer.com/
18/Sep/2001:09:21:16 /images/menu strip.gif http://www.123loganalyzer.com/
18/Sep/2001:09:21:16 /screenshot.gif http://www.123loganalyzer.com/
18/Sep/2001:09:21:28 /download.htm http://www.123loganalyzer.com/
18/Sep/2001:09:21:28 /images/home.gif http://www.123loganalyzer.com/download.htm
18/Sep/2001:09:21:28 /images/download-a.gif http://www.123loganalyzer.com/download.htm
18/Sep/2001:09:21:15 /images/marg.gif http://www.123loganalyzer.com/
18/Sep/2001:09:21:15 /images/top 02.gif http://www.123loganalyzer.com/
18/Sep/2001:09:21:15 /images/top 01.gif http://www.123loganalyzer.com/
18/Sep/2001:09:21:15 /images/menu bkg.gif http://www.123loganalyzer.com/
18/Sep/2001:09:21:15 /images/back.gif http://www.123loganalyzer.com/
18/Sep/2001:09:21:16 /images/home-a.gif http://www.123loganalyzer.com/
18/Sep/2001:09:21:16 /images/buy now.gif http://www.123loganalyzer.com/
18/Sep/2001:09:21:16 /images/features.gif http://www.123loganalyzer.com/

This set is matched with phish tank database, but in case of IP add 212.83.98.25 there is also a transformed table
(1), association rule building and frequent pattern finding. Then fraud detection and output of that is given below
because it matches with phish tank data base.
FRAUDE DETECTED At Trans: 18/Sep/2001:13:02:32 /index.html http://www.123loganalyzer.com/ download.htm

4. Experimental Analysis

This section includes the detailed description of the results obtained by the proposed approach in terms of accuracy,
error rate, memory consumed and search time.

4.1. Dataset

The proposed model is used for learning with the system and approximating the fraud cases. Therefore a web
access log from the UCI repository is utilized for testing. In addition to that, phish tank database is used for training the
proposed model. First of all, the training patterns are loaded in the system. Then, the sample log file uses the frequent
patterns which are recovered from the web log, which is further compared through the phish tank database for finding
a pattern of fraud URL or exactly a fraud chain of URL. Phish tank data base is a kind of phishing reporting data
collection where worldwide phishing URLs are reported by users, researchers and different anti-phishing organizations

4.2. Evaluation Parameters

In order to perform the experimentation, a web access log file is modified with the fraud URLs randomly selected
and a part of URL is produced in the system. Therefore a set of access log files are created for testing. Finally, the
results are demonstrated in terms of accuracy, error rate, memory and time consumption.

4.2.1. Accuracy
Accuracy indicates the ratio between correctly identified instances and total instances during pattern analysis. That

is evaluated using the equation (1).

Accuracy =
Total correctly identi f ied patterns

Total sample to identi f y
(1)
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The accuracy of the proposed system is depicted in figure (2-a), as the sample logs are increased the accuracy of
the system is decreased due to the noise in the datasets. In graph the accuracy of the system is on Y axis in terms
of percentage and the size of data set on X axis. According to the the fig (2-a) the system performance in terms of
accuracy is decreasing as the amount of log data is increasing, that reflects the complexity of Apriori algorithm. During
experimentation it is observed that the number of item set and number of input transactions increases the quality of
Apriori algorithm is affected significantly.

Fig. 2. (a) Accuracy; (b) Error rate; (c) Memory consumed; (d) Search time.

4.2.2. Error Rate
Error rate or mis-classification rate indicates the ratio between incorrectly identified instances and total instances

during pattern analysis and can be calculated using the equation (2).

ErrorRate = 100 − Accuracy (2)

The error graph of the system is depicted in figure (2-b). In this graph X axis represents dataset size and Y axis
provides the percentage error during pattern identification. The error rate is inverse of the accuracy. The error rate
increases with the growth in size of the data. The error rate describes the amount of data that are incorrectly identified
during the detection process.

4.2.3. Memory Consumed
It represents amount of main memory space required to execute the proposed algorithm. The figure(2-c) demon-

strates the memory required to the proposed system. In this graph, X axis shows different experiments and the Y axis
provides the memory consumed in b (bytes). The amount of memory utilization increases as the data for analysis
increases. This occurred due to the significant amount of data loaded into the main memory of the system.
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4.2.4. Search Time
Search time indicates the time spend to verify URL of requested web page as fraudulent, legitimate or advertisement

network loops URL. The amount of time with increasing size of data is given in graph (2-d). In this diagram the time
consumption in milliseconds is shown on Y axis and the number of instances in the web log data is provided on X
axis. According to the results the amount of search time increases as the size of data for analysis is increased.

5. Conclusion and Future Work

In this paper, we proposed a technique based on Apriori algorithm for fraud detection and prevention in web
advertising networks. Different steps in web accessing log processing are described in proposed methodology. The
proposed fraud detection technique implemented and validated with web access logs and phish tank database. In
this context, the frequent patterns are generated using Apriori algorithm on web logs. The combined effort of phish
tank database and frequent item sets have provided significant performance in terms of accuracy, error rate, memory
consumed and search time.

In future, work for web fraud detection using association rule mining can be extended, as in fraud detection step
we have used linear search algorithm for matching the frequent patterns with Phish tank database. If size of database
grows search time also grows. So to reduce the search time we can use some other searching algorithm such as
indexing, hashing and multi-label indexing etc.
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we have used linear search algorithm for matching the frequent patterns with Phish tank database. If size of database
grows search time also grows. So to reduce the search time we can use some other searching algorithm such as
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