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Abstract - Distributed denial of service (DDoS) cyber-attack poses a severe threat to the industrial Internet of Things 

(IIoT) operation due to the security vulnerabilities resulted from increased connectivity and openness, and the large 

number of deployed low computation power devices. This paper applies Fog computing concept in DDoS mitigation by 

allocating traffic monitoring and analysis work close to local devices, and, on the other hand, coordinating and 

consolidating work to cloud central servers so as to achieve fast response while at low false alarm rate. The mitigation 

scheme consists of real-time traffic filtering via field firewall devices, which are able to reversely filter the signature 

botnet attack packets; offline specification based traffic analysis via virtualized network functions (VNFs) in the local 

servers; and centralized coordination via cloud server, which consolidates and correlates the information from the 

distributed local servers to make a more accurate decision. The proposed scheme is tested in an industrial control system 

testbed and the experiments evaluate the detection time and rate for two types of DDoS attacks and demonstrate the 

effectiveness of the scheme.  

Keywords- DDoS, Attack Detection, Mitigation, Fog Computing, VNF 

I. INTRODUCTION 

Internet of Things (IoT) connects every possible device (thing) and facilities via various networks to provide 

efficient, reliable and secure services for all applications, from personal health trackers, weather monitoring, smart 

homes, to factories. IoT can be defined as "a pervasive and ubiquitous network which enables monitoring and 

control of the physical environment by collecting, processing, and analyzing the data generated by sensors or smart 

objects" [1]. For examples, IoT healthcare applications support monitoring and tracking, enable various 

physiological signals to be captured and analyzed in real time with integrated embedded sensors, and provide remote 

control to medical devices. 

When IoT is applied in industrial environments, it is termed as the Industrial Internet of Things (IIoT), where 

industrial devices such as controllers, sensors, processors, actuators, and mechatronics are the “things” that are 
connected, and share intelligence with each other.  The interconnectivity and openness in IIoT has drastically 

expanded the attack surface, as many operations are migrated from closed systems using proprietary protocols into 

IP-based systems, and the attack threats are extending from manipulating information in information technology (IT) 

domain to controlling actuation in operation technology (OT) domain, i.e., from the digital to the physical world. 

IIoT system is heavily involved in real-time control and processing, and with the requirements of operation 

without interruption, which are the unique and special features in the industrial circumstance. Different domains 

have quite different security requirements. Confidentiality of information is crucial in IT, e.g., data in business and 

finance, in health monitoring applications, while in OT, the requirement of availability may be more crucial than 

that of confidentiality due to the no interruptive operation demand. The availability of IIoT systems is prone to 

distributed denial of service (DDoS) attack, as a large number of electronic devices in the field control areas, such as 

sensors, actuators, controllers, especially those devices, which have limited computation power, and are distributed 

largely in locations with weak security protection. Those devices are vulnerable to being compromised. The DDoS 
attack exploits the compromised devices to send attack traffic that consumes system or network resources, resulting 

in the system unavailable for its normal operation.  

Various security measures, such as the cryptographic methods, e.g., encryption key enabled data confidentiality, 

data and user authentication, data integrity, access control and firewall approaches could protect the system from 

various types of attacks. However, DDoS attack is a notable example that an attacker could still manage to launch 

successfully against the system. 
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DDoS attack, in the manner of sending high volume traffic or holding up server resources, consumes network 

bandwidth and processing power, and blocks network service to legitimate users. The existing defending approaches 

with fixed functionality and computation capacity deployed at fixed locations have apparent limitations in mitigating 

DDoS attacks. Cloud computing has flexible computation capabilities but the Cloud-based DDoS defense approach 

cannot sufficiently fulfill real-time operation requirements. The goal of the paper is to develop a distributed scheme 

to mitigate DDoS attack by detecting and blocking the attack near the attacking sources in the IIoT environment. 
There are challenges in developing DDoS mitigation methods in distributed and coordinated manner in order to 

effectively overcome the drawbacks of existing mitigation solutions including low detection efficiency, high false 

alert rate, long time delay, and high computation power and cost. These challenges are critical to the IIoT system, as 

IIoT has specific constraints on real time application and computation resource.  

The main contribution of this work is to apply Fog computing approach [2] in the IIoT environment to mitigate 

DDoS attack by allocating computation capacity closer to operation process and distributing the workload in the 

system through a three-level mitigation architecture in order to deliver faster and more accurate attack detection. In 

the field control level, Firewall is applied to reversely filter the attack packets based on known attack traffic 

signatures. In the local control level, servers are exploited to examine the traffic via instantiating virtual network 

functions (VNFs) to perform specification based traffic detection, and in Cloud level a central server correlates and 

consolidates the information from multiple locations and sources to make more accurate detection decision.    

In the following, the background knowledge of the IIoT system and the existing work on DDoS mitigation are 
discussed in Section II. Design and operation procedures of our DDoS mitigation scheme are described in Section 

III. Section IV presents its implementation and test, and conclusion is drawn in Section V to summarize the 

proposed algorithm.    

II. BACKGROUND AND RELATED WORK 

In this section, the evolution of IIoT system as well as its specific features are presented via outlining the 

relations between IoT (IT) and IIoT (OT). The IIoT’s security vulnerabilities due to the openness and connectivity 

are explained, and existing works on mitigating DDoS attacks are briefly surveyed. 

A. IIoT Systems 

The adoption of the IIoT is being enabled by the improved availability and affordability of sensors, processors 

and networking technologies, and the demands for accessibility, flexibility, and productivity. IIoT system brings a 

convergence of enterprise network and industrial control system (ICS) infrastructure and provides monitoring 
together with control functionalities for the critical industries, such as manufacturing and transportation 

infrastructures. Operational Technology (OT) refers to monitoring and controlling systems in IIoT that are used to 

manage industrial operations. OT emphasizes control with high priority on availability. An example of OT is the 

supervisory control and data acquisition (SCADA) system in ICS. SCADA system provides and enables operators to 

monitor the status of a system, control the system operation, and raise alerts for abnormal events. IT refers to any 

use of computers, storage, networking devices and other physical devices, to manipulate data, generally in a 

business or other enterprise environment. IT emphasizes on managing and processing information with high priority 

on confidentiality. Hence both IO and OT are involved in IIoT system.  

In IIoT system, the control and management of various devices are strictly constrained by prescribed operation 

and production procedures and have stringent latency and uninterrupted and safe operation requirements.  

B. DDoS Attacks and Mitigation 

DDoS attack is a coordinated attack, performed by employing a large number of compromised and distributed 
devices, termed bots, to deliver the attack. The bots are infected by malware and under the attacker’s control, and 

instructed by the attacker to send attack packets to victims [3, 4, 5]. DDoS attacks could appear in the form that are 

to overwhelm the network infrastructure consisting of servers, routers and switches by sending a large volume of 

attack traffic, e.g., the attacks such as TCP SYN flooding, UDP flooding, and ICMP flooding. It could also appear in 

the form that the attack traffic is similar to legitimate traffic and exploits the weakness or vulnerability of a protocol 

to consume an excess amount of its resources, e.g., the attack targeting the HTTP protocol with an objective to 

exhaust server resources available for Web services [6, 7]. Distributed reflective DoS attacks are such attacks that 

exhaust the victim’s bandwidth resource by spoofing the IP address of a victim and sending requests to public 

servers to flood the victim with valid responses from the servers. DNS amplification is one of the attacks where 

small queries sent by compromised nodes are amplified by the DNS servers in the form of enlarged responses and 
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are reflected to the spoofed IP address of the victim. The attacker reaps the benefits of greatly increased attack 

traffic [8, 9]. 

Detecting and blocking DDoS attack at attacking source has the advantage of effective protection and 

preservation of network resources, but it also faces challenges to differentiate between legitimate traffic and attack 

traffic. Since the volume of the traffic near the attacking sources may not be high before the attack traffic converges 

at the victim side. The sources of the DDoS attacks can be distributed in different domains making it difficult to 
detect and filter attack flows accurately. Examples of source based defense are ingress router filtering which filters 

attacking packets based on the packets’ IP addresses [10], or based on normal flow model [11]. Detecting and 

responding to the DDoS attack at the destination (victim) could be straight forward, but would be too late as the 

attack traffic may have overwhelmed its processing resource and wasted communication bandwidth on the paths to 

it. The problem is how to effectively detect and react to the DDoS attack at the source. Arguments exist in literature 

that to effectively mitigate DDoS attack, a network-wide cooperated work is required and that every party, besides 

the victim under the DDoS attack should contributes to the DDoS mitigation. To achieve better DDoS defense 

efficiency and effectiveness, network based mechanisms have been proposed. These mechanisms deploy the 

mitigation functionalities inside networks, mainly on the routers, and could response to the attack more accurately. 

Router based filtering at the network core [12, 13], and IP trace back mechanisms [14] which detect the attack 

sources, are some network based defense examples. 

DDoS mitigation based on fixed locations, e.g., source or destination, may have to over provision functionalities 
and capabilities in order to effectively handle unexpected traffic volume and attack types. Cloud possesses profound 

resources, and has flexible control and allocation capability of the resources. Cloud-based mitigation has the 

advantages of high and flexible computation and storage capabilities for performing resource intensive attack 

mitigation functions. In the Cloud-based mitigation, traffic is rerouted to Cloud for filtering processing before being 

delivered to the destination network [15, 16]. An architecture for Cloud-based firewalling service was proposed in 

[17]. The proposed architecture is an outsourcing of firewalling functions utilizing the high availability, huge and 

dynamic resource in the Cloud to cope with DDoS attacks. A Cloud-based framework based on Software as a 

Service (SaaS) model, proposed in [18], is able to locate malicious activities in the network and overcome the 

deficiency of classical attack detection. Network Function Virtualization (NFV) decouples the software 

implementation of network functions from the underlying hardware, and supports flexible network function 

instantiation and capability increment [19]. The functional flexibility of NFV was presented in [20] to handle DDoS 
attack. The Cloud-based DDoS detection solution may not be applicable in the IIoT environment if the attack traffic 

is initiated within the local networks, and the outsourcing approach could not promptly detect and block the attack 

near the attacking sources.  

DDoS attack mitigation approaches based on Fog computing concept are also proposed in the literature. In [21], 

mitigation solutions that prevents IoT-DDoS attacks using edge computing was proposed. This method includes 

three components: edge functions are designed to capture the profiles of traffic; the locally derived traffic 

information is sent to special web service via a fast path; and at the web service the distributed traffic information 

across a number of edge nodes is aggregated to detect DDoS attack. The detection is based on a threshold value of 

incoming profile packet rate, and relies on the generation of the traffic profile packets. The method could detect the 

DDoS attack faster as compared with that at victim side. [22] proposed a fog computing based IoT monitoring 

framework that minimizes response time. The approach applies oneM2M device application service platform 

including a device manager, a monitoring manager and a data manager for connection control, environment 
monitoring and data management. [23] presented a multi-level DDoS mitigation framework which includes edge 

computing level, fog computing level and cloud computing level. The edge computing level consists of IIoT 

gateway which connects IIoT devices, and includes firewall functionalities. The fog computing level consists of 

controller clusters and servers, collecting traffic data, detecting DDoS attack based on network traffic data, and 

restraining DDoS attack based on detection. The cloud computing level has powerful data analysis capability and is 

an aggregation point of all DDoS attack traffic, performing detection and sending detection information to fog 

computing level. Their work showed the experiment results of using Snort rules to detect the attack and using SDN 

enabled switch to mitigate the attack.   

Our Fog computing based approach features a localized, distributed and coordinated processing in a three-level 

data analysis architecture. It consists of inline traffic filtering via field area firewalls, offline specification based 

traffic analysis via virtualized network functions in the local servers, and further a centralized coordination via a 
cloud server for consolidating information from the distributed local servers to increase detection accuracy.   
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C. Specification based Anomaly Detection Approach 

In IIoT networks, unlike general IP networks, the communication patterns could be deterministic and predicable. 

Industrial control networks generally have static topologies, and a limited number of applications and protocols 

running on them. These features make it feasible to model the expected behaviors with high accuracy and to detect 

activities that cause deviations from the modeled behaviors.  

Specification based anomaly detection method constructs a model according to the protocol specifications, 
which describes the legitimate system behavior and detects attacks as deviations from the modeled behavior. This 

method was first presented in [24], in which the intended behaviors of security critical programs were described, and 

based on the expected behaviors any deviations of the actual execution of the program would imply abnormal. The 

specification based approach detects attacks through identifying anomalous protocol execution caused by the 

attacks, and has the capability of detecting attacks which are unknown previously. In the work [25] the TCP protocol 

specifications were described via an extended state machine for network layer and transport layer protocols. Based 

on the state machines, the statistical properties of state transitions for normal traffic were also presented. With the 

state machine models, the system behaviors are mapped to transitions of the state machine, and unusual behaviors 

can be detected based on the transitions frequency. The work [26] described a specification-based intrusion 

detection sensor used to monitor advanced metering infrastructures communication traffic. A leveled structure of 

state machines for the ANSI meter communications standards C12.22 protocol was developed to present a legitimate 

activity profile for the expected behaviors from the protocol specifications, including the state machines 
presentations for the activities at the device level, network level and application level. The work [27] presented a 

model for characterizing an industrial control system protocol, i.e., Modbus/TCP protocol. The work also modeled 

the expected communication patterns among different types of devices for the Modbus/TCP protocol. It developed 

Snort rules for detecting violations of the specifications, by examining the parameters such as protocol identifiers, 

length, exception code and addresses. The work [28] developed a Modbus/TCP protocol model using deterministic 

finite automation (DFA) method. It captured the message communication patterns between a HMI (Human Machine 

Interface, i.e., Control server) and PLC (Programmable Logical Controller), and defined transition functions 

between the states that represent the predicted behavior, and used Python language to implement the model.  

The protocol specification based anomaly detection method is also applied in our work. We use state machine to 

describe a proprietary Modbus/TCP protocol employed in a specific industrial control system, and apply Snort [34] 

to perform a basic traffic behavior check based on the described traffic patterns. Snort is open source network 
intrusion prevention and detection system, and is capable of performing protocol analysis and detecting a variety of 

attacks.    

III. DESIGN OF DDOS MITIGATION SCHEME 

Isolated mitigation approaches, such as firewalls and intrusion detection system deployed in fixed location, could 

not mitigate the DDoS attack effectively, and the approach of diverting traffic to the Cloud for processing is not 

suitable for IIoT system due to the large volume of traffic to be transmitted and delayed detection. It is well 

recognized that at the victim side it is easy to detect the DDoS attack but is inefficient to mitigate it due to the 

accumulated large attack traffic volume, while at the attack source side it will be effective to block the attack traffic 

before the volume of traffic builds up. As DDoS traffics are generated from multiple sources distributed across the 

network, a single trace of attack traffic may not show obvious features of anomalous behavior. This challenge can be 

potentially solved by a distributed and coordinated network-wide detection solution. Therefore, the fog computing 

approach that coordinates and allocates the computation-intensive task close to the operation sources is considered 
to effectively mitigate the DDoS attacks.  

A. Fog Computing based DDoS mitigation Architecture 

Fog computing based DDoS mitigation features a localized and distributed processing method. It extends cloud 

computing services to the edge of the local network by performing data analytics, control, and other time-sensitive 

tasks close to end users, enables hierarchical data processing and reduces data transferring requirement on the 

network bandwidth.  

The Fog computing based DDoS mitigation scheme provides in-depth investigation and analysis of malicious 

network behaviors through a three-level architecture, i.e., field, local and cloud levels. The scheme leverages the 

existing legacy system infrastructure, e.g., firewall and station servers, to provide extra capabilities on traffic 

monitoring and control. A DDoS mitigation architecture based on a typical industrial SCADA system is illustrated 

in Fig. 1.  
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Fig. 1. Illustration of DDoS mitigation architecture in typical IIoT system 

The field control level consists of various IIoT controllers, such as Remote Terminal Units (RTU) and 

Programmable Logic Controllers (PLC). Those controllers directly interface with a large number of field devices 

and communicate using Modbus protocol, which monitor and control the operations of, e.g. in a metro rail system, 

elevators, station lighting, platform screen doors, track traction power, etc.  Those field devices which lack 

computing resource for security protection, and are deployed in insecure environment, are prone to be compromised 

for botnet attacking [29]. 

Firewalls are mainly employed to protect the field devices against malicious packet attacks from up levels and 

are able to inspect packets for known attacks that aim to exploit vulnerabilities of field control devices, such as 

manipulated industrial protocol (e.g. Modbus) commands, and flooding attempts. Besides that, in our proposed 

DDoS mitigation scheme the firewalls are further applied to perform new packet filtering functions, i.e., to prevent 
attacks from the compromised field devices, via adopting the reverse firewall approach [30]. This rule-based firewall 

is to protect the up level networks from DDoS attacks that are launched from the field devices. 

In the local control level, the servers originally monitor and control field devices and perform management 

functions. The fog computing required computation is incorporated at this level. The station servers further carry out 

the DDoS detection functionalities, which could be implemented as virtualized functionalities at local servers to 

save resource of dedicated security devices. The detection functions can be preconfigured and dynamically 

instantiated through network function virtualization (NFV) if new monitoring locations or more functions are 

needed in responding to the changes in network traffic. When field data (after undergone inspection by firewall) 

enter the local control network, they will be directed to local server and examined by distributed fog-level DDoS 

detection functions. 

The detection results, as well as information on any doubtful behaviors are transmitted to the central server for 

the ease of getting an overall view on the network traffic status. In the central Cloud level, aimed with the network 
information from the local DDoS detection servers and other management servers on the network status, the central 

server correlates the received reports and could discover a subtler attack pattern. 

B. Fog Computing based DDoS mitigation Schemes 

The DDoS mitigation functions are distributed and performed in three multiple levels of the architecture. The 

firewalls perform the rule-based packet filtering functions, while the local servers and Cloud servers conduct the 

anomaly detection functionalities. The local servers having the computation capacities are exploited to perform 

computation-intensive schemes, and thus can react to the attack in time, which is critical to the IIoT systems. In the 

local server, specification based DDoS detection schemes are employed, and once a DDoS attack is detected, the 

attack signatures can be extracted, conveyed to and updated in the firewalls such that the firewalls can effectively 
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filter the attack packets near its sources. The specification based DDoS detection schemes are discussed in more 

details in this subsection.  

1) Rule-based packet filtering  

Besides performing the existing functions of protecting the field devices from forged commands attacks from 

higher layers, at the field control level, the firewall also performs the reverse filtering that detects and blocks attack 

traffic from compromised field devices to higher layers. Firewall blocks the attack packets according to a set of 
preconfigured rules, and the rules can be constructed based on the allowable IP addresses, protocols, or ports. Any 

packet that violates the predefined rules, or not relevant, will be filtered.  

2) Specification-based DDoS detection schemes  

As the protocols utilized in the IIoT system are predetermined and well specified, e.g., Modbus, DNP3 [31, 32], 

the transmission and contents of the packets must conform to the protocol specifications. We design the 

specification based anomaly detection scheme specifically for detecting DDoS attack in the IIoT environment, and 

the scheme relies on specification description of the employed industrial control protocols, the features of DDoS 

attack traffic, and verification rules to detect any deviation from the expected behaviors. The description of the 

expected system behaviors is based on an industrial control system which employs widely used Modbus/TCP 

protocol. Specification based methods are implemented as virtual functions in local server to detect the anomaly in 

the traffic. In the following, we will briefly discuss the Modbus/TCP protocol, its state machine representation and 

implementation. 

a) Modbus/TCP 

The communication patterns among the different types of devices are well specified in the industrial control 

system. Modbus/TCP protocol uses a common query-response communication mode. The devices in the field 

control level may communicate with local controller conveying messages such as state inquiry and response. 

Modbus/TCP is designed for Ethernet network, and is the extension of Modbus/RTU which is designed for serial 

communication. Modbus/TCP is assigned TCP port 502. As an example in Figure 1, the RTU will communicate 

with local controller using Modbus/TCP and communicate with field devices using Modbus/RTU. The Modbus 

message format and the conversion between Modbus/TCP and Modbus/RTU are shown in Figure 2.  

 

 

Figure 2: Modbus/TCP packet and Modbus/RTU packet 

A Modbus/TCP message’s TCP payload consists of Modbus Application Protocol (MBAP) Header and Protocol 

Data Unit (PDU). The MBAP describes the packet length, and identifies the IDs of each node. PDU supports 

Modbus commands and includes two fields. 
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 Function Code field:  specify the actions that requested by master node, which can be further categorized into 

data access (read and write, bit (coil) and byte (register)), diagnostics, and other proprietary purposes. There are 

around 20 public function codes [31] that have been standardized among different industries.  

 Data field: specify detailed information about an action, which varies for different function code.  For example, 

a data access function code may specify access method (read or write), type of data (bit/coil or byte/register), 

number of coils or registers, memory addresses (starting address and ending address), and new values written to 
memory.  

b) State machine modeling of the specification 

We applied the finite state machines to build the Modbus/TCP protocol specification model. The state machines 

represent the message exchange states and state transition in control server and the RTUs, i.e., Master and Slaves. 

Fig. 3 and 4 show the exemplary state machine representation of the Master and Slave nodes respectively, where the 

states and the state transitions among them are illustrated. At the Master node, e.g., once a request is sent to Slave 

node, it will enter the “Waiting for response” state. It transits to “Processing response” state if a response packet is 

received within a pre-set time period, otherwise it will enter the “Processing error” state. In the “Processing 

response” state, a set of functions are performed, and depending on the processing results it will transit to either 

“Idle” state or “Processing error” state.  In specific states, a sequence of functions is further performed conforming 

to the protocol specification. For example, in the “Processing response” state, the Master node will check the data 
value range, response sequence number vs request sequence number, and various constraints according to the 

protocol specifications. Modbus nodes can operate as both Masters and Slaves. 

            

Fig. 3. Master node Modbus TCP state machine 

 

 

 Fig. 4. Slave node Modbus TCP state machine  

The Modbus/TCP state machine representation is implemented by using Snort rules. We apply and develop 

Snort rules to model the protocol and to detect any deviations in the behavior of the monitored traffic.   

3) Consolidation and correlation based decision 

DDoS attack exploits a large number of compromised devices to launch the attack from distributed locations, and 

from a single location the attack traffic may not show obvious anomalous behaviors because of low traffic volume. 
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Such DDoS attack packets may also appear legitimate and seem compliant to the specification, and could evade the 

localized detection from local servers.  

In the centralized consolidation and correlation based anomaly detection decision, the local servers report the 

suspicious traffic information to central server, including the statistical information on {packet type, frequency, 

destination address}. “packet type” reveals the application protocol used, “frequency” reflects the volume of the 

traffic, and “destination address” indicates the target. The information could give the central server an overall 
picture of traffic volume of certain packet type towards certain destination. By correlating the information from 

multiple distributed network, and other network states from the control and management planes, the central server 

can more accurately detect the attack and reduces false positive alert rate.  

C. Operation procedures of the mitigation scheme  

A logic diagram illustrating the fog computing based DDoS mitigation scheme is given in Fig. 5. Moreover, 

referring to the diagram, the operation procedures of the scheme are explained in details. 

 

Fig. 5. Operation procedure diagram of the scheme 

1) Phase 1: Initial filtering by field firewalls 

When field data is transmitted from a field device to connected local control network, it should firstly experience 

a real-time inspection by the firewall. The objective is to prevent traffic that may potentially cause DDoS incident at 

an early stage. As in an IIoT environment, the firewall should be able to inspect required industrial protocols, such 
as Modbus, DNP3 and so on. The configuration may be set to reject or drop the packets that fail to follow standard 

industrial protocol’s structure or meet the preconfigured rules. The firewall rules are constantly updated once a new 

attack signature is discovered.  

Firewall performs the initial inspection on potential DDoS behaviors, and hence reduces the processing workload 

on local control network and Cloud service. However, experienced attackers could still be able to find ways to 

bypass firewall inspection. 

2) Phase 2: Local-level DDoS detection 
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In each field-to-local control network channel, the traffic with known DDoS features could have been blocked by 

each field firewall. However, the traffic enters the local control network may still contain malicious packets that do 

not show anomaly individually. 

The objective of DDoS detection module located at each fog-based local network is to consolidate all the traffic 

collected from own field devices and analyze hidden correlation. The local network switch would be configured 

(e.g. mirror ports or SPAN ports) to duplicate traffic from different field devices (e.g., RTUs) to a locally centralized 
server for further offline analysis. This anomaly detection module, which is running as a virtualized functionality 

(NFV) in local server, tries to find hidden DDoS behaviors through network activities baselining creation and 

specification-based anomaly detection.  

The detection module would inform the administrator for further mitigation actions if a hidden DDoS behavior is 

confirmed, i.e., updating firewall rules. If this behavior is concluded as suspicious DDoS behavior, the suspicious 

traffic characteristics would be forwarded to Cloud central server.  

3) Phase 3: Central consolidation and analysis 

When central Cloud server receives reports of suspicious DDoS behavior from a certain fog local network, it 

analyzes the suspicious behavior by correlating the traffic characteristics from other distributed local networks to 

identify similarity in the traffic patterns, and to detect distributed DDoS attack traffic which appears legitimate.   

IV. EXPERIMENT IMEPLEMENTATION 

We implement the scheme on top of an existing SCADA system testbed. The testbed simulates the 
functionalities of Metro railway control system, which was previously used for the experiment in [35]. The 

implementation structure is shown in Fig. 6. The testbed simulates three domains - field devices environment, fog 

environment, and cloud environment (a cloud server in the experiment). 

A. Implementation of the scheme on the testbed 

The field devices environment consists of several kinds of industrial devices, such as Programmable Logic 

Controllers (PLCs), digital and analog I/O devices (e.g., sensors, switches, meters) and serial communications 

devices (e.g., RS232/485) controlled by PLCs (Siemens S7-1200 model), onsite cameras, and traffic simulators. 

These field devices communicate with controller (HMI) and servers located in the local network. Each camera is 

installed on a Raspberry Pi 3 Single Board Computer. A traffic simulator PC is able to generate user-defined DDoS 

traffic and industrial protocols. Here, all the field devices utilize Modbus protocol, which is most widely adopted in 

the SCADA world.  

The fog environment connects field devices environment and cloud environment. It consists of local servers 

(network) and field devices under its control. When field data travels from original place (each field device) towards 

applications running at local control and management networks, and even to the Cloud, it will be processed by 

available computational and storage resource located at fog environment. In this experiment, we simulate DDoS 

detection module at fog environment in two steps. First, a Linux-based edge firewall works as a gateway to actively 

inspect all the incoming traffic from field devices environment.  Second, a virtualized specification based DDoS 

detection module instantiated at local server will continue to inspect overall network behavior offline.  

The Cloud server connects with multiple distributed local networks and monitors their functionalities. With the 

help of each fog network, Cloud server no longer need to directly control and monitor all the field devices 

environments. The Cloud server has the most applications and responses to the VM installation/activation request 

from a specific local server. In this experiment, the Cloud server is simulated by using the server in central control 

office, where the server controls and monitors multiple distributed local servers (networks). 

Two Fog environments in different locations are involved in experiments. The servers and Fog processing 

modules are running on PCs, such as DELL PRECISION T3500, with Intel Xeon W3530, 16GB memory and 

Windows 7, Dell OPTIPLEX 9020, Linux 18.04, and Dell XPS 8700 with windows 7.  
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Fig. 6. Scheme simulated on a SCADA system testbed 

B. Mitigation of DDoS Attacks 

Through field devices, we can simulate both exhausting resources-based (e.g., TCP SYN flooding) and protocol 

vulnerability based DDoS attacks (e.g., malicious Modbus commands with forged command data). The experiment 

also simulates the DDoS attack via sequences of requesting/event reporting packets, sent from multiple networks 

simultaneously, intending to overwhelming the central controller and such attack traffic could evade the local server 

detection. The performance of the mitigation scheme is evaluated on the accuracy and the reaction time of detection 

of such distributed DDoS attack in the fog environment processing.   

An easy-to-use Ubuntu functionality called Iptables [33] is utilized to setup various firewall rules. For a simple 

example, Smurf attack is one of the traditional DDoS attacks that control a large amount of botnets to flood the 
victim(s) by ICMP traffic. In this case, botnets refer to numerous field devices, such as IP cameras, RTUs, and so 

on. The countermeasure of such attack is straightforward - add one firewall rule to drop incoming ICMP echo reply 

packets from field devices.  

Attackers may control compromised devices to send forged industrial traffic, such as Modbus protocol packets. 

The TCP payload may contain malicious content, such as wrong format or restricted function codes, addresses or 

register values, to crash the application. Firewall with Deep Packet Inspection (DPI) function is able to mitigate 

these threats. We also use Iptables to write firewall rules with activated DPI feature [36]. For example, an Iptables 

firewall rule to deny standard Modbus function code 6 to modify the value of register 0x000A can be written as: 

iptables -A FORWARD -p tcp --dport 502 -m u32 --u32 “0>>22&0x3c @12>>26&0x3c @7>>24&0xff=0x06 

&& 0>>22&0x3c @12>>26&0x3c @ 8>>16&0xffff=0x000A” -j REJECT 

The latency resulted from DPI functionality by Iptables is ignorable. We tested that 2000/second Modbus 
packets only has 0.001 ms latency (on a normal laptop). As a result, a well-defined set of firewall rules can 

effectively block DDoS flooding traffic that aim to exhaust bandwidth and network resource of both fog and Cloud 

environment. 

The specification detection modules are implemented as virtualized network functions (VNFs), and the VNFs 

could be instantiated dynamically in responding to packet processing load due to surging traffic volume, or the need 

of specific analysis functions. The detection module running in fog server’s VM aims to passively collect the traffic 

of all controlled field devices, and perform a specification-based modeling to detect hidden DDoS behavior. A series 

of Snort rules are developed to describe the normal Modbus communication patterns and protocol specifications, 

such as authorized Modbus requests or responses between a specific RTU and its controller. The specification 

detection modules detect suspicious unseen activities or restricted communications that violate pre-defined normal 

protocol specifications and communication patterns. Firewall cannot effectively block these malicious DDoS traffic 
because their packet formats are legal. But with the specification based scheme it is possible to locate them as their 

behavior violate normal communication patterns. 

We provide several examples of Snort rules (version 2.9.8) in the following. Meanwhile, we utilized a GitHub 

project [37], which employs MySQL, Barnyard2, PulledPork, and Snorby together with Snort, to show statistical 
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detection results in a user-friendly web page. An event alert can be categorized into one of three levels of severity, 

LOW severity, MEDIUM severity, and HIGH severity. 

a) Sample Snort rule to describe normal protocol specifications or communication patterns 

# Ruleset for RTU 01 

# When Modbus server request to read a certain register of RTU 01, RTU 01 sends a Function Code 3 (Read 

Holding Register) response packet to the server through TCP source port 502. This command source and 
destination are RTU 01 and server respectively. 

alert tcp $RTU_01 502 -> $Modbus_Server any (msg: “RTU 01 Read Holding Register response”; content: 

“|01|”; offset 6; depth: 1; content: “|03|”; offset: 7; depth: 1; GID: 1; sid: 10000002; rev: 001;) 

Any traffic that matches this rule can be categorized into LOW severity log, because it satisfies a normal 

behavior. Although it normally will not attract administrator’s attention, this record may also be stored as historical 

reference and used to generate statistical results (e.g., frequency analysis that how many times a certain legal 

command was trigged during a certain period.) 

b) Sample Snort rule to list restricted communications or services 

# Ruleset for RTU 01 

# RTU 01 becomes botnet that communicates with server using non-standard port. An alert will be triggered.  

alert tcp $RTU_01 any -> $Modbus_Server !502 (msg: “RTU 01 communicates with server by using a non-

standard port”; classtype: bad-unknown; sid; 10000020; rev: 001;) 

# RTU 01 becomes botnet that communicates with server using other functions codes. An alert will be triggered.  

alert tcp $RTU_01 any -> $Modbus_Server 502 (msg: “RTU 01 uses restricted function codes”; content: “|01|”; 

offset 6; depth: 1; content: !”|03|”; offset: 7; depth: 1; GID: 1; sid: 10000005; rev: 001;) 

If a RTU is compromised to be DDoS botnet, it may send forged Modbus commands (e.g., legal format but bad 

function codes) to server in order to crash the normal Modbus service. They are out of the scope of normal protocol 

specification or communication pattern. These rules can be categorized into MEDIUM or HIGH severity log. Some 

sample Snort DDoS rules are available online [38] as research reference. 

C. Experiment Results Discussions 

The proposed design techniques and above-mentioned testbed configurations are implemented, and the 

experimental results are recorded and discussed in the following section. Existing literatures rarely targets industrial 

system as test environment for DDoS mitigation, which brings in the difficulty for fare comparison between the 
proposed method and previous algorithms. Therefore, we evaluate the proposed algorithm from multiple 

perspectives under different scenarios to highlight its effectiveness in mitigating DDoS attack in the IIoT 

environment. Data including detection time, detection rate are recorded and presented here. The purpose of the 

experiments is to evaluate the effectiveness of the proposed approach, to show the Fog computing approach can 

react fast to the DDoS attack, and effectively mitigate the attack and save the network resources. TCP SYN and 

Modbus flood DDoS attacks are launched respectively. The attack traffic from each Fog location is at rate of 10000 

packets/s, with average 72 bytes per packet. The type of TCP SYN DDoS attacks targets the services using TCP 

protocol, such as Modbus/TCP protocol, and is a typical flood attack. The type of Modbus attack targets the system 

using the specific Modbus protocol, where the packets are in the normal format and appear legitimate but do not 

comply to the protocol specification. Examining the packet individually may not detect the anomaly but checking 

the protocol compliance could reveal the malicious activity. In the experiments, DDoS attack is identified by a 

threshold set on a rate of suspicious packets. Using threshold to detect traffic anomalies was reported in [39], and the 
approach was also applied in detecting DDoS attacks, e.g., in the work of [21, 40].   

Table 1 shows the DDoS detection time measured in the Fog computing approach for different attack traffic 

types, and shows the detection time at the local Fog level alone as well. Fog computing approach achieves a faster 

detection time via cloud server coordination, because the central server at the Cloud level has the overall system 

view on the traffic status, while Fog level observes local traffic and requires longer time to identify the attack traffic 

trend.  
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Table 1. Attack detection time 

 Fog Computing Approach Fog level only 

Attack types TCP Protocol Modbus TCP Modbus 

Average Detection Time 129ms 145ms 246ms 235ms 

 

Table 2 shows the detection rate at different levels of the Fog computing approach. At the local Fog level, the 

specification based detection and Firewall filtering can perform faster reaction to the attacks and are able to detect 

most of the attacks, e.g., 99.56% of the TCP protocol type attacks. With the coordination at the Cloud level, some of 
the attack traffic which may appear legitimate and evade the detection at the Fog level will be detected through 

consulting traffic information from multiple distributed Fog environments, raising the total detection rate of the 

approach. Modbus packet attack is harder to detect because the packets appear legitimate and a deeper packet 

inspection method would be needed in order to discover the malicious packet contents.  

Table 2. Detection rate at different levels 

 Fog Computing Approach Fog Level only 

Attack Types TCP Protocol Modbus TCP Protocol Modbus 

Average Detection Rate 99.84% 88.02% 99.56% 70.35% 

 

Figure 7 shows the average connection time for a Master to read register data from the Modbus Slave, under 
normal traffic or DDoS attack conditions, with or without DDoS mitigation. DDoS attack starts at 5s. With the Fog 

mitigation approach, most of the attack packets will be detected and subsequently be blocked by firewalls, and the 

connection will restore to normal status within hundreds of milliseconds. It demonstrates the savings of bandwidth 

resources when the attack traffic could be blocked near the attacking sources.  

 

Figure 7. Traffic connection time affected by DDoS attacks 

 In the experiment, the rule-based edge firewall can effectively and efficiently filter the known DDoS attack 

packets and the specification based detection module virtually running in local server can detect more complexed 

attacks by examining the correlation among packets. Through NVF, virtualized security functions have been 
allocated and instantiated dynamically, while utilizing existing computational and storage resources. When the 

detection module detects suspicious traffic, alert messages are recorded and showed in the user interface. In our 

design, Cloud-side central server can consolidate the alert message from distributed local servers and perform 

further DDoS analysis. Our experiment shows that the proposed method can effectively mitigate the simulated 

DDoS attacks and effectively lift the burden from Cloud server.  

V. CONCLUSION 

In this work, Fog computing approach is applied in handling the DDoS mitigation in the IIoT network to address 

the real time response requirement and constraints in the device computation capabilities. We proposed a distributed 

DDoS mitigation scheme which flexibly allocates the traffic analysis work load to multiple distributed locations and 
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assigns virtualized network computation functions based on needs. The scheme has a three level architecture, and 

each level performs the functions corresponding to its processing capabilities. The scheme fully utilizes the existing 

device capabilities, e.g., firewall and local servers, and takes into account of the operation non-interruption 

requirements in IIoT systems. The scheme is implemented and tested on a Mero control system testbed, and through 

the experiment, we demonstrate this scheme is practical to implement. 
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