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Abstract 

Biometrics are basically based on the expansion of pattern recognition systems. At present, electronic or optical 
sensors like cameras and scanning devices are used to capture images, recordings or measurements of a person’s 
‘unique’ characteristics. These technologies are being utilized across a range of applications like security, prevention 
of cyber crime and border control, public aid/social benefits, customs, immigration, passport and healthcare identity 
verification, as well as commercial enterprises use. Most biometric systems that are typically use a single biometric 
trait to establish identity have some challenges like Noise in sensed data which increases False Acceptance Rate 
(FAR) of the system, Non-universality which reduces Genuine Acceptance Rate (GAR). Hence the security afforded 
by the biometric system mitigates its benefits. In this paper, we propose a Fused Multimodal systems which also 
have several advantages over unibiometric systems such as, enhanced verification accuracy, larger feature space to 
accommodate more subjects and higher security against spoofing. The proposed enhanced multimodal 
authentication system is based on feature extraction(using fingerprint, retina and fingervein) and key generation        
(using RSA). The experimental evaluation implemented  using MATLAB 2014, illustrates the significance 
improvement in the performance of multimodal biometrics with  RSA have GAR of 95.3% and FAR of 0.01%. 
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1. INTRODUCTION 

 Individual biometric personalities like iris, DNA, Voice recognition, fingerprint, retina and finger vein can 
be labeled as unibiometric systems because it rely on a single biometric source for recognition. Unibiometric 
systems have some disadvantages like erratic biometric basis due to sensor, low quality of specific biometric trait of 
the authentic user. In addition, high-security applications and large-scale civilian recognition systems place stringent 
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accuracy necessities that cannot be met by obtainable unibiometric systems. To deal with the requirements of such 
applications, it is necessary to move, beyond the traditional pattern of biometric recognition [1] usually based on a 
single source of biometric information and also consider systems that consolidate evidence from multiple biometric 
sources for recognition. However, the consolidation of information presented by these multiple cures can result in a 
more accurate determination or certification of individuality. Hence biometric systems are designed to recognize a 
person based on information acquired from multiple biometric sources. Such systems are referred as multibiometric 
systems [2], are expected to be more accurate compared to unibiometric systems that rely on a particular segment of 
biometric affirmation. Accuracy enhancement, which is the primary motivation for using multibiometric systems 
[3], happens due to two reasons. Firstly, the fusion of multiple biometric sources effectively increases the 
dimensionality of the feature space and reduces the overlap between the feature distributions of dissimilar 
individuals. In addition to that, a combination of multiple biometrics is more exclusive to an individual than a single 
biometric trait. Due to noise, imprecision, or inherent drift (caused by factors like ageing) in a subset of the 
biometric sources can be compensated by the discriminatory information provided by the remaining sources. In 
addition to accuracy, multimodal biometric systems [4] may also offer the following advantages over unibiometric 
systems viz., alleviate the non-universality problem and reduce the failure to enroll errors, provide a degree of 
flexibility in user authentication, enable the search of a large biometric database in a computationally efficient 
manner and increase the resistance to spoofing attacks[5]. Multimodal biometric[6] implemented based on fusion of 
unibiometric. Fusion level has different  techniques such as sensor level, feature level, score level, decision level, 
and rank level [7]. In this scenario, feature level fusion was used in the proposed technique. Proposed biometric 
traits  like fingerprint, retina and finger vein were combined with asymmetric cryptographic algorithm RSA, is used 
in biometric template which is stored in the database thereby  increases genuine acceptance rate and reduces false 
acceptance rate. 
 

2.   FUSED MULTIMODAL BIOMETRIC SYSTEM 
 

Fused multimodal biometric system [8] includes two modules namely  Enrollment module and Verification 
module which is below in Fig.1. In Enrollment module, a suitable user interface incorporating the biometric sensor 
or reader is needed to measure or record the raw biometric data of the user. The feature is extracted in the proposed 
biological traits, e.g. fingerprint, retina, and finger vein [9]. The feature extraction of three biometric traits fused 
using feature level fusion and encrypted using RSA and stored in a database for desired authentication and 
verification. This then facilitates the next process of verification module, in which the user claims an uniqueness and 
the scheme verifies whether the claim is  genuine or imposter. 

 
Fig.1Block diagram of the proposed system 

 
 The newly captured biometric traits of the individual are compared against the stored data is used to 
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determine the user identity. The query is compared only to the template corresponding to the claimed identity (a 
one-to-one match) after decryption. 
 
3.   FINGERPRINT RECOGNITION 
 
 Fingerprint recognition technology, which extracts features from impressions made with the distinct ridges 
on the fingertips. The fingerprints can be either flat or rolled. A flat print covers only an impression of the central 
area between the fingertip and the first knuckle, whereas a rolled print captures ridge on both sides of the finger 
which is utilized in our biometric system. An image of the fingerprint is captured by an optical scanner, enhanced, 
and converted into a template as shown in Fig.2(b). Minutiae are points of interest formed by the corners or forking 
of the abrasion skin ridges on every finger. Minutiae points mainly focussed on location, orientation of ridge flow 
and  its type (i.e. Ridge ending or bifurcation) which makes an individual’s fingerprint unique. The flow of the 
friction skin ridges also forms the patterns – the whorl, arch and loop of each finger. In this paper, Minutiae 
extraction is used based on termination (immediate ending of a ridge; ) and bifurcation(with the point at which a 
single ridge splits into two ridges) [10].  
 

            
 

Fig.2 (a) Original image                            (b) Extracted minutiae points 

 
4. RETINA RECOGNITION 
 

The retinal vasculature is rich in structure and hence it  is supposed to be a characteristic of each individual 
eye [11]. It is claimed to be the most secure biometrics since it is not easy to change or replicate the retinal 
vasculature[12]. The image as in Fig. 3(a) acquisition involves the cooperation of the subject, entails contact with 
the eyepiece, and requires a conscious effort on behalf of the user. The extraction of vessel segmentation, shown in 
Fig.3 (b) in the retina using Kirch’s template using thresholding techniques based on eight different orientations is 
used in the proposed biometric system. 
 
 

  
 

Fig. 3 (a) Original image                   (b) Blood vessel segmentation 
 
 
5. FINGERVEIN RECOGNITION 
 

A finger is placed between the infra-red light source and camera.  The infra-red light was absorbed by the 
hemoglobin in the blood vessels and  the pattern of veins in the palm is captured as a pattern of shadows.  An image 
of a finger captured [13]. Under infra-red light contains not only the vein pattern, but also irregular shading 
produced by the various thicknesses of the finger bones and muscles. Infra-red light is used to capture an image of a 
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finger that shows the vein pattern, which is also reflected fluctuation in the blood vein, depending on temperature, 
physical conditions, etc. To identify a person with high accuracy, the pattern of the thin/thick and clear/unclear veins 
in an image must be extracted equally. The pattern of finger vein pattern extracts based on the repeated line tracking 
method and the maximum curvature method is shown in Fig.4(b). 

 

   
Fig.4 (a) Original image                                                     (b) Extracted vein pattern 

 
6.   FEATURE LEVEL FUSION 
 

Feature level fusion refers to combining different feature sets that are extracted from multiple biometric 
sources. When the feature sets are non homogeneous (e.g., the feature sets of different biometric modalities like 
fingerprint, retina and finger vein) concatenate them to form a single feature set. When the multiple feature sets 
correspond to different samples of the same biometric trait that are processed using the same feature extraction 
algorithm [14], then feature level fusion can be considered as a template update or template improvement. It 
improves recognition accuracy over other fusion technique. In this research work,  the feature level fusion technique 
was implemented in the fused matrix of the stored template, which was then verified with the fused matrix of the 
present query [15]. 

 

 
 

Fig. 5  Steps involved in Feature Level Fusion 
 
7.    MODIFIED DRSA (MDRSA) 
 

The multimodal biometric system consists of multiple traits of individual information, so it is necessary to 
secure the template from the database. Thus the proposed system, used to encrypt the template is RSA, which is a 
public key cryptography. Comparing with the existing RSA, in order to acquire fine eminence of the decrypted 
image, the modification had done in the decryption stage of RSA using symmetry properties of an algorithm. 
MDRSA(Modified Decrypted Rivest, Shamir and Adleman) was explained by the steps shown below: 
 
7.1 Key Generation: 

i. Choose two distinct prime numbers p and q. 
ii. Find n such that n = p*q.  (n will be used as the modulus for  both the public and private keys). 
iii. Find the quotient of n, Φ (n)  

 Where, Φ (n) = (p-1) (q-1). 
iv. Choose an e such that 1 < e < Φ(n), and such that e and Φ(n). (e and Φ(n) are relatively prime).  Where 'e' 

is kept as the public key exponent. 
v. Determined (using modular arithmetic) which satisfies the congruence relation. 

                 d= 1 (mod Φ (n)). 
This is often computed using the Extended Euclidean Algorithm. e and Φ(n) are relatively prime and d is to 
be the modular multiplicative inverse of  'e'. 
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 The public key has modulus n and the public (or encryption) exponent. The private key has a modulus 'n' 
and the private (or decryption) exponent 'd', which is kept secret. 
 
7.2  Encryption 

i. Person “A” transmits his/her public key (modulus n   and exponent e) to     Person B, keeping his/her 
private key secret. 

ii. When Person” B” wishes to send the message "M" to Person A, he first converts M to an integer such that 
0 < m < n by using agreed upon reversible protocol known as a padding scheme. 

iii. Person B computes, with Person A's public key  information, the cipher text c corresponding 
                                 C ≡ me (mod n) 

iv. Person B now sends message "M" in cipher text, or C, to Person A. 
 

7.3  Decryption: 

i. Person A recovers m from c by using his/her private key exponent, d, by the computation 
                       m ≡ Cd (mod n). 

ii. Given m, Person A can recover the original message "M" by reversing the padding   scheme. 
              C ≡ me (mod n), 
              Cd ≡ (me)d (mod n) 
              Cd ≡ mde (mod n). 

iii. By  the symmetry property, 
                       mde ≡mde (mod n). 

 
Since de = 1 + kΦ (n), we can write 

             mde ≡ m1 + kΦ(n) (mod n), 
      mde ≡ m(mk)Φ(n) (mod n) 

                    mde ≡  m (mod n) 
 
From Euler's Theorem, we can show that this is true for all 'm' and the original message 
                             Cd = m (mod n), is obtained. 
 
8.    SIMULATION RESULTS 
 
 The security level of the proposed multimodal biometric system was designed using a GUI in MATLAB 
2014.. Initially the three biometric traits fingerprint, retina and finger vein are chosen for multimodal fusion and the 
required features of fingerprint, retina and finger vein are extracted using various  techniques like minutia extraction, 
blood vessel extraction and maximum curvature method respectively. The extracted features are fused using feature 
level fusion and then encrypted using RSA as per Fig. 6.  
 

        
 

Fig. 6  Encryption of Fused Biometric 
 
 
 The final encrypted information is then stored in the database and decrypted image is matched with the 
current query. For each biometric such as fingerprint, retina and finger vein are trained with unimodal identity is 
simulated and depends upon the matching performance, False Acceptance Rate (FAR) and Genuine Acceptance 
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Rate (GAR) are calculated for both multimodal and unimodal with RSA and without RSA. Whenever verification is 
considered necessary for the system, first the system has to produce keys for query user as in Fig. 7.  
 

         
 

Fig. 7  Key generation process                                    Fig. 8  Decryption of Fused Biometric from database 
 
 The generated key used to search the template for decryption until the key matches. The key is used to 
decrypt the template and the decrypted template is used to match with current query which is a fusion of three 
biometric traits fingerprint, retina and finger vein based on fused matrix values using correlation as in Fig.8 and 
Fig.9. 
 

    
 

 Fig. 9  Process of Matching and Verification                                               Fig. 10  Access Denied by the system 
 

In this scenario, if the query template is not matched to the stored template, system denied the access of the 
user as in Fig. 10. The performance of the proposed system analyzed by matching the performance between 
enrollment module and verification module for the current query template to identify an individual for authorization. 
False acceptance rate and Genuine acceptance rate are calculated based on genuine and imposter authentication 
during a verification module. The false acceptance rate should be low which means imposter is not allowed to 
authenticate and genuine acceptance rate should be high which means genuine user is allowed to authenticate. The 
simulated performance of multimodal was compared with unimodal and then it was plotted on ROC curve FAR 
versus GAR.   

 

 
   
                             Fig.11 GAR Vs FAR without RSA                                               Fig.  12 GAR Vs FAR with RSA   
 

 The samples of unimodal biometric traits such as fingerprint, retina and finger vein are trained without 
RSA and then multimodal biometric trait such as fingerprint, retina and finger vein was also implemented using 
feature level fusion techniques without RSA. The fingerprint was trained and performance was calculated based on 
matching minutiae points with current query for an identity using FAR and GAR. GAR of 72% and FAR of 10% for 
fingerprint. Similarly, the retina was trained based on blood vessel pattern and its GAR of 78% and FAR of 6.74%. 
The Finger vein was trained based on vein pattern in finger and its GAR of 80% and FAR of 5.02%. The 
multimodal biometric was trained based on fused matrix values using correlation and it’s GAR of 90% and FAR of 
2.06%.  The performance of finger print using RSA has a GAR of 80.2% and FAR of 3.25%, whereas without RSA, 
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GAR was 72% and FAR was 10%. The comparative curves were shown in Fig.14. 

  
Fig. 14 GAR Vs FAR with and without RSA for FingerPrint        Fig. 15 GAR Vs FAR with and without RSA for Retina 

  
 The performance of the retina using RSA has a GAR of 84.2% and FAR of 2.2%, whereas without RSA, 
the GAR was 78% and FAR was 6.74%. The comparative curves were  shown in Fig.15. The performance of finger 
vein  using RSA has a GAR of 87.6% and FAR of 0.52%, whereas without RSA, the GAR was 80% and FAR was 
5.02%. The comparative curves were  shown in Fig.16. 

 
Fig. 16 GAR Vs FAR rate with and without RSA for FingerVein        Fig.17  GAR Vs FAR with  and without RSA for  Fused Biometric 

 
 The performance of multimodal biometric(fusion of fingerprint, retina and finger vein) based on fused 
matrix values  using RSA has a GAR of 95.3% and FAR of 0.01% whereas without RSA, GAR was 90% and FAR 
was 2.06%. The comparative curves were  shown in Fig.17. However, in order to increase the accuracy of 
multimodal biometric as a whole, fusion at feature level fusion, and encrypting using security algorithm has been 
performed. The overall performance of multi-modal system has reduced FAR of 0.01% and increases GAR of  
95.3%, respectively, and its performance compared to unimodal biometric systems such as fingerprint, retina and 
finger vein with RSA.The performance of multimodal biometric based on fused matrix values  using RSA have 
GAR of 95.3% and FAR of 0.01%,  RSA with fingerprint have GAR of 80.2% and FAR of 3.25%, RSA with retina 
have GAR of 84.2% and FAR of 2.2%, RSA with finger vein have GAR of 87.6% and FAR of 0.52% .  
 
9.    CONCLUSION 
 

 The feature level fusion technique is used for the design of multimodal biometric traits such as fingerprint, 
retina and finger vein, which protects the multiple templates using RSA has been implemented using MATLAB 
R2014. A realistic security analysis of the multimodal biometric cryptosystem has also been conducted using 
fingerprint, finger-vein and retina, which provide a remarkable improvement performance in a multimodal biometric 
cryptosystem using RSA. The overall performance of multimodal system has increased with GAR by 95.3% and 
reduced with FAR of 0.01%, which is compared to unimodal biometric using RSA. 

 
 Future work can be further extended by accurately modeling feature extraction techniques and managing 

the database more effectively and evaluating the matching methodology and its performance of biometric system 
using different level of fusion. 
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